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Dedication
To Jay.

Foreword
You should welcome change: it means opportunity! The CPA who accepts,
adapts to, and greets the future with its rapidly changing demands and tech
nologies will find success and growth for his or her clients or employers.

The opportunities technology presents to our profession are multiplying at an
ever increasing rate. By learning about them you will be ready to employ
them for your clients or employers. Your peers identified the technologies
reviewed in this book as being the “Top 10” for 1998. They are the tech
nologies you won’t be able to avoid in the coming months. They affect the
bottom line—how business is conducted through channels that didn’t exist a
few years ago; security—how you keep your information yours; education—
how you train your staff and educate your clients and employers; and intercon
nectivity—how information of every sort (including promotional materials,
client files, and messages) is transported in seconds from computer to comput
er around the world. The technologies have already changed the way you
work and your clients’ and employer’s expectations of you.
Top 10 Technology Opportunities: Tips and Tools will open your eyes to what is
at the cutting edge—ready to be used by you now. Technology still needs
human intervention to operate successfully. The AICPA is working through
numerous avenues, including this publication, to position CPAs as the consul
tant, navigator, filter, user and interpreter of these technologies. You will have
the tools and knowledge to bring your clients, employers and your firm into
the twenty-first century. Now is the moment to take that big step forward.
Barry Melancon, President
American Institute of CPAs
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Preface
I hope that this book whets your appetite to learn more about technology. That
is exactly what it was designed for: as a starting place for further learning.

I heard a comment that concerned me about last year’s book. One CPA said
that he used the book as a measure of whether he had kept up with technolo
gy. He read it and said, “OK I feel comfortable with these topics. I’m finished
learning.” The problem with that attitude is that we can’t possibly squeeze
everything that everyone needs to know about technology into 200 pages. So,
please, don’t use the book as an ending point in your technology learning, but
as a starting point in your quest to expand your technology knowledge.
For further research, we have included numerous ideas in Technology 4,
Training and Technology Competency. For specific topic research, we have
included additional sources at the ends of some of the Technologies (for exam
ple, on year 2000 in Technology 2 and on security in Technology 3).
Another good source for further research is the glossary included in this book.
The people at Computer Language Company, Inc. let us use their definitions
for the glossary, and I also used their definitions while writing some of the chap
ter material, too. You can access the entire encyclopedia (with 10,000+ terms—
I dare you to find a technology term they haven’t already thought of) at
www.techweb.com by clicking on the Encyclopedia link. This is the most com
prehensive, accurate, technology glossary that I have seen. They have a fully
illustrated CD-ROM product that is a great reference tool.

My high hope is that you’ll implement a number of the best practice ideas
included in the book so that you’ll actually save time and money in your busi
ness. If you have a good use of technology that you think would apply to many
CPAs, send me an email (sandi@sandismith.com). Who knows, you might be
in next year’s book!
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What a difference a year makes-not only regarding the Web, but regard
ing CPAs’ attitudes toward it. Last year, it was, “I think I need to be on
the Internet, but I am not sure why.” This year, it’s “The Internet has
changed the way we do business.” Small and large businesses have fig
ured out how to leverage their Internet investments in a big way.
Ed Zollars, with the CPA firm Hendricks, Martin, Thomas & Zollars,

LTD, calls the Usenet newsgroup misc. taxes.moderated a “virtual hall
way” of tax practitioners, where new issues created by the Taxpayer
Relief Act of 1997, such as planning for Roth IRAs, were discussed
long before traditional communication channels had the information.
Ed has also taken advantage of recent Supreme Court and Circuit

Court postings and selected sessions of this year’s meeting of the
American Bar Association (ABA) Tax Division. The ABA provided
an audio broadcast of the sessions and a moderated chat room.
Coopers & Lybrand has gained company recognition and expanded its

consumer base with its Tax News Network Web site (www.taxnews.com).1
John J. Gill’s four-person firm in Virginia competes head-to-head with
the Big 4 (or whatever the current count is!) accounting firms. He has
established a relationship with an accounting firm in Europe that mar

kets U.S. tax return preparation in England and Belgium. Gill’s firm
does the work and ships it overseas to its affiliate. Everyone wins: The
client receives a lower fee, and Gill’s firm and the European firm benefit
from the extra revenue that neither could have achieved separately.
Robert McCullar’s firm, Coates, McCullar & Biggers, PC, uses RIA’s
Checkpoint, an Internet-based tax service at www.riatax.com, for tax
research because it is more current than the monthly CD-ROM service
the firm had previously used. His employees use Microsoft’s

NetMeeting, a remote conferencing software, to connect between the
home office and the remote office on projects, budgets, and schedules.
He can connect with hardware and software vendors for technical sup
port over the Internet and can download software updates. Most impor
tant, the firm’s progressive use of technology meets its clients’ needs in a
changing environment.
Arthur D. Little, Inc. developed its Web site to market company ser
vices. At a development cost of $30,000, the site increases customer

contact and creates a global presence for the firm. The company has
gained $600,000 in revenue benefits from the site.2
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Figure 1-1: RIA’s Online Tax Service, Checkpoint.

The law firm of Dickinson, Wright, Moon, Van Dusen & Freeman

“routinely connects clients to the firm electronically” to share informa
tion, says Mike Harnish, Chief Information Officer (CIO). Clients are

better served with improved, targeted communications at lower cost.

Forget the old media of “newsletters and broadcast faxes,” Mike says.
With today’s Internet and network technologies, he suggests, “CPAs
can create intelligent profiles of clients’ needs and interests and allow
electronic agents to collect pertinent information. The results of this
information can then be routed directly to the client.”

Wow! You can see a sampling of the wide range of applications that
businesses are creating with Internet and networking technologies.
Where is the payback? The predominant theme is more cost reduction

than revenue generation, as shown in the following chart.
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of Internet

and

Extranets

Applications.3

The Internet, with its related technologies, is a pervasive theme, not
only in this first chapter, but throughout the book. Whether you
agree or not with people that compare it to inventions as significant
as the printing press (I do), you’ll have to admit that it is redefining
the way companies do business. The “killer app” (if I may use techni
cal jargon) for businesses in 1998 combines the power of the Internet,
networks, intranets, and extranets and uses the technology to reach
and satisfy customers in a more customized, yet more efficient way
than competitors.
Check out some statistics:

■ 68 million people are expected to be online by the end
of 1997.4
a 67 percent of Fortune 1000 companies have Web sites.5

■ 187 countries have Internet access.6
■ 40 percent of small businesses are online already.7

There is still time to jump online if you haven’t already. Do not wait
any longer, however, because, as in any other area of technology, the
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complexity of the learning curve is growing, and it will be difficult to
catch up.

My educated guess is that over two-thirds of CPAs are already online.
John Graves of Kent Information Services, Inc. often lectures on the
Internet and recently spoke at the 1997 AICPA National Conference
on Federal Taxes. When he asked how many CPAs had used email and
had been on the Web in the last month, 80 percent raised their hands.

As many CPAs have already discovered, there are huge benefits for
those online (and competitive disadvantage for those who are not

online).
In this chapter, we’ll discuss as main topics the Internet, intranets,

networks, and extranets.

The Internet
In this section, we’ll discuss the following selected topics:
■ The latest in browsers and plug-ins
■ “Re-searching” the Internet
a Web sites
h

Internet trends

If you need a definition, history, and overview of the Internet, please

refer to Technology 4, The Internet and Public Online Services, in the

1997 Top 10 Technologies book.8

Browsers
A browser is one software tool you’ll need to “surf the ‘Net.” Web

pages are written primarily in HTML (hypertext markup language),
which consists of tags that define how to display text on the screen. The
browser software interprets these HTML tags and displays the graphical
Web pages on your computer screen. Ninety-nine percent of the peo
ple who are online use one of two brands of browser: Netscape’s
Navigator or Microsoft’s Internet Explorer.
It’s hard to miss the war between Netscape and Microsoft, and the
browser battle is central to the conflict. Rather than discussing politics,

we’ll discuss the features of the latest offerings.
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Netscape Communicator 4.0
Netscape’s Communicator 4.0 is a suite of products, including:
■ Navigator 4.0, the browser,
■ Messenger, an email program,

» Collabra, a news reader,

■ Composer, an HTML editor, and
b

Conference, a collaboration tool.

Navigator supports a number of new Web page design features, includ
ing style sheets (which are similar to Web page templates), layering, and
embedded fonts. One of its biggest weaknesses is its lack of support for
ActiveX (a technology supported but not owned by Microsoft) content
in Web pages. Netscape’s Web site states future intentions to support
ActiveX, and for now, there is a plug-in (another program that works in

Figure 1-3: Netscape’s Home Page Gets Layered.
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conjunction with browsers to enhance their features) that performs this
function.

Messenger, Netscape’s email program, supports rich text, which enables
a user to send and receive formatted text and images within email. It has
good searching and filtering capabilities and support for address books
on other servers. (I switched from Eudora to Messenger during 1997
and am happy so far.)
Conference, the collaboration tool, enables Internet phone use, an
excellent whiteboard, and collaborative browsing (you can surf with
someone else leading or following) but does not support videoconfer
encing (you can receive but not send unless you get a plug-in).9
Communicator has a standard edition and a professional edition. The latter
includes two additional features: Calendar, a workgroup scheduling pro

gram, and AutoAdmin IS for administration. In general, Communicator
has drag and drop support and extensive use of context (right-click) menus.

Internet Explorer 4.0
Internet Explorer 4.0 (IE 4) supports the latest in Web design, including
Dynamic HTML (more fully explained in the trends section later in this
chapter). Its mail program, Outlook Express, supports multiple accounts,
agents, and filtering.10 (We’ll discuss mail technologies fully in
Technology 8.) Microsoft’s NetMeeting, which must be downloaded
separately, supports videoconferencing, whiteboards, Internet phone use,
file transfer, and text chat.11
Some like the idea of IE 4’s information channels. You can subscribe
and receive automatic information updates to various news, sports, and
entertainment channels, but check your system resources before you
start. I ran completely out of disk space on my local drive before the
very first one I chose, Gartner’s channel, had loaded completely.

The biggest feature of IE 4 is the True Web Integration (TWI) feature,
which integrates IE 4 with the Windows 95 desktop. Many analysts say
the browser will be the user interface of the future, and this is certainly

the first step. Some say that if you are willing to go through an adjust
ment period, it is worth it in the long run. Features such as Thumbnail

view, which allow quick display of objects, and extensive customization

are available with TWI. Since many users expressed their discontent with
this required feature during the beta testing phase, Microsoft made the
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Figure 1-4: Microsoft’s Internet Explorer 4.0.

TWI feature an optional one. During installation of IE 4, you can deter
mine whether you wish to have your desktop changed or left alone.12

And the Winner Is ...
When should you use one package over another? According to a
researcher at Aberdeen Group, use Netscape if:
You need a full suite of Internet applications.
You are running or deploying CORBA (Common Object
Request Broker Architecture).

You access sites written for Netscape.

You need protection from employees who might run applica
tions that could corrupt the PC.
You wish to deploy Netscape products for mail and/or groupware.13

You use a mix of desktops, such as Windows 3.1, UNIX, or Mac.
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Use IE 4 if:

i You have a tight (or no) budget: IE 4 is free; Communicator
costs $59 to $79.
■ You access sites that use ActiveX and/or are designed for IE.

■ You deploy ActiveX applications.
■ You wish to deploy Microsoft products for desktop, mail,

and/or groupware.14
A few years ago, the little browser Mosaic (which later morphed into
Navigator), written by Marc Andreeson, changed the accessibility of the
Internet and was the most rapidly absorbed product of our lifetime, with
25 million users in less than a few years. As of November 1997,
Netscape’s market share was roughly 62 percent to Microsoft’s 36 per
cent. Microsoft IE’s share had risen from 3 percent to 36 percent in the
past 18 months.15 Microsoft’s pricing, market bundling, and improved
features continue to erode Netscape’s share.

Plug-ins
Plug-ins are software programs designed to supplement the features of
your browsers. If you use Netscape, these plug-ins are Dynamic Link
Libraries (files with a .dll extension) that are stored in the Netscape sub
folders. Choosing Help and About Plug-ins from the Navigator menu
gives you a list of plug-ins that are already installed. If you use IE, these
plug-ins are ActiveX controls or .ocx files that can be stored anywhere
but are generally in the Windows subfolders. Although over 100 plug
ins are available, a few are especially worth listing.16
Adobe Acrobat Reader is a must for CPAs who need to download IRS
forms and other rich PDF (Portable Document Format) documents
from the Internet. Documents created in Acrobat put Word and
WordPerfect documents to shame in two ways: They look better, and

you don’t have to worry about version compatibility problems. Acrobat
files are rich in graphics, multiple fonts, and news column layouts.
Download your free copy at www.aclobe.com. The editor (needed to

create PDF files) costs $295.00.
Real Player will allow you to listen to sound and view videos from the

Internet. Streaming audio and video are available too. For example, with
streaming audio, you can listen to a radio broadcast or Dallas-Fort Worth
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Airport’s air traffic control station over the Internet (ioww.andiofiet.com).
Streaming video allows for better response time. Will we soon see CPAs
advertising their blue light specials in video on the Internet? Probably
not, but some companies will take advantage of this. The plug-in is
available free at wwiv.real.com; the server starts at $600.00.17
Shockwave is a popular way to make your pages come alive. It is used
primarily in interactive games, although Intel had Shockwave pages as

part of its annual report last year. Page download time is a disadvantage.

Download the plug-in free from www.macromedia.com to see some of the
more creative things you can do with Web pages. Another plug-in
called Splash may overcome Shockwave’s popularity some day. It does
essentially the same thing, much faster, and in less space.

Ichat is a plug-in that enables chat capabilities. It’s free at www.ichat.com.

Figure 1-5: New Browsers Will Fetch Plug-Ins.

Top 10 Technology Opportunities: Tips

and

Tools

ScriptActive is useful for people who use the Netscape browser only. It
runs ActiveX controls in case you wish to see a page that uses ActiveX
controls but do not want to use IE.18

Installing plug-ins has become much easier with the new browser ver
sions. If you come to a page that needs a plug-in and you do not have it
installed already, a window will pop up and ask you whether you would

like to install it. Then it will retrieve it for you!

Research on the Internet
Although we do not have the Big 8 anymore in accounting, we do in

search engines, which are Web sites that help us find things on the
Internet. The Big 8 are:

■ AltaVista (wiviv.altavista.digital.com )
■ InfoSeek (wivw.infoseek.com)

■ Excite (www.excite.com)
w Yahoo (www.yahoo.com)

■ HotBot (www.hotbot.com)

■ Lycos (www.lycos.com)
9 WebCrawler (ivww.webcrawler.com)

■ Magellan (www.magellan.com)

There are many more search engines, and even search engines that
search search engines, but these eight are considered the largest and/or
most popular. Use a search engine to tap into the vast resources on the
Internet by entering search criteria made up of key words. For example,
in planning a vacation to Bermuda, you can go to one of the search
engine Web sites, enter “Bermuda” in the blank box and press the
ENTER key. The search engine will return a list of Web sites that con
tain the word “Bermuda” somewhere on their pages. You can then
click on any of the Web sites listed and go to it to see whether it has
the information you are looking for.

The above example is simplistic. Coming up with key words and enter
ing parameters about them to make your search efficient and effective is
an art, to some degree. It is an art that you will want to master, howev

er, because it’s well worth the short learning curve to be able to pro
duce useful, accurate results quickly.
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A few new offerings in search engines include the following:

1. Excite offers your own personalized search page. Enter stock sym
bols for custom quotes, your birthday for your horoscope, whether
you want sports scores in basketball or hockey, your city for weath

er, and whether you want the TV or movie listings for that night.
All of the information is retrieved on a customized page.

2. Alta Vista offers a free search engine that will search your local
disk. It is supposedly much more powerful than the Windows
95 Find command.

The best way to get to know these search engines is to print out the
online manual and study it. For further tips, Wayne Harding, vice presi
dent of Great Plains Software, wrote an excellent article in the Journal of
Accountancy (June 1997, page 69).

I just started using QuarterDeck’s Web Compass, which is a software
tool that performs power searches by searching multiple Web sites at

Figure 1-6: Excite’s Personalized Page.
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once and ranking the results. In the first few minutes of using this tool,

I found the current market share of Netscape’s Navigator versus
Microsoft’s IE for this chapter. The entire search took seconds.
If you do a lot of searching on the Internet, as I do, you might want to

try the free 30-day trial at www.quarterdeck.com.
Search engines are the early beginnings of agents, software that will
perform routine functions for us. When speaking to CPA audiences, I

often show a 1993 AT&T video called “Connections: AT&T’s Vision

of the Future” that presents an idea of what intelligent agents could
evolve into in the future. A character in the video, Ann McFarland,
receives assistance from a handsome young agent named Sydney, who
appears as an onscreen holograph. During the 14-minute video, Sydney

sets up videoconferences, orders lunch, deals with billing issues, sets up
online shopping, and handles other communications for Ann. The
exciting part is that the beginnings of the technologies necessary to

make this idea into reality exist today.

Web Sites
Should you have a Web page? That is a question many firms have con
templated this year, but I think firms should start with a larger question:
What should the company’s Internet strategy be? In most cases, a Web
site is a good first step, but companies must realize that it is only a first
step in taking advantage of the technologies in this area.

In general, the benefits of a Web site include having:
a presence on the Web, demonstrating to customers that the

firm is technologically up-to-date,
a global presence at a very low cost,

■ a low-cost marketing avenue that attracts more and younger

customers,
» an opportunity for customer self-service and extended service
hours,19 and
■ a foundation for future sophisticated applications.

Web Site Costs
The cost of a Web site varies widely. A $5,000 to $10,000 site is a good

start for most small businesses, and a $30,000 to $50,000 site is a good
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start for most medium-sized businesses. These figures are a fraction of the
cost of display advertising or print brochures, and their reach pales in
comparison to the global reach of the Internet. So it’s really a no-brainer.

The Gartner Group says that companies spend between $30,000 and
$100,000 on their initial Web sites. If you tie legacy systems to the Web
site, the costs can exceed $1 million, and if you have an application with
financial transactions in the finance or banking industry, the site can run
over $5 million.20

If you are really strapped for money, a tiny, less than ten-page site costs
$1,000 to $2,000 to design and initially promote, less than $1,000 for

hosting (storage), and maybe another $1,000 to $2,000 to update. A site
this size might have limited payback; it just depends on what approach
was taken with the content and features.
Beware of fly-by-night companies offering one-size-fits-all deals priced
at $500 or less. I have seen two of these deals in just last week alone.

You receive one to two Web pages that look pretty amateurish when all
is said and done. Ask this one question to separate the businesses that
care from those that wish to make a buck: How will you promote my
page? If no time is allotted to properly promoting your page and there is
no plan to customize it to your business’s needs, walk away. You may
get a Web site cheap, but no one will ever know it’s there.

You can save even more by doing it yourself (though not if you count
the spent hours as billable time or redirected effort lost). If you pursue

this option, there is a risk of producing a page that looks amateurish,

especially the graphics, unless you have graphics and design layout talent
on your staff. Be prepared to spend hours getting to know the culture
of the Internet and learning at least one graphics package, one scanning
program, one HTML editor, FTP (File Transfer Protocol), and several

versions of browsers. Many CPAs have done their own sites and find it
“fun.” They have spent the time to learn to do their own Web sites
because they can now offer the service to customers. Others find it con
venient to be able to update their pages any time they wish.

Web Site Tips
There are hundreds of tips on creating a successful site (several were list

ed in the 1997 Top 10 Technologies book). In 1997, I started a Web site
critiquing service, in which I review a site for a company and make
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suggestions for improvements. Based on the advice that I give the most
often in that service, here are some suggestions:

1. Spend a lot of time thinking about the words that people will key
into a search engine to find your site. This is critical. It is how
people will find you (it’s the promotion piece). Many people for
get to put in their partners’ names and business names. They also

come up with words that are too generic, such as “consulting,”
which returns 416,733 pages when I key it into Alta Vista. Also,

put the words in the best places for more hits: the META and
TITLE tags (part of HTML programming), to name a few.

2. Test the page for errors before you upload it. Nothing is slop
pier than broken links, misspelled words, and bad grammar.

CPAs are hired for their accuracy and attention to detail. Your

Web page must reflect those characteristics.

3. Present succinct information in short “Web-bites.” Read Wired
magazine (an adult magazine) to get a flavor of this.

4. Present information in an organized, easy-to-maneuver fashion
by using a navigator bar or a set of links as a table of contents.
Don’t hide important items such as office addresses, staff email
addresses and phone numbers, and product/service and pricing

information.

5. Log onto your site frequently to monitor its performance and
to make sure the server is up.

6. Listen to your customers for feedback as to how you can make
your Web site better.

Expect to spend as much money or time updating the page as you did
designing it. It doesn’t do much good to create a site, have people
come, never update it, and then have it become a co^-web site that no
one comes back to.

Where should you store your Web site? Two-thirds of Fortune 1,000
companies outsource this function and hire Web hosting companies to
store their sites.21 A Web hosting company can be your ISP (Internet

Service Provider) but does not have to be. Often a company will pay the
Web designer a monthly fee for hosting. A Web designer usually whole
sales the storage from another company that specializes in Web hosting
services. You can end up paying an extra markup this way, but having
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the Web designer handle all of the details is of benefit to some compa

nies. Criteria to consider in choosing a hosting company include techni
cal expertise, reliability, reputation, price, support, and experience.22
You may wish to host your site on your own server. Factors to consider
include the following:

■ Do you have a resident network professional who can manage
the technical and security details including networks, communi

cations, firewalls, and remote access?

Do you wish to be in a 7-day-a-week, 24-hour-a-day, 365day-a-year business?
■ Do you already have, or are you willing to spend, the money
on the necessary communications lines? A T-l line (see

Technology 6, Communications Technologies) is minimum for
any kind of performance.
■ How close are you to the backbone (Internet infrastructure),
and is that good enough for the performance and throughput
that you need?
■ Do you need a special type of hardware or software to imple

ment your Web site? For example, most hosting services have
UNIX boxes, and you might want to implement an Access
database on an NT server using Microsoft’s IIS (Internet
Information Server).
If you choose to host your own site, there are a few in-a-box solutions
to consider, such as the one mentioned above (Microsoft’s IIS) and
Lotus’s Domino Web Server.

What CPAs and Other Businesses Are Doing
All types of businesses-nonprofit, government, farmers, even CPAs-have
Web applications. A few examples follow.

NASA’s Planetary Photojournal Web site is designed to reduce the

workload in the two-person office that must process 300 requests a
week. You can find a photo by searching on the voyage or place at pho
tojournal.jpl.nasa.gov.23
Goodwill Industries International, Inc. has created a Web site where you
can find the nearest donation center or retail store with a click on a map.
Local chapters have pages too: The site for the Louisville, Kentucky,
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Goodwill offers volunteer opportunities and store price lists. Goodwill is

one of the many nonprofit organizations that has recognized the power
of the Web as a public awareness vehicle.24

Farmers need current information about the weather, market prices,
transportation, and political issues, so Consolidated Grain and Barge
Company is satisfying that need with its Web site (www.cgh.com). It
operates more than 65 grain facilities in the United States and provides
grain, corn, and soybean prices to farmers. It previously used the tele
phone and newsletters to disseminate this information.25
Terri Sommella of Coyne & McClean Chartered recognized the value

of offline advertising for the firm’s Web site. It combined an advertising
campaign with an update to the site that generated several new clients
for the firm. One cute gimmick: the firm gave away mouse pads to
people who emailed questions to the site.26

Figure 1-7: 32,998 Occurrences

18

of

“CPA”

on the

Web.

Internet, Intranets, Private Networks,

and

Extranets

Lots of CPAs have Web sites. The easiest way to view what your peers
and competitors are doing is to use a search engine and enter “CPA” as
the key word. In Yahoo, 1071 accounting firms were listed, up from

just over 100 a year ago. When I entered “CPA” in Alta Vista, there
were 32,998 matches.

Internet Trends
In this section, we’ll discuss selected trends in Internet technologies:
Push technology

Domain names
Changes in HTML, including XML and Dynamic HTML

Self-service applications

Push Technology
You may have heard the terms “push” and “pull” in reference to the

Internet. They refer to the way information is received. In a regular
surfing session, you are pulling the information into your computer as

you visit various Web sites. Push software loads information into your
computer from the Internet that you can selectively view at any time.
The information is “pushed” into your computer so that you do not
have to go looking for it.

Most push software allows you to filter the information to your needs. I
select more technology channels than entertainment, for example. I can
also put in the names of companies in which I own stock and monitor
the news about those companies.

The downside to push technology is its appetite for bandwidth. This
problem has become more manageable in the last year with software
that can be deployed on a network instead of on individual PCs. A few
of the companies that offer push software (product names in parenthe
ses) include the following:
PointCast, Inc. (PointCast)
Marimba, Inc. (Castanet)
BackWeb Technologies, Inc. (BackWeb)

Wayfarer Communications, Inc. (Incisa)
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Lanacom, Inc. (Headliner Professional)

DataChannel Corporation (Channel Manager)

InCommon, Inc. (Downtown)
FirstFloor Software, Inc. (Smart Delivery)27

Some recent corporate push applications include software from CNNfn
that will report price and news changes in a user’s investment portfolio

and an insurance application from E.Benefits, a startup funded by Aetna,
that will let users review and change their employee benefit plans online.28

Domain Names
When you wish to set up your own domain name, such as wwiu.sandismith.com, it must be registered with InterNIC. Each of us who has
registered domain names has paid $100 for the first two years and $50
each subsequent year in registration fees. Over one million domain
names exist, and 3,000 are registered each day. Network Solutions, Inc.,
the current registrar of domain names for InterNIC, is under contract
with the National Science Foundation to provide this service until
March 1998, when the current contract expires.

With the contract renewal up for grabs soon, there are high-stakes
questions floating around: Who should control domain names? Is the
number of “.com” sites running out? Should we consider adding
“.store” and “.firm”? Should the federal government get involved?
What are the global and legal implications? The Commerce
Department invited comments from the public on these issues; they are
posted at the National Telecommunications and Information
Administration (NTIA) Web site.29

Move Over, HTML
Web pages and their effects are created in a number of languages: HTML,
Java, CGI (common gateway interface), and PERL are commonly used
programming and scripting languages. A few developments designed to
enhance the too-basic HTML language include the following:

1. Cascading Style Sheets (CSS) allow Web developers to define a
template of styles for a Web site instead of defining styles on
each page. Without CSS, a Web developer who wants to
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change a font from black to blue on every page has to change
every page individually. With CSS, only the template requires
changing, which saves a tremendous amount of maintenance
time. IE 4 and Communicator support CSS.

2. Dynamic HTML combines HTML, CSS, and scripting to cre
ate a more powerful version of HTML. It is used to make
pages more interactive with animation and provides the ability
to program more features. The World Wide Web Consortium
(W3C) is hammering out a standard. Microsoft and Netscape
have implemented features of Dynamic HTML in their latest
products, which are, of course, incompatible in their imple
mentations.30

3. XML, extensible markup language, is a simplified version of
SGML (Standard Generalized Markup Language), which is an

ISO (International Standards Organization) standard for defin
ing and using document formats.31 With XML, documents are
specified in two parts: the document itself (the content) and a
document type description (DTD), which describes the style of
the document.32 With XML, authors can create their own tags
by defining them in the DTD. XML expands the features of
HTML and embraces the features of CSS, Dynamic HTML,
and other HTML add-ons.33

Self-Service Applications
You may have heard the term “self-service applications.” It refers to
systems in which clients or employees can retrieve information with
out a traditional intermediary. The applications have been around
longer than the term. Federal Express’s site is the premier example of a
self-service application; at this site, customers can check on the status
of their packages without calling a customer service representative.
Applications used by other companies include an employee benefits
system, in which employees can update their own benefits packages
without human resources staff, and an online help desk function that
customers can use to troubleshoot online without calling help desk
personnel. Self-service applications are significant cost-reduction vehi
cles for companies, and their popularity should increase dramatically
over the next few years.
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Intranets
Intranets are probably the hottest applications around today. The
research company International Data Corporation (IDC) says that 60
percent of U.S. firms and 38 percent of European firms use intranets. In

1998, 77 percent of U.S. firms and 75 percent of European firms are
expected to use intranets.34 Zona Research states that companies will
spend $13 billion on intranets in 1999, up from $2.67 billion in 1996.35

A Definition
An intranet is an application that is contained within the private net
work of a company and uses Internet technologies, such as browsers

and HTML. Intranets can link people and data. The reason for their
popularity is that they are very cheap to deploy, even for a small firm.

They also have the potential to redefine corporate cultures and even
job responsibilities. An employee who has knowledge that would bene
fit other employees in the firm cannot wait until other employees find
him or her and ask for it. The employee has a new responsibility to
post it on the intranet so that it is more available and accessible than
ever before.36 The sudden availability of loads of information at all
employees’ fingertips is part of what’s transforming businesses today.

The corresponding challenge is to make the vast amount of new infor
mation searchable so that employees can find meaningful information
in an efficient period of time.

Imagine checking project status, looking up a phone extension, or
reviewing a portion of an employee manual with a mouse click instead
of paper shuffling. That’s basically what an intranet is. You can recall
what it takes to update a phone list without an intranet: change a docu
ment, reprint, and redistribute it to staff. With an intranet, only the first
step, changing a document, is necessary. The savings occurs at both ends
of the process. Updates take less time, and the information is available
sooner. A user looking for information finds it faster and doesn’t have to
deal with the constant receipt of papers.

The top uses of intranets are email, collaboration, document manage
ment, and scheduling.37 In 1996, IDC studied a group of Netscape cus

tomers and found most of their intranet ROIs (return on investment) to
be over 1,000 percent, in the form of employee productivity.38

22

Internet, Intranets, Private Networks,

and

Extranets

Figure 1-8: Some Intranets Have ROIs Over 1,000 Percent.

The good news is that if you are already networked, you have the foun
dation for an intranet. In fact, you probably also have the in-house tech
nical skills to build one. Most technologists jump at the chance to do
leading-edge technology projects, and intranets fall into that category.39

Intranet Products
Some of the packages that will aid in intranet design include Microsoft’s

Office 97 and Lotus Smart Suite 97, which have push-button docu
ment-creation features. Microsoft has developed the Microsoft Office 60
Minute Intranet Kit for small businesses, which is free for the down
loading from wivw.microsoft.com/office/intranet. 40 To link Web servers to
databases, LiveWire from Netscape and Cold Fusion from Allaire
Corporation are available.41
Rent-your-own-intranet services popped up for the first time in mid1997. Lotus was the first, with Domino Intranet Starter Pack and Instant

TeamRoom and Hosting platforms. The Starter Pack includes a Domino
server, Internet mail capabilities, and 12 business applications for $1,695.
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Instant TeamRoom provides a virtual intranet via the ISPs Interliant or
NetCom Online Communications, priced at a monthly $14.95 per user.42

Netscape and Concentric Network Corporation offer Virtual Office,
intranet services with email, discussion capabilities, and a calendar fea
ture. It is based on Netscape’s SuiteSpot messaging and groupware and
Communicator browser software.43

Corporate Intranets
What are companies doing with intranets? After Chrysler automated

timesheets on its intranet, its comptroller discovered that employees were

spending twice the expected time on certain paperwork processing. That
information enabled him to find a solution to cut costs in that area. In
another area of Chrysler’s intranet, executives can check on the design of
a new vehicle without having to call a meeting. They also have some fun

on the intranet: The engineering home page features a bright red Dodge
Ram truck that falls from the middle of the page to the bottom.44
An industrial automation manufacturer, the Compumotor Division of Parker
Hannefin Corporation, simply placed all of its employee manuals, phone
lists, and other human resource reference materials on an intranet, saving
$130,000 in printing alone. The cost to develop the intranet: $18,000.45

KPMG Peat Marwick, Coopers & Lybrand, and Arthur Andersen have
developed intranets in the last few years. Andersen’s intranet, called
KnowledgeSpace, allows employees to retrieve data from other divisions
immediately. Employees use Lotus Notes to capture the content. Using
a custom Visual Basic application, documents are stored in a SQL server
database, which is loaded by staff members known as knowledge work
ers. User queries are handled by the Active Server Pages feature of
Microsoft’s Internet Information Server.46

Charlie Hoffman of Knight Vale & Gregory, Inc., P.S. was the winner of
the AICPA’s Innovative User of Technology Award in 1997. The com
pany’s intranet is a standout in the profession. It contains employee doc
uments that are frequently updated and heavily accessed, such as phone
lists. The employee manual is online and searchable so that topics such as
benefits and education reimbursement can be reviewed. The financial

statements and other key indicators are online as well, so there’s less need
to call meetings about budgeting issues. The tax library is linked to the
intranet. Here, forms can be downloaded and research can be completed.

Most of the information on the intranet is stored in an SQL server.
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Figure 1-9: Knight Vale & Gregory’s Intranet Home Page.

A Lesson or Two
Some businesses are already learning from their mistakes when building
intranets. From a survey of 1,200 intranet users in the United States and
Canada, the top five mistakes in intranet development are the following:

1. Focusing development on the wrong application
2. Underestimating support needs for thin client environments
5. Failing to solve security problems

4. Building an intranet on an unfinished object architecture

5. Using a custom-built database47
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I’ll add three ideas for success based on my personal experience:

1. Spend a lot of time up front organizing the intranet and obtain
employees’ feedback in this step.

2. Spend a lot of time marketing the intranet to employees to get
them excited about the new way of working.

3. Spend a lot of time training the employees to use the intranet
for maximum productivity gain.

Networks
A network has become one of the, if not the, most important assets a
business has. It is the foundation for just about all other computer appli
cations. Some of the top reasons to network include:
■ the ability to share resources, such as disks, printers, software,

and information;
■ the ability to collaborate with others;
■ the ability to send email; and

■ the ability to connect people and offices in far-flung locations.

For large businesses, networks are a strategic necessity. Sixty-eight per
cent of large businesses are naming networks as the item they will
increase spending on the most for 1998, followed by hardware purchases

(56 percent), training (54 percent), and software (46 percent).48

Applications or uses that are driving the increase in spending for large
firms include corporate intranets, distributed database applications, image
transfer, and Internet connection.49

Only 25 percent of small businesses are networked.
In this section of the chapter, we’ll cover a summary of networking
basics and a trend or two, such as total cost of ownership and virtual
private networks. Mostly, we’ll refer you to several other related chap
ters. Communications technologies, the pipelines of networks, will be
covered in Technology 6. Mail technologies, an important application

of networks, will be covered in Technology 8. Remote connectivity, by
which PCs in remote locations are connected, will be covered in

Technology 10.
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A Summary of Networking Basics
A network can consist of as few as two PCs connected together or as
many as tens of thousands, as is common in Fortune 500 companies. A
local area network (LAN) generally connects PCs in the same location,
such as a floor in an office building. A wide area network (WAN) gener
ally connects LANs together, such as the LAN in accounting and the

LAN in marketing or the LAN in Dallas and the LAN in Fort Worth.
A LAN generally has many client PCs, or workstations, that are con
nected to one or more servers. A network operating system, such as

Novell’s NetWare or Microsoft’s NT Server, runs on the server. The
servers are more powerful machines than the workstations and have
disks and printers attached to them that can be accessed by the worksta
tions. The client PCs run operating systems such as DOS, MacOS, or

Windows 95. A network card and cables connect each PC to the server.
Some very small networks do not need a network operating system as
complicated as NT or NetWare. In this case, a peer-to-peer arrange
ment is useful. Each PC running Windows 95, for example, can be
connected by using network cards and cables. Each user sitting at a
workstation can see the other users’ drives, depending on how security

is set up. Email can also be sent among the connected machines, and

printers and other peripherals can be shared.

For a more detailed overview of networks, refer to Technology 9 in the
1997 Top 10 Technologies book.

Total Cost of Ownership (TCO)
It is expensive to run a network. Hard costs include the obvious hard

ware, software, and communication lines. Soft costs include the labor of
network administrators. The term “total cost of ownership” refers to the
per-workstation cost of a company’s network. As companies’ networks
become more complex, management has attempted to focus on control

ling both hard and soft costs.
Some vendors have listened to the cry for better network management
tools and cheaper workstations. Leading PC makers Compaq, PackardBell, and DEC have come out with budget workstations: PCs for around
$1,000. For example, DEC offers Digital PC 3010 with an AMD-K6
166 MHz processor with MMX, 16 MB of memory, and a 1.2 GB hard
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drive for $899; add another $100 for a 14-inch monitor.50 Whether these
machines will be adopted by businesses remains to be seen.
To answer the cry for reduced complexity, Lotus offers its Domino

Server, which is supposedly a solution in-a-box. Microsoft announced a
new product called BackOffice Small Business Server for small business
clients.

Virtual Private Networks
A virtual private network (VPN) can substantially reduce network costs
for a company. VPN takes advantage of the Internet by providing a set
of private links for corporate traffic via the Internet. Security and stan
dards are current considerations for using this relatively new technology.

Because of the substantial reduction in costs (estimated at 30 to 50 per
cent reductions for many companies), vendors are now scrambling to
get VPN products out the door.51

VPNs can be used in remote applications, in extranets, and in reducing
WAN costs.52 Right now, the most popular application of VPN is in
remote applications, so we’ll discuss the technical aspects of VPN in
Technology 10, Remote Connectivity.

Extranets
An extranet extends a company’s intranet to connect with customers
and suppliers. Several companies are experimenting with extranets,
although security is a major issue in their development.

In July 1997, Charles Schwab & Company implemented its extranet,
which allows 150 mutual fund companies to access its research informa
tion. The extranet saves Schwab employees from printing and mailing
monthly stock trading reports. More important, Schwab intends to pro
vide more services than its competitors to attract and retain customers.
Users can log onto the system and download reports directly into Excel
spreadsheets. The data resides in an Oracle database and is dynamically

loaded with Infospace, Inc.’s SpaceSQL software, a Java application.53
Polaroid’s extranet allows its large customers and suppliers to view its
inventory control database and place orders via EDI (electronic data
interchange).54

28

Internet, Intranets, Private Networks,

and

Extranets

US West’s Web site allows for order entry of its 3,000 telecommunications
products in 14 states. Its Web technology includes processing rules to bring
up the correct rate, schedules, and business rules of what is ordered.55

A vendor ofJC Penney’s, J.B. Hunt Logistics, a transportation firm,
built an Internet application to track the 70,000 truckloads from 500
vendors shipped to Penney’s warehouse annually. It connected disparate
legacy systems over the Internet and was built in six weeks at a cost of
$30,000. Penney’s personnel can check on the status of any shipment in
real time, and Hunt saved 15 percent by reducing the personnel needed

to manage the account. Hunt expects to roll out the application to
other customers soon.56

See Y’all Online ...
As a parting piece of advice regarding doing business on the ‘Net, I’ll
leave you with a comment from Robert Stone, National Book Award
winner for Dog Soldiers, on how he wrote such a dense book: Consider
how you “drive a car at night. You can’t see farther than your head
lights, but you can make the entire trip that way.” That’s how most suc

cessful Internet strategies get started. Take small steps and keep going.57
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The year 2000 may be the most serious business problem in our lifetimes:
s The year 2000 (y2k) problem is costly. Global costs to fix the y2k
problem are estimated by the Gartner Group to be as much as
$600 billion. To put that figure in perspective, the Vietnam
conflict cost only $500 billion.1

« The y2k problem is pervasive. One respected Wall Street economist
says, “The year 2000 problem is a serious threat to the global
economy.”2 Edward Yardeni, chief economist at Deutsche
Morgan Grenfell, Inc., an investment bank based in London,
goes on to predict that there is at least a 35 percent chance that
y2k ramifications will trigger a “mild global recession.”3

s The y2k problem is risky. Capers Jones, a noted expert on y2k,
predicts that a small percentage of businesses will go bankrupt as
a result of y2k issues:4

Size of company
Fortune 500
Medium
Small

% BANKRUPTCIES
DUE TO Y2K ISSUES

1
5-7
3

® The y2k problem is elusive. A frightening 30 percent of companies
worldwide have not started correcting the y2k problem, accord
ing to a recent Gartner Group poll.5 Another study, by Cutter
Consortium of Arlington, Massachusetts, puts the percentage of
firms that have not explored their y2k consequences at 41 per
cent.6 Many CPAs have told me that they are not affected by
the problem.

In this chapter, we’ll define the y2k problem. We’ll discuss the scope of
the problem and its probable impact on CPAs. We’ll also discuss current
issues, including the “denial” issue hinted at above. Y2k solutions will
be presented in the last section of this chapter.

The Y2k Problem Defined
First, the y2k problem is not a virus. Viruses will be covered in

Technology 3, Security and Controls.
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Second, the y2k problem is not a bug. A bug is something that causes a
software program not to work as designed.
The y2k problem results from a major design flaw in hardware, soft
ware, and firmware. It occurs when a computer stores only the last two
digits of the year and ‘T9” is assumed to be the century. When the
clock rolls from 12-31-99 to the next day, many computers will go
back in time instead of forward, to 1-1-1900. The problem is com
pounded when computers use dates in calculations, such as computing

age from birth date or payment terms from invoice date.
Another point of clarification is that December 31, 1999, is not the end

of our current millennium. January 1, 2001, will be the first day of the
new millennium.

The Scope of the Problem
Computers are everywhere in our society, and so is the y2k problem.
Hardware, including mainframes, minis, and PCs must be evaluated for

the y2k problem. Hand-held computers, calculators, and personal digital
assistants (PDAs) are suspect. Software, both custom-designed and pack
aged, may not process records accurately past 1999. Hardware and soft
ware are just the beginning of the y2k problem.

Devices that contain firmware or embedded systems are included in the
scope of the y2k problem and have been the least publicized. Firmware
examples include process control systems for manufacturing, health care
equipment, consumer electronic equipment, and building control sys

tems such as card-entry security systems. Anything with a chip into
which you can plug the date is a potential risk.
You probably do not naturally associate dates with embedded systems
such as those in pacemakers or elevators. Both items contain dates for
maintenance purposes. An elevator’s computer tracks its maintenance
times. If a predetermined period of time has elapsed since the last mainte
nance, some brands of elevators send themselves down to the bottom
floor and put themselves out of service until someone comes to perform
the scheduled maintenance. (Fancy being in the eighteenth floor pent

house for the 1999 New Year’s Eve party .) Some brands of pacemakers
contain the same maintenance information and, if not corrected, can pro
duce false readings that the treating physician might interpret incorrectly.7
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Some individuals think that if they have all packaged software, they will
have no worries. This is not true. Many vendors are just now working
on y2k-compliant versions of their software packages. MAS90 released a
compliant version of its accounting software at the end of 1997.

DacEasy’s accounting software version 8 is compliant, as are PeachTree’s
DOS version 10, Macola’s Progression Series version 7, Intuit’s
QuickBooks version 4, and Quicken version 6. Customers should insist
on a written warranty of y2k compliance from their software package

vendors. If the software package is mission-critical to the business, a test
of y2k data should be run to determine whether the vendor’s claims are
accurate. I have already found a y2k flaw (albeit a noncritical one) in
Intuit’s QuickBooks version 5.
A system that I think a lot of businesses will forget to check is the

phone system. A noncompliant phone system could put the wrong mes
sage on the wrong day, saying that the business is closed when it’s not.
Does your company rely on phone orders? Date-stamped messages in

voice mail could also be incorrectly recorded, and billing details could
get mixed up.8 Lucent, Nortel, and Mitel, which are large PBX (private
branch exchange) companies, have published their y2k plans and noti
fied companies of their products’ compliance or noncompliance. Most
expect to ship y2k-compliant upgrades by late 1998.9
Businesses must check every system in their company, but the scope of
the y2k problem does not stop there. Many businesses are connected

electronically to other businesses via EDI, extranets, or other electronic
methods. Any one failure in a downstream system can wreak havoc for
a company. General Motors knows that a strike in one supplier’s plant
can shut a GM plant down. In the same way, a y2k problem in an
external system can upset the entire value chain. A company that has a

lot of external systems must coordinate the changes and ensure that all
electronic partners become compliant by an agreed-upon project com
pletion date.

Leaping Lizards, It’s a Leap Year
The year 2000 is a leap year, and that’s all we have to remember in our
lifetimes. For programmers, it’s actually much more complicated.
Today’s system of calculating leap years was created in 1582 to make the

calendar year more closely approximate the tropical year in length.1"
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Pope Gregory XIII, advised by a Neapolitan physician and a German
astronomer, decreed the following leap year rules:

1. Every fourth year is a leap year (1988, 1992, 1996), except that
2. Every centesimal year (a year that ends in “00”) is not a leap
year (1700, 1800, 1900), except that

3. Every centesimal year that is divisible by 400 is a leap year
(1600, 2000, 2400).
Problems arise because many programmers were taught the first two
rules, but not the third. A program written with only the first two rules
in its date routines will yield incorrect results on February 29, 2000.
To make sure systems correctly account for the leap year in 2000, tests
should include transactions dated on and around this day. Vendors

should be questioned to make sure their system tests included a number

of test cases specifically for leap year transactions.

Y2k Implications

for

CPAs

It’s a given that CPAs should review each of their computer systems
throughout their organizations. However, a higher priority should be
given to reviewing each service a CPA offers and its potential connec

tion with y2k. A few common services are listed below as examples.

1. Auditing. From accepting the engagement to the final commu
nications, the implications of y2k must be interwoven into the
auditing process. A paper called “The Year 2000 Issue-Current
Accounting and Auditing Guidance” was created by an AICPA

Year 2000 Task Force and is available at www.aicpa.org or by
paper copy from the AICPA order department. (To order, call
toll-free 800-862-4272 and ask for product #022503.) It pro
vides guidance for audit engagements, including auditing inter

pretations, engagement implications, and disclosures. The paper
gives suggestions for client communications as well, including
engagement letters, communications with audit committees,
and management letters.

2. Compilation, review, and bookkeeping. Systems that are used to
perform this service at the CPA’s site or the client’s site must
be reviewed for compliance.
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Figure 2-1: The AICPA’s Year 2000 Paper.

3. Accounting. Several authoritative statements should be consid
ered in financial reporting. These are summarized in the task
force’s paper mentioned above and include topics such as

accounting for costs, impairment issues, disclosure issues, and
revenue and loss recognition principles.

4. Accounting systems (or any other type of systems) installations or sales.
CPAs should ensure that all current software products that they
install or sell are y2k-compliant. Past installations or sales of
noncompliant software bring up interesting legal questions.
After receiving advice from their legal departments, most CPAs

are sending letters to clients that propose the options of upgrad
ing if there is a compliant version or replacing the system with
another alternative software package that is compliant.

5. Technology plans. Any CPA who performs technology planning
or related services such as disaster recovery should make sure
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that y2k planning is thoroughly addressed and an integral com
ponent of this service.

6. Tax. Tax software is probably the least affected, but what about
the IRS, which is scrambling to correct its systems? At this
time, no one can predict the implications on tax preparers or
taxpayers if the IRS does not have a set of working systems in
2000. The IRS has provided guidance for taxpayers in
Revenue Procedure 1997-50, October 22, 1997.
CPAs in industry might want to encourage management to review their

company’s products and services. All products sold should be y2k-compliant;
all services offered should incorporate any necessary y2k-related processes.

On the desktop, CPAs must understand the potential pitfalls of spread
sheets and other tools they use. In most companies, CPAs will be
responsible for analyzing their own spreadsheets for y2k implications.
The spreadsheets offer two-digit year entry, which makes assumptions

about what century it is. A CPA entering a 30-year loan may not pro
duce an accurate amortization schedule if he or she misunderstands the
assumptions. Wayne Harding, a vice-president of Great Plains Software,

wrote an article that details the y2k assumptions and implications of
spreadsheets. You can find it in the December 1997 issue of the Journal
of Accountancy.
The management implications ofy2k are numerous. We’ll discuss a few,

including y2k’s impact on customers, programming resources, insurance,
and recent court developments.

Are Your Customers Ready for 2000?
CPAs in public practice and in industry should think about how the y2k
problem will affect their customers and how the customers are respond
ing. Many firms are sending a letter or newsletter out to warn customers

about the dangers of y2k.

Wayne Harding recommends that CPAs formally notify clients that they
might have a problem. He says that CPAs should be able to assist or at
least recommend someone who can help the company identify its y2k

issues. The notification can be in the form of a short letter to all clients.
Think of the alternative if you do not notify your client: When some

thing blows up, how will you handle the phone calls on 1/1/00 from
your clients asking why you didn’t warn them?
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Is there any risk of losing revenue if a key client mismanages his y2k
effort and goes bankrupt? In the worst case, if a company relies on one
or two customers as its primary means of survival and the one or two
key customers are not dealing with their y2k problems, the company

should begin to look for other sources of revenue as a survival tactic.
Even a client that seems to have its act together internally may have for
gotten one area of its business. Consider the following scenario at a small
bank. Its third-party systems will be fine, but the loan department forgot

to evaluate loan candidates on their y2k readiness. It granted several loans
to companies that went belly-up directly from y2k problems. This prob
ably won’t break the bank but might cause a small setback in its growth.
Business suppliers are equally critical. What if the bank where you have
your money fails to correct its y2k problem?

Help Wanted-Anyone Breathing Will Do
Programming resources have been swallowed up quickly by firms that
started their y2k efforts early. Prices are being driven up because the
demand exceeds the supply, and some individuals are profiting by jump
ing from firm to firm to get the next big offer.
Some companies are looking overseas for talent, but the currency con

version in Europe is tying up worldwide programming resources.
One CPA recently remarked, “I have a client currently attempting to

hire the equivalent of 30 man years of programming time between now
and 12/99 to fix the problems that they just identified.” That client will
no doubt spend more in recruiting and salaries than did the companies
that started earlier.
Because of the finite nature of y2k staffing, employers should take care to
ensure that their employment contracts cover the possibility of future layoffs.

Are You Covered?
Companies that apply for liability insurance or directors’ and officers’
policies could be questioned about how they are handling the y2k prob
lem in their firms, in audits, and with consulting clients. Some insurers
wish to determine the competency level of management in its handling

of the y2k problem. A company that is pursuing the issue internally,
covers the issue in audit procedures, and strongly suggests to its clients
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that they should be working on the y2k issue will most likely have its
policies renewed.
According to a recent Computerworld article, some insurers are quietly
making changes to general property and liability policies to exclude claims
for y2k losses. An example of a claim that would be excluded is sales lost

due to a supplier that cannot ship parts because ofy2k difficulties.11
To complete the implementation of the change, the insurance compa
nies must write the endorsements, have state regulators approve them,
have them adopted by insurance companies, and then work them into
customers’ policies as they are renewed. The insurance industry’s goal is
implementation of the y2k exclusion in spring of 1998. The endorse
ments would not apply to directors’ and officers’ liability policies, tech
nology errors and omissions policies, or other specialized policies.12

The First of Many to Come
A Warren, Michigan, produce store has filed one of the first y2k law
suits against a computer maker that sold a non-y2k-compliant sales sys
tem. Produce Palace International’s cash registers cannot process credit
cards with a “00” expiration date and have crashed repeatedly. The
company has lost sales from customers leaving the long lines and walk
ing out of the store without their groceries. The produce store is suing
Tec-America Corporation in Atlanta and All American Cash Register,
Inc. in Inkster, Michigan.13

Y2k Solutions
The first question to ask before embarking on your own y2k project is
whether you have the in-house expertise to complete the project. Most

companies do not. Even if your company is small, it is best to obtain
outside expertise to ensure that all aspects of the y2k issue are covered.

Solutions will vary depending on the size of your company, so the fol
lowing overview should be scaled to your particular needs.

Centralize the Y2k Effort
Many companies are setting up a program office to handle all tasks and
communications with regard to the y2k project. Since the y2k effort is a
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business issue, not a technology issue or an accounting issue, a program

office is particularly effective in dealing with multiple functional areas.
Every department in the company is affected by the y2k problem, as
enumerated below:

1. Legal. The y2k problem is fraught with legal issues every step
of the way.

2. Public relations. If your company deals with the public, cus
tomers will be calling in wanting to know about your project.

Shareholders of publicly held companies may have questions,
too. If your company sells computer products, customers will

want to know whether they are compliant and, if not, what
you are doing about it.

3. Marketing. If your products are y2k-compliant, good for you.
Make sure your marketing folks take advantage of that fact.

4. Purchasing. Should you immediately (if you haven’t already)
implement a policy to purchase only y2k-compliant products?

Of course. Insist on contracts and software packages that con

tain y2k warranty clauses.

5. Accounting. These individuals know how to account for y2k
costs and can assist in budgeting and tracking the y2k project.

6. Executives. At least one executive must champion the enter
prise-wide y2k effort. This includes approving resources and
budgets, tracking milestone hits and misses, and clearing politi
cal issues so that the project has a best chance of completing
successfully and on time.

7. Facilities or building personnel. These individuals can help to
determine whether building control systems such as security

systems or PBX systems need updating.

8. Manufacturing. These individuals can help to determine whether
manufacturing process control systems need updating.

9. Information technology. These individuals can help to determine
whether hardware and software systems need updating. This
department is also most likely to supply a project manager. A y2k
project manager must have experience on enterprise-wide pro

jects at least as large as y2k will be. It’s absolutely essential that a
y2k project manager possess superior project management skills.
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10. Department heads of every department that has systems. These peo
ple must ensure that their systems are included in the y2k pro
ject plan and properly prioritized.

11. Disaster recovery. These individuals can help with contingency
plans.

The y2k assessment generally begins by taking an inventory of every

system in your organization. This is a huge undertaking even for a
small firm. The inventory must be comprehensive and must include
hardware, software, embedded systems, and external systems that inter

face with other companies. Some project managers are looking at
everything that is plugged in, literally walking the halls of every office.
Others are looking at fixed asset ledgers to add to the list. Many are
using multiple methods to ensure the most comprehensive list.

Once the inventory is complete, it is a good idea to continue to main
tain it after the y2k project is complete. The inventory will come in
handy on other enterprise-wide projects, such as when you expand
internationally and change your system to handle the new European

currency or when authorities decide to implement four-digit area codes
(don’t panic-they haven’t yet).
From the inventory, an assessment should be made of each system:

1. Is it compliant? If the system is critical to the company’s opera
tions, any assertions by vendors should be thoroughly tested.

2. Will the system be in use after 12-31-99? (There is no need to
spend time on systems that will be replaced or eliminated.)

3. Is it mission-critical to the company’s operations? Would the
company have to shut its doors if this system were not func
tioning on 1-1-00?

The answers to these questions help to shape the next steps in the y2k
project. For noncompliant, mission-critical systems, alternatives must be
considered. The following are common options:

1. Upgrade the system to a release that is compliant.

2. Replace the system with a package that is compliant.

3. Repair the system if it is custom code.

4. Eliminate the system if it is no longer necessary.
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Each viable alternative should be estimated, and the most cost-effective
choice should be selected (as in any software project).
At this point, many companies discover that they have already waited

too long. If a company finds that its y2k estimates exceed the fixed time
limit, the company’s systems should be prioritized into three categories,
just as the medical profession uses the concept of triage:

1. Systems that are critical to your business. These are only the ones
that move product or services; payroll isn’t even in this group
for some companies. These are the systems that must be fixed
or your business will stop. Decide how much time you have
and which alternatives you have time for. Obviously, all of
these systems must be corrected before 12-31-99 or you will
be out of business.

2. Systems that are important to your business and would cost significant
ly if they were shut down for a long period of time but would not ruin
the business. This may include payroll and other accounting sys
tems. These are systems that you could do without on day 1 of

the new millennium, but you wouldn’t want to be without the
data for very long. These systems are the next group of systems
to work on after group 1 is compliant.

3. Systems that are not worth worrying about until they break. This
could include fax machines, copiers, marketing reporting sys
tems, and some spreadsheets. These systems will create nui
sances if they break, but you can go without the data for quite
a while or you can easily replace them. If you have limited
time, forget these systems.
It’s also good to break the y2k project down into many tiny projects.
Each system upgrade or replacement can be thought of as an individual
project with staggered due dates to minimize enterprise risk. It may be
that some systems will break before 12-31-99. In that case, an earlier
due date is required for that portion of the project. An example is a
five-year forecasting system; most of these systems broke in 1996.

Spread the Word
Make sure everyone in your organization understands the y2k problem
and knows where to forward questions that they cannot handle themselves.
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Just one loose conversation with a customer or shareholder can be enough

to trigger a lawsuit. Employees should also know what their individual
responsibilities are. For example, most companies determine that spread
sheets, macros, and other individual creations are not part of the scope of
the formal y2k project. Employees should analyze their own files and
determine whether any changes need to be made to ensure compliance.
When I was conducting phone interviews for the writing of the AICPA

book Solving the Year 2000 Dilemma, I talked to several operators, secre
taries, managers, and customer service employees who did not know
anything about the problem. This makes a company look very bad, and
I cannot stress enough that everyone, from the janitor and mail clerk to

executives and CEOs, should be involved in the y2k education process.

Your Car Is Now Racing Toward a Brick Wall ...
For companies that have not started their y2k efforts yet, expert Peter
de Jager offers some advice. Imagine being in a car traveling 100 mph

heading toward a brick wall. What is the best approach: to engage in

extended conversations about how long it will take you to stop or to hit

the brakes now?14

Figure 2-2: CPAs Can Avoid Y2k Crashes.
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You know how good those systems people are at setting deadlines.
Most companies are aiming for a 12-31-98 deadline, to give a foil year
for testing and shakeout of any problems.

Consulting Opportunities
Y2k presents tremendous consulting opportunities for CPAs who thor
oughly understand the problem and its issues. I am doing y2k impact
analyses for most of my clients. This service helps a client identify where
the problems are; the client remains responsible for implementation. I
work with a technical person on staff who implements the project. Here
are a few observations about projects I have done:
a In a physician’s office, a look at noncompliant health equipment
required the help of the nursing staff. The largest problem in
this office included its claims processing, which included a com
plicated mishmash of external parties.

■ In a construction company, an old accounting system had to be
replaced. Y2k projects often spawn other projects, such as an
accounting system installation. Building systems, such as HVAC
and sprinkler, had to be checked for compliance.

■ In a legal firm, the time and billing system was running on an
IBM AS400 minicomputer and had to be replaced. A Visual Basic
application that was custom-written also needed modifications.

I have also worked with CPAs to jump-start their consulting services in
this area. Many CPAs think that there is an assurance service involved in

offering y2k services, but this is far from true. All the y2k vendors and
consultants that I know (CPAs and non-CPAs) offer their services on an
hourly or daily rate on a best-efforts basis with absolutely no guarantee
of y2k compliance, terms that are clearly spelled out in an engagement
letter. At least one CPA I know plans to fund his kids’ college tuition
with y2k consulting profits.

Sources

for

Further Research

A must-read for CPAs is the paper mentioned earlier, “The Year 2000
Issue-Current Accounting and Auditing Guidance.” It was created by an
AICPA Year 2000 Task Force to provide nonauthoritative guidance on
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Figure 2-3: Peter de Jager’s Web Site.

the issue for CPAs. It is available at www.aicpa.org or by paper copy from
the AICPA order department.
Solving the Year 2000 Dilemma is a book by yours truly that defines the

problem, discusses issues, and presents solutions to the y2k problem. (To
order, call toll-free 1-800-862-4272 and ask for product #093008.)

Computerworld magazine is the most comprehensive source for breaking
news about y2k. You can get a subscription or see the Web site at

www.computerworld.com.

The leading Web site on the issue is www.year2000.com, sponsored by
Peter de Jager, an internationally known y2k expert. A comprehensive
list of vendors that sell y2k tools and consulting services is presented on
the site, as is an archive of numerous articles about current y2k issues.

The AIPCA also created an eight-minute video on the y2k problem.
(To order, call toll-free 1-800-862-4272 and ask for product #889565.)
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The December 1997 Journal of Accountancy contains articles on the y2k
issue, including an article on spreadsheets, an article on the legal impli
cations of y2k, and a list of accounting vendors and their responses as to
whether their products are compliant.

The AICPA Web site (www.aicpa.org) contains a page of useful y2k links.

On the Lighter Side ... Is Anyone Not Affected

by

Y2k?

I would have a difficult time naming a CPA who is not affected by y2k,
but I can think of one individual who may not be affected:

Aunt Bess, who bought a 286 computer in 1988, uses it for recipes. She
doesn’t care what date she puts the recipes in; she just types them in and
prints them out. Aunt Bess’s PC is not affected by y2k. Aunt Bess keeps all
her money under her mattress, so she is not affected by the y2k problem at
the local bank. Her mortgage is paid off; otherwise, she would have to
worry about the big y2k initiative at the lending company. She has no credit
cards, so she doesn’t have to worry about all that “00” expiration-date non
sense. But she does use electricity for lights and for warmth, and the power

company has a big y2k initiative going in both its business systems and its
process control systems. She shops at the grocery store, which is working
furiously on its checkout systems, inventory systems, and other office sys-

Figure 2-4: No Man Is

an Island.
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terns. Aunt Bess also receives a Social Security check. The Social Security
Administration started on its y2k initiative in 1989. If everyone does his or
her job, Aunt Bess will not need to know about the y2k problem.

Oh. yeah. I was sailing in the Abacos, Bahamas, this summer and ran
across this Robinson Crusoe squatter type on one of the “uninhabited”
islands. Nuts and berries type, a little tent for a house, a broken boat in
the harbor. I bet he is 100% unaffected by y2k!
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I wish we could say, “Good information security means never having to
say you’re sorry,” but there is no such thing as a 100 percent secure sys
tem, no matter what you do. The Department of Defense had 88 percent
of its Internet sites penetrated in 1996.' John Deutch, Director of the
Central Intelligence Agency, says that the threat of information attacks, or
digital warfare, will be “very, very close to the top” of the CIA’s list of
worries.2 S. Michael Groomer, associate professor of accounting and
information systems at Indiana University, says that Deutch’s comment “is
one of the focuses for why control and security remain on our top ten
list.” He adds that CPAs are naturals to “bring value-added services to
clients so that they can protect their information assets.”

Security has many components. There are exciting ones, like encryp
tion, firewalls, and hacker prevention, which receive a great deal of
press. There are boring ones, like physical security, password control,
and backups, which get nearly zero press but are in many ways more

important than the flashy topics. At the risk of being boring, this chapter
will touch on both sets of topics. I’ll only scratch the surface of what
you need to know, so at the end, I’ll add some sources for further study.

I will touch on a number of topics (in no particular order):

si Viruses

■ Authentication (passwords)
■ Encryption, digital certificates, and digital signatures
■ Physical security
is Computer crime

■ Backups
■ Internet security
■ Copyright issues
■ A few security tips and further resources

I will save laptop computer security and remote security for the last two
chapters in this book.

Viruses
The number one information security problem affecting corporations,
according to a Datapro survey, is computer viruses and malicious code.3
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No one is safe from viruses. The International Computer Security
Association (ICSA, previously the National Computer Security
Association) says that 99.33 percent of medium and large organizations
in North America have experienced virus incidents on their computer
systems.4 A virus is a sometimes destructive program that can infect a
computer system by entering via files on floppy disks, email attach

ments, or other points of entry. The annual infection rate is 406 of
1,000 machines-and growing.5
As of mid-1997, about 12,000 known viruses existed, but only about
240 posed a threat, according to an ICSA spokesperson. Each month,
more than 200 viruses are discovered.6

There are two primary types of viruses: macro viruses, which are the most
common, and boot sector viruses. Macro viruses live inside executable
programs such as Microsoft Word macros and, less commonly, Excel

spreadsheet macros and Lotus products. As of late 1997, there were over
1,300 macro viruses.7 Boot sector viruses infect the part of the computer
where the start-up commands reside. The ten most common viruses, as
listed on the Web site of McAfee Associates, Inc. (actually now Network
Associates, Inc., after a merger with Network General) are as follows:

1. Anticmos can delete information from the CMOS (complemen
tary metal oxide semiconductor) chip in a computer’s memory.
Although the CMOS settings can be restored, this virus is a real
time-waster, especially for beginning computer users.

2. Monkey simulates a hard drive crash and will not allow
Windows to boot up.

3. NYB is not destructive but is very common.

4. Concept saves macros as template files and can also delete files.
This is one of the Microsoft Word macro viruses, of which

there are now 40 strains.

5. Wazzn is another Word macro virus, with 37 versions. Some
delete files; others format the hard drive; still others simply
reset desktop colors.

6. Antiexe is a nondestructive boot sector virus. Its incompatibility
with newer versions of software can cause damage, however.

7. Stealth_C hides in the main PC semiconductor memory and
can affect some Windows operations but does no direct harm.
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8. Cap is another macro virus that affects Word files on
Windows and Macintosh platforms.

9. FORM causes the keyboard to make clicking sounds on the
18th of every month. It can also corrupt floppy disk files.

10. Junkie can infect the boot sector as well as files. This type of
virus is called a multipartite virus. It can also cause memory
conflicts.8

Two other destructive viruses to note are the following:

1. One_Half is a mutating virus that encrypts half the hard disk,
then flashes the message “One_Half ’ on the screen. Do not try

to remove this virus without anti-virus software or you will
lose the encryption key you need to decrypt your hard drive.

2. MDMA is another Word macro virus; it can delete files on any
platform (Windows 3.1, Windows NT, Windows 95, and
MacOS).9
Hoax viruses also drains productivity. These are viruses that do not exist,
though they are widely reported. Hoax viruses are becoming increasingly
common, and information systems personnel must investigate each

report, taking up precious resources. Some hoax viruses are Good Times,
Deeyenda, Irina, and Ghost.exe.10 The latest hoax is Time Bomb.

Another related problem is Trojan horses, which are not viruses. Unlike
a virus, a Trojan horse will run only if the user is tricked into opening its
file. The most common Trojan horse in 1997 was AOL4FREE.COM,
which was a promise of a free AOL account but instead turned out to
delete all files on a hard disk, then displayed a vulgar message.11

Virus Prevention
Some of the companies that sell anti-virus software are:

s Symantec Corporation (uww.symantec.com/avcenter)

■ IBM (www.av.ibm.com/IBMAnti Virus/)
■ McAfee Associates (Network Associates) (www.macafee.com)
■ Cheyenne Software, Inc. (www.cheyenne.com)
m Dr. Solomon’s (www.drsolomon.com)

Virus detection software that runs continuously at all entry points is the
best prevention. This means boot sector scans, floppy disk scans, and email
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scans on the client PC. At the enterprise level, it also means running soft
ware on the server and scanning files entering through the firewall and the
email server.12 Several new products accommodate those needs:

1. Dr. Solomon’s MailGuard
2. McAfee’s (Network Associates) GroupScan and GroupShield
5. Symantec’s Norton Anti Virus for Firewalls and Norton
AntiVirus for Internet Email Gateways

4. Cheyenne’s ARCserve for NetWare and Antivirus Agent for
Lotus Notes and Microsoft Exchange

5. Norman Data Defense Systems’ Norman Virus Control for NT
Servers

6. Trend Micro Devices’ Scan Mail for Microsoft Exchange13

Figure 3-1: The Virus Research Center
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Traditional anti-virus software detects viruses using signature checking,
which is effective only with known viruses. Because new viruses are writ
ten daily, it is important to upgrade the anti-virus software every 30 to 60
days so that it can detect the newer viruses. The most convenient method
for updating is using the software vendor’s Web site, where a patch (an
up-to-date software program file) is usually available for downloading.

The newest anti-virus efforts incorporate a technology called heuristics.
Because new viruses are proliferating so rapidly, heuristic-based products
can detect virus patterns and hence can detect new viruses. This helps
companies to avoid the constant scramble to update their virus software.
The potential downside is software that may occasionally ring a false
alarm. Symantec released Norton AntiVirus 4.0 in September 1997, and
McAfee released a heuristics-based product in October 1997.14 IBM
AntiVirus 3.0 became available in October 1997.

An Ounce of Prevention . . .
For companies that take preventive steps, the cost of virus attacks is great
ly reduced. According to the ICSA, the cost of virus attacks per 1,000
PCs varies depending on how much corporations protect themselves:

If no preventive steps are taken, computer viruses cost a com
pany $1.8 million.
If basic steps, such as an employee awareness program, are
implemented, the costs are reduced to $800,000.

If the company runs daily virus scans on half of its PCs, the
costs are further reduced to $400,000.
If the company runs full-time background scans on half of its
PCs, the costs are just $30,000.15

A few companies have set up central help desks to handle virus activity.
If employees suspect that their PC is infected, they can call in and
receive guidance. Quick response by a trained team can greatly reduce a
company’s exposure and downtime.

Authentication (Passwords)
As you log onto a network, the Internet, or even a local PC, proper

identification and authentication are a good idea. This means entering a
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user ID and a password. The number two security problem (after the
virus, which is number one), according to a Datapro survey, is password

exposure.16 One hacker-turned-professional who is now a security con
sultant says that the easiest way to break into a computer system is
through human lapses such as easy-to-guess passwords. “Social engineer

ing is still the strongest attack,” he says.17
Using passwords that can easily be guessed is like using a lock on your
house that can be opened by sliding a credit card into the slot between
the door and the wall. If you would never consider using anything but a

deadbolt, why would you treat passwords any differently? To create a
hacker-proof password, avoid using the following:
Words in the dictionary
Names, including pets’ names

Street and city names
Your license plate, room number, Social Security number, or
telephone number

Beer and liquor names

Athletic team names
Days of the week or months of the year18
So what’s left over? A combination of numbers, letters, and special char
acters is the best combination. Mixing uppercase and lowercase letters
increases the complexity as well. You still want to make your password

easy to remember, however. Use the first letter of each word of a
phrase you like, such as TA5WTLYL (“There are 50 ways to leave your
lover”).19 You’ll also want to come up with a new password every 30 to
90 days for each system you use.

The length of your password matters. Each additional digit exponential
ly increases the time it takes to crack, or guess, the password. At today’s
computer speeds, eight digits are the minimum, and this number should
increase over time.
Be careful about controlling access to your password. Look over your

shoulder for snoops when keying your password into an automated

teller machine (ATM), for example. If you write your password down,
keep it locked up and away from your computer, not on a sticky note

tacked to your monitor.
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On some systems, it’s a good idea to limit password entry to three tries.
What does the future hold for authentication? The field of biometrics
covers identification by retina scan, fingerprint, or voice. NCR
Corporation in Dayton, Ohio, has been testing eye-scanning identifica

tion systems for ATMs and was expected to have a commercial product
by the end of 1997. It is testing the Irisldent technology from Sensar,

Inc. in Moorestown, New Jersey. The incremental cost (about $500 per
$20,000 ATM machine) and consumer acceptance remain potential
roadblocks for implementing this technology.20

Encryption, Digital Certificates, and Digital Signatures
Encryption can be used to encode information such as passwords, mes
sages, and files. The recipient of the encoded information must use a
key (which is like a password) to decode it. In public key cryptography,
there are two keys: a public key and a private key. The public key is
widely known, but the private key is secret to the user. A person who
wishes to send an encrypted message can encrypt the data using a per

son’s public key. The recipient can then decrypt it with his or her pri
vate key.
CPAs who send client files or sensitive company information over the
Internet or a public network should encrypt files. Symantec’s Your Eyes
Only is very popular with businesses and is available in software and
office supply stores.

Digital certificates provide a way to authenticate the person who made
the transaction or created a document. They are electronic identifica
tions that perform a function similar to driver’s licenses. Digital certifi
cates are encrypted with a public and a private key.

Digital signatures help to authenticate the originator of the document.
They also ensure that the attached message is intact and hasn’t been

tampered with. Digital signatures are encrypted with a public and a pri
vate key as well.21
Data Encryption Standard (DES) is the most widely used encryption
standard. The algorithm is used in point-of-sale machines, computers
that transfer funds, and ATMs. The DES key is 56 bits long. DES
encryption met its match in June 1997, when it was cracked, or broken,
for the first time in its history. A team of university students, program
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mers, and scientists using ordinary desktop computers cracked the code
(deciphered the message without knowing the key in advance).22

The federal government is seeking proposals by June 15, 1998, for a
replacement for DES that will be called AES (Advanced Encryption
Standard). More information is available at csrc.nist.gov/encryption/aes/
aes_9709.htm.23 Meanwhile, encryption legislation battles continue in
Congress, with software makers on one side and law enforcement offi
cials on the other side. Software makers favor strong encryption and pri

vacy of keys. Law enforcement officials favor the registration of encryp
tion keys with a government agency or similar rule-making body.

ill

Physical Security
Before buying firewalls, encryption software, and elaborate security con

sulting, you might want to lock the door—and clean off your desk.

Figure 3-2: Katie, Bar the Door to the Computer Room
for Better Security.
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It’s easy to be caught up in the exciting side of security, but wellenforced policies are a critical piece of a security plan. Physical access to
the building, the data center, fuse boxes, and the closet where the net
work wires reside must be controlled. Employees should be taught to
challenge strangers and especially anyone walking around with a system
unit under his or her coat.
Paper and files containing sensitive information should be secured from
the moment the reports roll off the printer.24 It does no good to have a

user enter a 12-digit password to access a file while the client’s folder
with sensitive information remains on top of the desk in the inbox for
the janitor and everyone else to look through.
Oh, and watch what you put in the trash.

Computer Crime
My favorite headline in 1997 related to computer theft was the title of a
May Computerworld article: “Levi Strauss Caught with Its Pants Down.”
The article described most organizations’ worst nightmare: a stolen hard
disk full of employees’ names, Social Security numbers, birth dates, and
other personal information. There was no fancy password-cracking here,
no firewall penetration either; just a lowly screwdriver was used to carry

out the dastardly act. Levi Strauss never knew whether the theft was for
hardware or for the data.25

A laptop computer was stolen from the British Defense Ministry in the
early 1990s. It contained the entire Desert Storm war plan. The thief
must not have known what he or she had because it was believed that
the data was never used.26
Most companies do not report these incidents, so we do not hear about

them. But they are frequent. PCs are stolen on a regular basis, says Ira
Winkler, director of technology at the ICSA. Patrice Rapalus, director
of the Computer Security Institute, says, “physical theft is not dealt with
as best as it could be.” If a PC of yours is stolen, you should determine
whether the information on it is of some value and take appropriate
action. Levi Strauss notified thousands of workers, sent out information
packets, and set up a toll-free hot line to handle the repercussions of its

hard disk theft.27
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How can you avoid falling victim to data theft?

1. Keep sensitive data on servers in locked rooms.
2. Use removable drives that can be locked up at night.

3. Encrypt and/or password files.
4. Use products that require special tools to detach devices such as
hard drives.

5. Physically lock or cage desktop machines.28
Hackers generate another source of challenge for companies, and many
are making unpredictable moves on companies. You might have your
networks and your Internet site secured, but what about your phone
system? The New York Police Department found out that hackers can

change the message on unprotected voice mail systems. The new mes
sage said that officers were too busy eating doughnuts and drinking cof
fee to answer the phones and to dial 119 for emergencies. Hackers,
called “phone phreakers,” have set up toll-free voice mailboxes. They
access boxes where default passwords have not been changed by the
installers. Phone phreakers also make long-distance calls that are billed

to a victim.29
Although hackers are a challenge, they are a small threat compared to
employees. More than 75 percent of computer crimes are inside jobs.30
Low-tech policies such as background checking before hiring employ
ees, enforcement of vacations and job rotation, employee training, and

enforcement of security policies can help to ward off the real threat in
this high-tech world.

Backups
There are two types of computer users: those who have lost information
and those who will.31 I’m sure you have the religion, but since only 50

percent of people back up their data,32 you might want to periodically
review what your employees are doing. Here are some guidelines and
tips to prevent data loss by making backups.
Devise a routine that gives you physical and mental peace of mind, and
make it an unbreakable habit. This includes deciding on at least four

things:
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1. What to back up
2. How often to back up
3. What storage medium to use

4. Where to store it
I have a number of backup routines that have been adequate for my
small business situation. They would definitely not be adequate for larg

er businesses. For example, I back up my financial information every
time I am in the software package, because I do not keep paper records.
I back up current projects such as this book about twice a day (the
deadline is tight) to a floppy disk and make a paper printout. (I have had
to scan printouts back in when all else failed). I back up document files
(not software files) on a LAN drive weekly (and just before I travel),
and I run full local drive backups (including software) monthly. I store
the monthly tapes and current financial backups offsite. Until this sum
mer, when I was plagued by a software bug that corrupted my files, I
had lost only about five minutes’ worth of work in the last three or four
years. A joke on a CPA’s Web site: “How can you tell you’re a CPA?
You wear both suspenders and a belt.” Not such a bad idea after all.

I use a generational method of backing up that I learned in my main

frame days. We called the backups son, father, and grandfather versions.
For example, if January is the current backup (son), I also keep
December (the father), and November (the grandfather). Only once in
my career have I had to use the backup (father) to the backup (son) to
restore data; it was pretty scary at the time.

One of the most important things I do is hit the save button constantly
(at least every five minutes), especially before opening another software
program, printing, or dialing into the Internet, when crashes most often
occur. A former boss of mine, the CIO in the Fortune 1000 company
where I worked, worked two hours on an important letter, then printed
it. The computer froze, and he lost all his work because he had never
saved it. He knew better and was a very smart man, but neither fact
helped him at the time.

Large companies are full of assumptions and novice computer users. The
combination can be an accident waiting to happen. Often, the employ
ees think that the LAN administrator is backing up their data every
night. The administrator is backing up the LAN drive, but if the
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employees are saving work to their local drives and not backing them
up, the misunderstanding can create expensive data losses. The ICSA
calculates that for an average business, recreating 20 megabytes of mar
keting data costs $17,000, recreating 20 megabytes of accounting data
costs $19,000, and recreating 20 megabytes of engineering costs

$98,000.33 You’ll want to come up with your own figures for your
company or, better yet, come up with a way of preventing any losses.
How often should you back up? It varies, but my stock answer is: as
often as you do not wish to recreate the data. You can conduct a cost
benefit analysis by calculating the time spent making backups versus the

estimated time it would take to recreate the data.
It’s a good idea to conduct a fire drill once in a while. Test your back
ups by trying to restore from them to make sure your backup proce

dures are sound.

Internet Security
The need for Internet security varies depending on what Internet activi
ties are performed. From least complex to most complex in terms of
security, some common Internet activities of companies are as follows:

1. Internet email
2. Web browsing
3. Internet sites
4. Intranet sites
5. Extranets

6. Electronic commerce
7. Web hosting34
You would think that companies would be moving slowly through the

list, mastering each level of security required before moving to the next,
but statistics show otherwise. ICSA research shows that half of Web sites
are attacked or probed each month, and an Ernst & Young study shows
that 59 percent of companies in a poll of 526 commercial sites had

experienced losses exceeding $100 million.35 Even Microsoft’s Web site
was knocked down in 1997 by a hacker taking advantage of a hole in its

Internet server software.36
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A combination of well-defined and enforced policies; adequate and
secure hardware, software, and connectivity; well-designed and tested

perimeter defense; and activity monitoring is an excellent start toward a
sound security plan.37
One of the biggest problems in 1997 was caused by shrink-wrapped, ina-box Internet server software. The software is easy to install because of
default security settings. However, those same settings instill a false sense
of security and leave open some very wide security holes. If you pur
chase and install such products in your business, make sure you under
stand the security settings. Proper configuration, design, and mainte
nance of an Internet site require the expertise of a specialist, despite the
marketing claims.38
Another common security problem is the implementation of Common

Gateway Interface (CGI), a popular scripting program that is used to
program additional features on Web sites. Improper knowledge and
implementation of CGI have led to gaping security holes for some

firms. The Internet has spawned huge numbers of amateur program
mers, and companies that have not received outside consulting expertise
on the fine points of CGI leave themselves wide open for disaster.
There are four important aspects of Internet security as it relates to
networks:

1. Perimeter defenses. These include the use of firewalls to provide
access control. Firewalls provide a barrier between the compa

ny’s private network and the Internet. A firewall keeps uninvited
individuals from viewing sensitive corporate information. A fire

wall can also provide a barrier between two departments within
a company. Firewalls can be purchased in the form of hardware,
software, or both. An expert should install the firewall.

2. Conservative configuration. It’s a good idea to disable any unnec
essary features to prevent security holes.

3. Maintenance. Numerous announcements for security patches to
browsers, Internet servers, operating systems, and other soft
ware packages filled the trade magazines in 1997 as hackers
demonstrated their prowess. It’s more important than ever
before to keep up with software upgrades.

4. Policy development and enforcement. Internet policies should be
written, communicated, and enforced.39
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Administrative concerns about security fall into five areas:

1. Operational security. This area includes control issues such as
facility security, separation of duties, personnel changes, and
cryptographic key control.

2. Availability. This means ensuring that the site is up and opera
tional.

3. Confidentiality. This includes proper handling of proprietary data.
4. Recoverability. This includes disaster recovery planning and
backup procedures.

5. Accountability. This includes management of contact informa
tion for site emergencies.40
Many CPAs think that it’s not safe to do business over the Internet yet.

If you know a few rules about the Internet, you will find it a much
safer place. There are certain places where you should not enter your

credit card numbers or personal ID numbers such as your Social
Security number. These places include email, newsgroup messages, chat
rooms, and any Web site that is not secure.
How can you tell whether you are at a secure site?

In the Netscape Navigator 3 browser, you can tell whether you
are in a secure server if the key at the bottom left corner of the

screen is in one piece. It will be broken, or in two pieces, if
you are in part of the Internet that is not secure. It also warns
you if you are about to submit insecure information that “could
be observed by a third party while in transit.”

In Netscape Communicator, you will see a padlock instead of a
key. You will also see a toolbar button with a lock on it that

will change to a lock with a halo of gold around it, and you
may receive a message.

In Microsoft Internet Explorer 3, you can tell whether you are
at a secure site when a padlock appears in the bottom right cor
ner of your screen.
In Internet Explorer 4, you will receive a message as you enter
or leave a secure area.

On America Online, you will receive a message as you enter or

leave a secure area.
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The presence of one of these signs means that the Web site is using an
encryption mechanism. These mechanisms are discussed in more detail
below.
If you do not see one of the above signs, you are right to be concerned
about security. Similarly, as an owner of a Web site or a person who
does business using the Internet, you should never ask anyone to pro

vide personal, confidential information in an unsecured place.

Can I guarantee that your data will be completely secure on a secure
site? No, but let me ask you a question: Last Saturday night, when you
had that big anniversary dinner and you gave your credit card to that
part-time, college student waiter, and he disappeared for 15 minutes
with your Gold card, was that transaction safer than an encrypted

Figure 3-3: Microsoft’s Internet Explorer 4 Displays
a Security Message.
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Internet transaction? We take risks every minute of life; the key is to
know which calculated risks to take.

We’ll discuss several Internet encryption options below.

Secure Sockets Layer
Secure Sockets Layer (SSL) is a widely used encryption standard for
doing business on the Web. Business transactions can be encrypted when
the individual is using a compatible browser, such as Netscape Navigator
or Microsoft Internet Explorer, and the business is using a secure server.

Ready, SET, Go
Secure Electronic Transaction (SET) is a protocol for processing credit

card transactions over the Internet. Visa, MasterCard, and American
Express back the standard. Several major banks have implemented it,
including Chase, BankAmerica, and First Union. Wal-Mart and Alaska
Airlines were among the first in mid-1997 to install SET. Banks in
Europe and Asia are pilot-testing it.41

SET checks the identity of each party in the transaction through signed,
unforgeable certificates and maintains privacy by allowing only necessary
transaction information to go to each party. Here are the steps involved

in using SET:

1. A user obtains a digital certificate and digital wallet from his or
her bank. These items tell who the user is and what credit
cards he or she has.

2. The user goes shopping on the ‘Net and selects the SET option
to complete the transaction.

3. The shopping site invokes the user’s digital wallet, which pops
open on the screen.

4. The user selects a credit card from the wallet. The information
is sent to the shopping site.

5. The shopping site verifies the wallet and adds its signature. It
passes the encrypted information to a bank for credit card veri

fication. The bank returns the verification to the shopping site
and to the user’s wallet.

6. The transaction is complete.42
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Secure Hypertext Transfer Protocol
Secure Hypertext Transfer Protocol (SHTTP) is a secure version of the
Web access protocol Hypertext Transfer Protocol (HTTP) that utilizes
digital signatures to authenticate identity in electronic transactions.

Internet Protocol Security
Internet Protocol Security (Ipsec) is a protocol for securing packets over
the Internet so that they are authentic and private.

Secure Multipurpose Internet Mail Extension
Secure Multipurpose Internet Mail Extension (S/MIME) is a version of

MIME that adds encryption to this method of sending nontext files via
email.

PGP
PGP, which is distributed by Pretty Good Privacy, Inc., encrypts email.

■

mb

Copyright Protection
Software piracy, or illegally copying software, is a crime. This includes
duplicating software for resale, copying packages for use by more than one
person, and distributing illegal copies. For example, if you have Office 97
(or any other purchased software package) installed on your PC and you let
your friend or a co-worker borrow the CD to install the program on his or

her machine, it’s a crime. The punishment for this felony is up to five years

in jail and up to $250,000 criminal fine or $100,000 civil fine. Software
piracy costs software companies $13 billion in losses per year, and that, in
turn, forces higher prices on the consumer who does pay for software.43
A lot of the problem results from individuals who simply do not under
stand, or decide to ignore, software-licensing agreements. Although
licenses vary, most licenses allow the software to be installed and used

on only one machine. That means that if you put the software on four
machines, you should buy four copies. It is estimated that for every one
copy of AutoCAD that is sold, eight are illegally copied. AutoDesk,

Inc., which produces the computer-aided-design software, raids compa

69

Top 10 Technology Opportunities: Tips and Tools

nies that it suspects of piracy. It even picks on small companies, because
at $4,000 per package, finding fewer than 10 copies is worth it. It col
lected $4 million this way in 1996.44 I saw an illegal copy in Russia in
1996 that they should go after.
Microsoft and Novell won $70,300 from a bulletin board operator in
Kentucky. Microsoft has put at least one software reseller behind bars in
the last year. Not only are software companies fighting the battle, but so
are two trade organizations: Software Publishers Association (SPA) and
Business Software Alliance.45

It should be the network administrator’s job to track a firm’s software
inventory and conduct periodic compliance audits. The corporate secu
rity policy should include a section on copyright law enforcement,
which should cover software piracy as well as Internet-content copying

and file downloads.

Figure 3-4: SPA’s Anti-Piracy Web Page.
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Further Resources

Here’s a miscellaneous list of tips about your company’s information
security planning:
* Prioritize your security efforts by risk and cost justification.
Create basic security policies, train employees, enforce physical

security, and take care of viruses before spending zillions on
encryption and firewalls.
■ Create separate job positions for security duties, and have the
employees report to a high level in the company.
■ Keep current with access control maintenance, such as user ID
and password changes. Delete terminated employees’ IDs, and
never allow guest IDs.

■ Require all employees, contractors, and temporary workers to
sign a confidentiality agreement.
■ Change the default installation settings on network systems, and
disable all features that will not be used.
For further information, a few Web sites are worth mentioning:

■ The ICSA, at icsa.com (previously at ncsa.com), contains news, a

library of articles and white papers on security, and a bookstore
that is the best place to buy books on security. Pat Ray, who
runs the bookstore, will go out of her way to help you find
what you need. (Tell her I sent you.)

« The InterNIC, at www.internic.net, has a useful Information and
Education Service.
w Computer Security Institute, at www.gocsi.com, offers information
on seminars and conferences and has links to Web sites of com

panies involved in computer security.
■ The Big 4 accounting firms often have interesting security surveys.

■ Verisign, at www.verisign.com, has white papers about digital ID
products and their uses

■ RSA Data Security, at www.rsa.com, focuses on encryption
products.

■ Pretty Good Privacy, Inc., at www.pgp.com, has an email encryp
tion product, among others.
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Figure 3-5: InterNIC’s Information and Education Service Web Page.

■ The virus vendors, listed earlier in this chapter, have anti-virus
centers and educational information pertaining to viruses.
a SPA, at www.spa.org, has information on preventing software

piracy.
■ Business Software Alliance, at www.bsa.org, also has information
on software piracy.
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“The key to a return on your technology investment is training,” says
Roman Kepczyk, CPA, of Boomer Consulting. CPAs “have invested
large amounts of money in hardware and software and have neglected
the key component: training,” according to Roman.
Almost every CPA wrestles with the questions of how to spend his train

ing dollars and time wisely and maintain competence in technology. This
chapter contains three sections to help you find some answers:

Technology curriculum development: what do I need to know?
Learning options: how can I learn about technology?
Tips, tricks, and trends: how can I maximize my learning

investment?

Technology Curriculum Development: What Do I
Need to Know?
Several tools are available to help us answer the question of what we
need to know about technology. First, let’s review the stages of learn
ing. When I first heard these, a light bulb went off for me.

As we learn, we progress through four levels of learning:

Stage one: Unconscious inability or incompetence. In this stage, you could say,
we don’t even know what we don’t know. What’s interesting to me
about this stage is that there is no pain or discomfort in not knowing,

since we don’t know that we don’t know it. For example, if you have
never been on the Internet, how can you know what you are missing
or how can you know the details of what you need to know to become
a competent Internet user? You really can’t.

Stage one reminds me of altitude sickness. If you have ever been in an
altitude chamber or at altitude without oxygen, you may have experi
enced altitude sickness. Some people get giddy, others experience a
headache, and still others display no symptoms. When the brain is
deprived of oxygen for a long period, some feel delusions of grandeur,

just before the effects are fatal. In other words, you never knew what
hit you.
If you do not feel the same sense of urgency to learn about technology

as others around you do, it is because you are in stage one.
Unfortunately, many CPAs are in stage one for many technologies.

79

Top 10 Technology Opportunities: Tips and Tools

Staying in this stage for a long period is like the last stages of altitude
sickness: painless, yet fatal.

When Microsoft began distributing Encarta free with PC purchases,
encyclopedias in their multivolume book form became all but obsolete
overnight. The encyclopedia companies hadn’t keep up with what was

possible with technology, and they had no idea that a software company
would be their competition. This is a classic example of how staying in
stage one can be fatal to your company’s future.

Stage two: Conscious inability or incompetence. In this stage, you begin to
know what you do not know. You feel the pain or discomfort of not
knowing, and you have a desire to correct the lack of knowledge by
seeking a method to learn about it. Those of you who purchased this

book are in stage two or higher.

Stage three: Conscious ability or competence. In this stage, you are learning
and beginning to master the knowledge. It still takes conscious effort
and thinking to perform the tasks that you are learning about.
Stage four: Unconscious ability or competence. In this stage, you have mas
tered the knowledge so well that you do not have to concentrate as
hard as before to do the task. Have you ever driven somewhere and not
remembered driving through all of the traffic lights on the way? This is
an example of unconscious ability.

You’ll want to determine for yourself which stage of learning you are in
for each technology topic that is relevant for you. For example, you
may be a spreadsheet expert (stage four) but do not know anything
about the Internet (stage one or two). Starting here, you can devise a

training plan for yourself and your employees. That is, you can devise a
training plan for each topic in which you are in stage two or higher.

For technologies in which you are in stage one, you won’t know what
you don’t know. You may not even know what the technologies are.
This is exactly the area where some CPAs are getting into trouble with
technology competency. This is an area in which we need more
resources to find out what we need to know. In many cases, hiring an
outside training consultant is a good idea.
In breadth of subject matter, the field of technology can be likened to
the field of medicine. Physicians spend years specializing in only one

small area, such as pediatric neurology or invasive cardiology. Just as cer
tain physicians specialize in these areas, technologists must specialize, too.
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Some become webmasters, others become project managers over
accounting package conversions, and still others become network admin
istrators. No one person can know everything about every area.
However, CPAs, like physicians, must gain a solid foundation of knowl
edge in technology. They must know a little about each area from a
managerial standpoint. They must also know enough to make themselves
productive on the desktop in their day-to-day tasks. In addition, some
CPAs will specialize in technologies that they need to do their jobs.

The AICPA published a booklet entitled Information Technology
Competencies in the Accounting Profession (referred to as IT Competencies in
the rest of this chapter). It’s a guide to technology competencies for
CPAs based on a set of competencies produced in the International
Federation of Accountants’ publication Information Technology in the
Accounting Curriculum.

I will briefly summarize what was presented in the IT Competencies

guide. If you would like to see a more detailed view, check out the
1997 Top 10 Technologies book or, better yet, order a copy of IT

Competencies for yourself (800-862-4272, product #G00117, free of
charge to members).

The authors of IT Competencies present four domains that are affected by
technological competencies:

1. Education, which comprises accounting curricula at the univer
sity level

2. Work, encompassing public accounting, industry, and the pub
lic sector

3. CPE, involving continuing professional education course
providers

4. Licensing and regulation, including state boards of accountancy
and the Board of Examiners1

The Education Domain
The education domain encompasses the academic community, which is
responsible for preparing CPA-wannabees for their profession. It is criti

cal for these individuals that the necessary education in technology is

included within the curriculum required to earn an accounting degree.
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The Work Domain
IT Competencies prescribes four possible roles for CPAs who wish to

learn about technology:

1. The role of the information technology user

2. The role of the information technology manager
3. The role of the information technology designer
4. The role of the information technology evaluator
These roles are presented in addition to the requirement of gaining a
general foundation of knowledge that applies across all roles. CPAs will
probably find themselves in at least two roles and should learn the cor
responding subject matter to maximize their effectiveness in dealing

with technology.

A CPA as an Information Technology User
Every CPA should be a technology user. It’s a matter of personal pro
ductivity. At a minimum, CPAs should master desktop skills. This
means learning many concepts, several software packages, and computer
standards. A partial list of skills I that consider the minimum for any
productive office worker today includes the following:

A general knowledge of hardware, including how the parts
work and interrelate, and basic troubleshooting

An intermediate knowledge of the operating system, such as
Windows 95 or MacOS, plus some basic troubleshooting.
There is a great advantage in learning Windows, and a handson course is highly recommended. If you understand Windows
standards, you can easily learn other programs that follow those
standards. I thought I knew Windows until I started teaching a
hands-on Windows 3.1 class years ago. Again, it was a case of
not knowing what I didn’t know, and I wasted a lot of produc
tivity years before thinking I had learned enough by myself.

A basic knowledge of PC issues, standards, and policies
A knowledge of networks

A basic knowledge of communications
A basic knowledge of security issues, standards, and policies
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An intermediate knowledge of a word processor

A basic or intermediate knowledge of spreadsheets
A basic or intermediate knowledge of databases
A basic knowledge of Internet and/or intranet issues, standards,
and policies
A basic knowledge of a browser
An intermediate knowledge of an email package

A knowledge of HTML, an HTML editor, or publish-to-the-Web
features in a word processor. This relatively new skill will soon be
as necessary as word processors, as the use of intranets explodes.

A basic knowledge of two or three other software packages,
depending on the job duties, such as a presentation package, a
publishing package, a graphics package, or a contact manage
ment package

An intermediate knowledge of moving data between packages

A basic knowledge of using multimedia in data presentation
An intermediate knowledge of at least one accounting package
An intermediate knowledge of any specialized packages used in
the course of business, such as tax packages, audit software, and

write-up software for CPA firm employees
Under each of these topics is a list of subtopics that employees should
master. For example, to master email, you should:
Understand email addresses, create an address list, and work

with more than one address list from multiple server locations
Understand netiquette rules, including abbreviations and emoticons

Know how to send, reply to, and forward a simple message
Understand the confidentiality and security issues with email

(never send credit card numbers, and never ask someone else to
send them; never criticize the boss)

Understand email and file compression standards
Know how to send attachments and troubleshoot receipt problems

Know how to compress and decompress a file attachment
Know how to encrypt and decrypt a file and when to use

encryption
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Know how to use rich text format

Understand marketing uses and limitations of email
Understand spamming and other email concepts

Understand your corporate policies concerning email use
Each of the topics on the first list should be expanded, as the email

topic was. You’ll want to develop a skills list for each job position in

your company as a benchmark for employees to aspire to. As you can
see, especially if you are one of the few who has not touched a comput

er yet, or in recent years, this is a substantial but necessary list for only a
minimum level of competency.

Help, I Need Somebody.

Where can you go if you have a question

or two about technology in the normal course of your day? To enhance
employees' productivity with technological tools, many companies pro
vide a help desk function, a place employees can call with technology
questions. Other companies provide a list of resident experts on certain
tools whom other employees can contact for questions. In either case, it

makes good business sense to identify a contact who can answer tech
nology questions. If an in-house expert is not available, a consultant can
fill the role.
Help desk people can add value the training effort in two ways:

1. By providing on-the-spot training for those who call in and
need help

2. By identifying chronic help desk dependents and assessing those
individuals’ training needs2

If you have ever called the help desk of major hardware and software
vendors, you have probably had mixed results, like many people.
Surveys confirm the worst: In 25 percent of calls to a help line in one
survey, technicians provided the wrong answer or determined that the
problem was not solvable, even though the questions and their correct
answers were posted on their company’s Web site in the form of FAQs
(Frequently Asked Questions).3

Companies can improve their chances of success with the major ven
dors’ help lines by having computer novices stay away from help lines

entirely. For example, some help lines will ask beginners to edit

Windows 95 registry files (a dangerous place for beginners to be) to
solve a problem, though new, more severe problems can result from
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even an out-of-place period, which a beginner might not see. Give
beginners another way to have their questions answered or allow expe
rienced employees to call the help lines for them.

A CPA as an Information Technology Manager
Thousands of CPAs act as chief information officers (CIOs). In this
capacity, a CPA should understand the management side of technology.
He or she must have the skills to effectively allocate limited budget dol
lars to the best technologies and training programs and must understand

how to create and implement a technology plan for his or her organiza
tion or clients. A CPA should comprehend the strategic considerations
as well as operational and administrative issues.
One important component of managing systems is risk management,
which includes disaster-recovery planning, security and controls, and
identification and management of any breach of controls. This area

deserves special attention because of its rapid, recent increase in com
plexity. The rise in remote users and increase in Internet access, for
example, add complexity to a manager’s job. The topic of security was

covered in Technology 3.

A CPA as an Information Technology Evaluator or Designer
CPAs who design systems, either for their own firms or for clients, must

understand systems design concepts, systems project life cycle compo
nents, and systems acquisition methods.4 CPAs who evaluate systems
will need to know evaluation methods and how to implement them.5

The CPE Domain
For those of us who wish to obtain training in technology that is cus
tomized to our profession, continuing professional education (CPE)
seems like the best answer. Technology CPE is getting better, but it still
has a long way to go. The fact is that technology CPE is hard to find in
our profession. Why? Some of the reasons might be these:

■ Many vendors hesitate to offer classes that are different from
their bread-and-butter lineup of accounting, auditing, and tax.
s Some CPE vendors and state societies set their schedule a year

ahead of time. By the time the course is offered, it could be
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obsolete or not as relevant as it was when the training calendar
was set or the materials were written.

■ Many CPAs do not know what they need and are not buying
CPE courses, or they are using other avenues for learning about

technology.
The CPE topics that seem to be most available include the following:

■ Training on desktop packages, such as spreadsheets, word

processors, and operating systems
■ Training on the Internet, including email, research, and Web

site design
■ Training on network operating systems

Figure 4-1: California CPA Education Foundation’s
Technology Offerings.
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As you can see, this list does not even scratch the surface of what a
CPA needs to know about technology. CPE providers have three
major jobs:

1. To provide more technology courses that address technology
management issues

2. To integrate topics on technology into current offerings, such
as including a comparison of financial planning packages when
presenting a financial planning course

3. To adjust their CPE delivery system so that new topics are
added and offered quickly and material stays fresh and timely
Until CPE providers and state societies offer the technology courses that
CPAs need, CPAs can look for courses in the following places:
Technology training centers, including the ones at the comput

er superstores
University continuing-education classes and adult learning
centers
Software vendors, for courses on particular software packages

Consultants who teach one-on-one or corporate classes

The Licensing and Regulation Domain
State boards of accountancy and the Board of Examiners are among
others who fall into this category.

Most CPAs who are proficient in technology agree that there are not
enough technology-related questions on the CPA exam. IT Competencies
calls for reform of the CPA exam to ensure that new CPAs meet a min
imum competency level in information technology.6 Future CPA
Examinations are scheduled to include an increasing number of ques

tions involving technological knowledge.
State boards of accountancy are behind the times in their recognition

of the importance of technology knowledge to the profession. The
State of New York, for example, refuses CPE credit for almost all
technology courses. Not only should technology CPE be recognized
and encouraged by all states, but it should also be counted as technical
CPE.7
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Learning Options: How Can I Learn About Technology?
A multitude of learning options exists, both formal and informal. Formal
options include the following:

Instructor-led classroom training and seminars, including handson or not, group or one-on-one, live or remote, and at con

ventions and conferences
Formal self-study, such as computer-based training
Training consulting or coaching

Informal options include the following:
Magazines, books, and computer manuals

The Internet
Experimenting

Online help and tutorials
Asking friends and co-workers what to do

I will briefly discuss each of these options. Keep in mind the four stages
of learning discussed earlier. Certain learning methods will be more
effective than others, depending on what stage of learning is involved.

Instructor-Led Classroom Training
There are many variations on the instructor-led class. Among the more
popular are the following.

Hands-on Computer Training
In this type of class, each participant is furnished with a PC during class
time and allowed to enter commands at the direction of the instructor.
Most vendors offering hands-on training keep class sizes smaller than 12
participants so that some time can be spent on personal questions.
If you are learning a software package, such as WordPerfect 8, Windows

NT, or Business Works accounting software, insist on a hands-on class. If
you are learning Internet or intranet technologies, insist on a hands-on

class. For that matter, any time you wish to improve your desktop skills,
a hands-on class is much more effective than other learning methods. If
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you are learning a programming language, such as Visual Basic or CGI
(Common Gateway Interface), insist on a hands-on class. Programming
languages are generally too difficult to learn out of a book.
The AICPA began offering the Technology Advisor Program in June
1997. It combines software, training, and certification with vendor part
ners for CPAs who wish to consult or become experts in certain areas of

technology. Currently, two programs are available that involve
Microsoft and Great Plains products. The classroom training is offered
through Productivity Point International. It’s one method of receiving a
discounted price (for AICPA members) on the often-expensive class
room training.

One-on-One Training
This blends consulting, coaching, and classroom methods to provide a

unique alternative for some. The session is fully customized to the partic
ipant’s needs. Someone who has gaps in knowledge but knows several
basics about a particular topic will benefit best from this type of training.
Also, those who pace faster or slower than participants in a traditional

classroom environment will get the most out of this method of training.
One of the main reasons that this form of learning has become so pop
ular is that no one has time to take a full day away from work to go to
class. Many people have trouble coordinating their schedules with class
schedules and can set up a one-on-one session to meet their schedule
needs. A one-on-one session can cover more material in less time; I

have often crammed an eight-hour course into a two- to three-hour
session with someone who was catching on quickly. Another advantage
of one-on-one sessions is that the curriculum can be totally customized
to the individual’s needs. Specialized tasks such as printing custom
labels from a Microsoft Access database or learning how to compress
email attachments are not usually included in a regular course outline.
How can you find one-on-one trainers? Many companies that offer
classroom training also offer one-on-one training. Medium-sized CPA

firms sometimes offer these services. The most cost-effective trainers I
have found have been instructor referrals from adult education centers
and colleges that offer continuing education. These people are often

contractors who are on their own and charge half as much because they

have lower overhead. I am often surprised at the talent that can be
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found this way, but quality will vary, so you will want to interview can
didates carefully.

Satellite, or Remote, Training
This allows a classroom environment in more than one location. The
instructor might be in Seattle while students look on via videoconference
from Chicago, New York, and Dallas. A moderator is present at each
site to administer the event and perform duties such as funneling ques
tions to the instructor. This method is cheaper than a regular instructor-

led class because the ratio of students to instructors can be high. Many
courses offering this technology can invite national leaders and experts,
and students benefit further from the speakers’ knowledge and prestige.
Ernst & Young has significantly reduced travel time and cost by offering

continuing education to its employees through a private satellite net
work. Topics include accounting pronouncements, electronic com
merce, and a SALT Channel, which covers state and local tax updates.

Roughly, 1,700 students on 50 sites can attend one class. The class
rooms are equipped with hand-held devices by which each student can
push a button to ask the instructor a question or respond to a quiz or a
survey question. The satellite network service provider is Interactive
Distance Training Network (IDTN), a subsidiary of Westcott

Communications. Classes can be designed, written, and delivered in 30
days by using this technology.8

Conferences and Seminars
These are popular forms of classroom training. The lectures tend to be
shorter and more numerous than those in a traditional day-long class
room setting. Many conferences offer multiple tracks and a choice of
sessions to the participants. Often, travel is required to attend confer
ences; this is an added expense on top of the training costs.
Conferences are a good way to gain an overview of a topic. Do not
expect a two-hour conference speech to provide in-depth coverage of a

topic or to customize the speech to anyone other than the average audi

ence attendee.

A few conferences this year include the annual AICPA Computer and

Technology Conference (Tech98), which is on June 14 to 17, 1998, in
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New Orleans. A one-day conference held before the AICPA Spring
Industry Conference is technology-focused and is on April 19, 1998. A
list of non-AICPA conferences can be found at www.aicpa.org/members/
div/info tech/calendar/index.htm. Your state society is another source for

technology conferences.

In general, the advantages of classroom training include the following-:
■ It is effective for beginners who know nothing about the topic.
Only an instructor can answer the type of questions that are
asked in the very beginning stages of learning. Some participants
feel a great deal of trepidation about the topic of technology,

and some handholding on the instructor’s part is status quo for
many entry-level computer courses.
■ Participants can learn from and share with other class attendees.
Some people simply like attending classes with other people.
(This advantage does not apply to one-on-one training.)

Figure 4-2: Technology Conferences Increase

in

Number.
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The disadvantages of classroom training include these:

■ Classroom training tends to be one of the more expensive

methods.
■ The skill sets of each participant in any one classroom tend to
vary. The instructor must teach somewhere in the middle, with
a risk of losing the extreme beginner or the intermediate user

seeking to fill gaps in knowledge.
To get the most out of classroom training:

1. Thoroughly study the course description or outline to make
sure the course is at the right level. What you see is what you

should get. You may think you are a beginner if you have
been using a software package for a few months, but beginning
classes must cater to those who have never even opened the
program. It’s OK to ask the instructor to call you before you
sign up for a class to make sure you will benefit.

2. Find out how many people are in the class and try to sign up
for a small class. You will get more personalized attention, and
more will be covered. Around holidays and summer are two
times when you have a good chance of small classes.

5. Study the biographies and/or course evaluations of the instruc
tor. Sign up for the best. (Try not to get an instructor who is
teaching the class for the first time, as I did last month!) Trainers

should be chosen and evaluated using the following criteria:

a.
b.
c.
d.

Knowledge of material
Previous business experience, including industry knowledge
Familiarity with business applications behind training
Ability to customize training for company standards and
industry examples

e. Ability to keep students interested
f. Ability to adapt training to learning styles and classroom
environment
g. Availability on breaks and after class for specific questions9

Formal Self-Study
For CPAs who are do-it-yourself types, self-study allows a formal
approach to training in an informal, private setting. Self-study conies in
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the form of many media: books, manuals, videos, disks, and computerbased training (CBT).

A new form of self-study has become popular in the last year: distance
learning. According to the Yahoo search engine, in 1997 there were

312 colleges, vocational schools, and adult learning centers where you
can train and/or earn a degree online.
Lotus offers a distance-learning product called LearningSpace, which
consists of five interactive learning modules, designed to aid collabora
tion and research in learning. The five modules include a scheduling
module for navigation, a media center for the content, a course room
for collaboration, a profiles module for community identification, and
an assessment manager for instructor grading. LearningSpace gives cor
porations a new training option. You can check out an astronomy class
demo or Lotus’s white paper on distance learning at www.lotus.com.

Figure 4-3: Lotus’s LearningSpace,

a

Distance-Learning Product.
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The biggest benefit of self-study is that it can be done on the individ
ual’s schedule. It can be broken into as many time segments as the user

desires. The biggest drawback is that there is no one to answer ques
tions. Individuals who can handle the autonomy and discipline required
for a self-study course will find this method effective.

Several companies are using technology effectively to deliver training in
the self-study area. MicroMash offers several CBT courses on a variety
of topics in addition to technology topics. The text is presented in a
Windows format; multiple-choice and true/false questions test compre
hension.

Evoke is another company that is on the leading edge of technology
training delivery. On its Internet site is a short course designed to
demonstrate how its Internet offerings work. A class on divorce conies
complete with wedding graphics in addition to the tax implications.

Figure 4-4: One
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Figure 4-5: Evoke’s Internet Course Demo.

Gartner Group Learning develops technology-based education for com
panies in a multitude of formats: CD-ROM, CBT, video, and Internet.
It has formed partnerships with software companies and a testing center

so that the education process is complete through the certification

process. Users can log onto the Internet and complete their course at
the Web site www.gglearning.com.
A company called Virtual Village in Dallas has combined superior CBT
with the help desk function. The CBT teaches desktop productivity and
is activity-based, which means that it focuses on business tasks instead of
program commands. The user can be in both the application (such as
Microsoft PowerPoint, creating a presentation) and the CBT at the
same time because the windows are designed to sit side-by-side. A user

who gets into trouble clicks on a help button, which calls a help desk
person at Virtual Village. The help desk person can talk to the user, can
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see the user’s screen, and can control the user’s mouse cursor. Virtual
Village is organized like a store, where users can come in, sit at a PC,
and receive training modules designed for a specific business task. The
company also has a corporate division that prepares customized training
for companies.

Several companies are placing CBT courses on their intranets.
Employees can help themselves to classes when there is extra time or
when they are beginning a project that requires the training.

Hiring a Consultant or Coach
If you do not have the in-house expertise to design employees’ training
plans, you’ll want to look outside for this expertise. Companies that
have more than 40 employees should consider hiring a full time training
coordinator, suggests Roman Kepczyk of Boomer Consulting. The

training consultant or coordinator should create the employees’ training
plans from need assessments and design a training curriculum. A full
time training coordinator could also schedule specialized CPE, provide
new employee orientation, and act as help desk support, adds Roman.

Hiring consulting expertise will solve the dilemma of a person in stage
one of learning a technology. The investment in training services usually
pays back quickly in employee productivity.

Hiring a coach is also an option, although less popular, and works well
if there have been problems in the past with achieving a certain level of
technology competency. If you have an employee who is at point A
with technology knowledge and is having trouble reaching point B,
where he or she wishes to be (or should be), a coach is generally the

right answer. A coach can handle any human issues that are blocking
progress, such as an unwillingness to change or learn something new,
motivational issues, or fear of technology (which is extremely common,
by the way). If you suspect that one of these issues is blocking the
progress of one of your employees, it must be dealt with before training
will be effective.

Magazines, Books, and Computer Manuals
This method is effective for keeping up with trends in technology.
Some people can learn software packages out of a book. This method is
many CPAs’ favorite method of learning. Personally, I find books less
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cost-effective for learning a new software package than hands-on classes
because most books are poorly organized, include too much, and focus
on commands instead of productive business uses.

There are many options for this method of learning:

Magazines and Newsletters.

To track techno-culture, get Wired.

Some people think that Esther Dyson’s newsletter, Release 1.0 is a
must-read (her company is Edventure Holdings). To track trends, news,
and best practices, I recommend Information Week, Computerworld, or

both. They track technology company information, case studies, and a
multitude of technologies: network, communications, Internet, main
frame. CIO is also good. Another option is to subscribe to one of the
research companies’ services, such as that of Gartner Group.
To track PC stuff, I recommend PC Magazine or PC World. Don’t sub
scribe to too many of these, though, if you are like me. There are so
many software ads in these magazines that you may feel compelled to
buy a bunch of stuff and bust your software budget.

A few sources in our profession include Franklynn Peterson’s CPA
Computer Review newsletter (for CPA practices), Faulkner-Gray’s
Accounting Technology magazine, and Harcourt Brace’s CPA Technology
Advisor newsletter. Before subscribing to any of these, you might want
to get sample copies to see which ones fit your business needs best.

The AICPA’s IT membership section offers a newsletter, technology
alerts, and technology guides. Actually, that’s how many of you received
this book!

Books.

If you want to learn about something in depth, buy a book

on it. Several are offered by the AICPA this year about the Internet, elec
tronic commerce, intranets, year 2000 issues, and security. Management-

focused technology books (books that do not pertain to a particular pack
age or a software language) are almost nonexistent in regular bookstores.

Many people like to get books on particular software packages. Hundreds

of options are available at your local bookstore.
Another reason to buy books is for trends and management ideas. A
book such as Nicholas Negroponte’s being digital is a must-read for some
one who is serious about technology. Bill Gates’s The Road Ahead is

another example in this genre, although a bit dated. Don Tapscott’s The
Digital Economy and Esther Dyson’s Release 2.0 are two more examples.
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Don’t laugh, but reading science fiction that is laden with future tech
nology ideas (not Aliens!) can enhance one’s ability to think “out of

the box.” According to a Forbes article earlier this year, science fiction
is where some cutting-edge firms obtain their business plans.
Neuromancer and Snow Crash are two classics to cut your teeth on.
Both describe what the Internet could morph into, and the descrip
tions in Snow Crash are not unlike today’s MUDs (multi-user domains,
virtual rooms on the Internet where you are represented by an avatar
and can hang out).

On the lighter side, Star Trek is not a good place to look for future busi
ness ideas. Says Scott Adams, creator of “Dilbert,” the transporter is a
good idea until you realize that co-workers will be the ones operating

it. Would you trust the same person who can’t add paper to a copy
machine or make coffee correctly to beam your molecules across space?
What about the holodeck (a place where you can simulate anything,

such as Cindy Crawford or Brad Pitt becoming your personal masseur)?
Why would you ever come out? Scott says, “the holodeck would be
society’s last invention.”10 So pick your science fiction carefully.

Manuals.

It’s always good to read your computer manuals, but
hardly anyone does. One of the best manuals I have ever read was
written by Toshiba’s technical writers and came with my old Satellite
laptop. Handouts from a conference or a hands-on class can be good
sources of information as well, but most never see light after the class

is over.

The Internet
The Internet is a wealth of knowledge. Many of the magazines listed
above have Web sites with archives of back issues, such as
Computerworld (www.computerworld.com) and PC World (www.pcworld.com).

If I want in-depth research on a fairly narrow topic, I’ll start on the
Internet at a site such as TechWeb (www.techweb.com), which has a sta
ble of magazines and an encyclopedia of computer terms powered by
Computer Language Company, source of this book’s glossary, or CNet
(www.news.com), which is great for technology news, and use the site’s

search feature. I can then read the relevant articles that were found
with the search results. This doesn’t count as CPE yet but definitely

gets me where I want to go.
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Figure 4-6: Research Results of “Telecommuting” on CNet.

Another way to learn about specific technology topics from the Internet

is to use push technology. Push technology and current products were
discussed in Technology 1, Internet, Intranets, Networks, and Extranets.

Wayne Harding learns from the Internet by subscribing to listservs
(email mailing lists) after he has visited a Web page he likes or after
friends have sent him email. It’s like subscribing to a magazine over the
Internet. The news items are periodically delivered via email. You can
subscribe by sending an email with an easy command line that tells the
listserv that you wish to subscribe.

Experimenting
Once you have reached a good level of desktop package competence,
you no longer need to go to class to learn a package. You can just log

on and wing it. People who can learn by experimenting have an excel
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lent knowledge of Windows (or whatever operating system) standards
and can apply them to other packages. They also know to search
through menus for the commands they know will be there. When you

get good, you will know what menu to look under first. If the package
is simple or the task is specialized, experimenting is generally much
more effective than other methods.

Some people use this method and are very unproductive. In the 30
minutes it took them to find and understand one feature, a classroom

instructor could have showed them four new features that save even
more time than the one found by experimenting. Even the most
advanced users can fall into the trap of wasting time by experimenting.
To avoid this, make sure employees are conscious of their training

options and related costs.

Online Help and Tutorials
When experimenting doesn’t work, you can look things up in the

online Help. A Windows-standard software package contains a Help
feature that works in three ways:

1. Contents, which provides a table of contents by topic
2. Index, where topics are organized alphanumerically by key
words

3. Find, in which you can enter a word or phrase and each topic
that contains that word or phrase will be listed
Once you are past a certain basic level with a software package (or

know enough about Windows standards) and know some of the
nomenclature, using the Help feature is an effective option.
One major reason why people do not have success with Help is that
they don’t know the terminology. For example, if I want to create an
icon on my Windows 95 desktop, I must know that it is called a short

cut, not an icon, if I am to find the correct Help topic.

Asking Friends and Co-workers What to Do
Unless your friend is a highly paid technology consultant, I do not rec

ommend taking advice from him or her. I’m sure your friend means
well, but technology is too difficult and important an area in which to

receive amateur advice.
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Figure 4-7: Windows 95 Help Window.

Asking the most tech-savvy co-worker to help with training questions
can be effective, but make this part of the worker’s job responsibilities.
Understand how much time is spent this way, and look at salaries of the
appointed workers to make sure this is the most cost-effective solution
for your company.

Tips, Tricks and Trends: How Can I Maximize My
Learning Investment?
Corporations spent a record $7.1 billion on technology training in 1996.”
To get the most out of your training dollars, develop a training plan and
budget. The following approach is one way to create a training plan:

■ One or more executives should champion and support the

training effort.
■ A list of necessary skills should be created for each job position.
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■ Each employee should be assessed as to his or her competency
level in each skill.

■ A training plan for each employee should be created.
■ Courses should be selected and scheduled.
b

Projects and duties should be delayed or reassigned to enable
the employee to attend class without disruption.

■ A method of answering employees’ questions after the course

should be developed.
■ The employee should be strongly encouraged to practice and
apply the new skills. This step is the most important for maxi
mizing return on training investment.

The effectiveness of the class should be measured 30 to 60 days
after the class.
s The individual’s training plan should be adjusted after each class.
To get the most out of training, consider these tips:
If you schedule classroom sessions, insist on short sessions
instead of full-day classes. The absorption rate is higher, and our
culture seems to be moving toward a shorter attention span as a

whole.
■ Time the training so that the individual will use it immediately
after returning from class.
■ Training that can be customized is best. A trainer who can
weave your corporate standards in with the training or who can
answer specific questions will be talking the language of your
work environment and of your employees.

■ Match the appropriate training medium with the subject. For
example, use CBT for technical training and use classroom

training for management-focused topics such as project manage
ment.12

For a better result, train people on company time instead of
their own time, when they are tired and would rather be some
where else.13

As technology transforms our business environment, the idea of contin
uous lifelong learning is necessary for survival. Successful CPAs under

stand that learning is never complete.
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Ed Zollars advises CPAs to bring themselves up to speed on technology
issues and be able to determine technology’s current and future impact
on their businesses. He says that mistakes will be made with training and
with technology in this rapidly changing environment, but it’s OK
because mistakes can be a valuable part of the learning process. The
biggest mistake, Ed says, “is to sit back and do nothing.”
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Electronic commerce is exploding.
Ira Magaziner, senior advisor to President Clinton on public policy, said
in July 1997 that by 2007, 20 percent of global retail sales might be

done via Internet commerce.1
Last year, I wrote about Cisco Systems, Inc., a manufacturer of routers

and switches for networks. Its online site blew past all expectations: The

company records $9 million a day in online sales. That’s 40 percent of
its total revenues.2

Online brokerage firms process 95,000 stock trades per day. Investors
save about $7 million buying online, and the brokerages still rake in $2
million per day.3

NECX, Inc., a PC reseller, just inked an estimated $125 million, five-

year deal with MIT to furnish all of MIT’s computers via Internet-based
orders.4

Just about anything is available electronically. I bank online, order my
groceries online, buy books and gifts online, get my news online, buy
stocks online, do most of my research online, deliver my services
online, market online, and send and receive more emails than phone
calls. You can get a job, bid at an auction, or look at classified ads, to

name a few more online activities. My reasons for being an online
junkie: Electronic commerce technologies save me time and money. I
am not an $8 billion dollar company like Cisco, yet I still benefit signifi
cantly from electronic commerce.

Electronic commerce is business conducted between businesses or
between businesses and individuals using a public network, such as the
Internet, or a private network. It includes email (to be covered in
Technology 8), electronic funds transfer, business transactions, extranets
(covered briefly in Technology 1 and also in this chapter), electronic
publishing, electronic data interchange (EDI), consumer shopping, and

online banking, to name the most common. In this chapter, I’ll cover
business-to-business commerce and consumer commerce.

Business-to-Business Commerce
Revenue from business commerce is expected to reach $186 billion,
according to George Colony, president of Forrester Research, Inc.3 In
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this section, I’ll present numerous business examples and briefly cover
the following topics:

Products
Standards

Global implications

Assurance products

Web advertising
EDI
Cisco Systems, Inc.’s online site was started in the summer of 1996, yet

by late 1997 the company was already earning 40 percent of its revenues
online. That translated to 240,000 customer service inquiries and
$270,000 in revenues in September 1997 alone. Cisco spent a mere $50
million on the site and saves $268 million in operating expenses. Cisco’s

trading partners and customers are saving, too.6
Even if you are not as large as Cisco, there are still plenty of lessons to be
learned from the company. It did not spend a fortune on systems. Its

products are complex and must be configured, but the company did not
let its product complexity stop its online plan. Its customers accepted the
technology almost overnight. It did not radically change its sales strategy.7
Many businesses are using extranets to conduct electronic commerce.

By the end of 1997, Ford Motor Company was expected to have 250
suppliers connected to its extranet. Chrysler and General Motors are fol
lowing suit. Their industry-wide extranet, called the Automotive
Network Exchange, was to link them with 10,000 suppliers by early

1998. The NASDAQ stock exchange provides research information
from brokerage houses to its 2,600 trading companies.8

Ernst & Young’s Ernie, launched in May 1996, offers online consulting

services for small businesses. It is aimed at businesses that make under
$200 million in sales. For an annual fee of $6,000, Ernie subscribers can
get answers to their questions from among 21,000 Ernst & Young
employees. Customers like the service because they can present their
what-if questions and do a little research before committing to a certain

course of action. That course of action sometimes leads to more business
for Ernst & Young, which is a nice side effect of the Ernie service. As

of early 1997, Ernie had 350 subscribers, had answered 1,300 questions,
and had generated $1.8 million in sales.9
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MIT faculty and staff will be able to purchase PCs from NECX, Inc. via
the Internet. NECX’s systems will link with MIT’s SAP AG business
systems to approve the purchase. Billing, payment, ordering, and all
recordkeeping will be automated. Students can buy PCs in the company
store via the NECX system. Web purchasing reduces expenses for
MIT.10

Office Depot, Inc. and Boise Cascade allow businesses to purchase
products over the Internet. General Electric Company’s numerous sup
pliers are handling billions of dollars in procurement via its extranet.
The Sabre Group and American Express handle business-to-business
travel booking electronically.11
VHA, Inc., a health-care cooperative located in Irving, Texas, connects
its 1,400 members via an extranet. Hospitals, nursing homes, and equip
ment manufacturers are able to trade with each other more effectively.
More significantly, the extranet has reshaped the way VHA looks at
information technology (IT) responsibilities. A steering committee heads

extranet development, which is decentralized at the business unit level.
Both marketing and IT have had to let go of traditional controls to
make the extranet work.12
Organizations are changing the way they do business as they implement
electronic commerce. Corporate controls are being relaxed, manage
ment structures are being decentralized, publishing policies are being

changed, and business partner relationships are being altered. Companies
are combining marketing, IT, and senior management expertise for
extranet development.13
How do you begin creating an extranet? A simplified 12-step approach
is as follows:

1. Assess your needs.

2. Review the market for extranet software products. Determine
whether any custom coding will be needed.

3. Set priorities.

4. Develop a detailed product plan.
5. Conduct a joint design session among information systems (IS),
business units, and key business partners.

6. Visualize the user’s experience on the extranet.
7. Develop a prototype.
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Figure 5-1: Extranet Software Spending.14

1996

$22.4M

1997

$53.3M
S226.6M

1998

1999

$1.05B

8.
9.
10.
11.
12.

Test for usability.

Revise the prototype on the basis of the testing results.
Test for performance and security.

Revise the prototype on the basis of the testing results.

Launch the extranet.15

There are many sticky areas with extranets. What if the site goes down?
A contract should specify business responsibilities so that legal issues are

spelled out clearly. What if your site uses Java and one of your business
partners has banned Java? How much time will you have to spend train
ing extranet users at other companies? Many new questions will be
raised in implementing an extranet.16

Products
Vendors are racing to develop electronic commerce products. The large
software companies all have solutions. Microsoft offers a commerce

server; details can be found at www.microsoft.com/commerce. Lotus offers
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several commerce solutions, such as Domino Merchant. IBM’s electron
ic commerce offerings can be found at www.ibm.com/globalnetwork/
pr061097.htm. Many businesses are looking for a way to tie their data
base systems to the Web to enable them to offer an electronic com
merce solution.
Chris Leach, of Leach Consulting & Accounting, recommends an elec
tronic commerce product called Internet Business Breakthrough to

some of his customers. It provides a low-cost solution for companies
wishing to set up a Web store that features secure ordering and credit
card approval. Visit the company Breakthrough Software, Inc., at {com
merce, com.

Figure 5-2: Breakthrough Software, Inc.’s Electronic Commerce
Product for Small Businesses.
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Standards
A new standard is emerging to address the need to be able to connect a
large number of businesses despite many disparate electronic commerce
products. Open Buying on the Internet, or OBI, is supported by Office
Depot, American Express, and Ford Motor Company. It is designed to

handle products that are non-mission-critical, such as supplies, cleaning
products, and office equipment. Microsoft and Oracle also back the

standard.17

Global Implications
The global nature of the Internet presents unlimited opportunities and
many challenges for electronic commerce. A French software maker
with sales of about U.S.$1 million started with a French-language-based
Web site. When he translated his software and his Web site into
English, his sales suddenly became global, and they increased 10 percent
in 1996. CEO Serge Charbit expects sales to increase by 50 percent in

1997 at his small business, Traitement Cooperatif & Integration de
Systeme. When his French bank could not handle credit cards over the
Internet, Charbit had to switch to a New York bank. Customs officials

didn’t know how to charge him, so they didn’t bother. Charbit prefers
the Internet to the telephone as an invaluable business tool.18

Should you offer a multilingual Web site? It takes more than translation,
experts say. In Spanish, “home page” is literally “first page,” or “pagina
inicial,” and in French, it’s “welcome page,” or “page d’accueil.”

Pictures, or icons, on the Web site, such as a mailbox, take some
thought, as they can get lost in the translation. “A more universal icon

would be an envelope,” says Yuri Radzievsky, CEO of YAR
Communications, who is globalizing Digital Equipment Corporation’s
Alta Vista site.19
As a way of measuring potential demand for a foreign language site,
many companies look at the countries where their current Web site vis
itors reside. Demand for the type of product you sell and cultural issues

are other considerations in the decision to go global. Flowers, which sell
well in the United States, are not going to sell well in Africa or Mexico,
for example. Prodigy was the first online service recognized by China.

One of its biggest stumbling blocks was the billing system. The Chinese
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pay cash in advance for business services. The Prodigy billing and pay
ment system had to be adjusted to reflect local customs.20
Expensive overseas faxing and midnight calls to non-English-speaking
switchboards have been eliminated for Stephen Bloomberg, a buyer at
Encore Sales Ltd., a distributor of private label merchandise for drug

stores, discount stores, and department stores in Canada. Bloomberg is a
member of Womex, World Merchandise Exchange Online, and can
find potential products and suppliers via this Internet-based service.
Womex caters to the general merchandise trading community and has a

database of tens of thousands of products. Bloomberg now does much
of his contact and negotiation work via email.21

Assurance Products
Many users of the Internet have both security and privacy concerns.
Many customers feel that it is unsafe to purchase on the Internet.
Though losses from fraud on the Internet are large, they are not as large
as fraud losses in other sales areas, such as telemarketing or check writ
ing. Cellular phone fraud is about 4 percent of that industry’s revenue,
yet no one is afraid to use a cellular phone.22

Table 5.1: Annual Fraud Losses23
Internet
Checks
Cellular phones
Telemarketing

$100
$600
$600
$60

million
million
million
billion

Although the losses are small in comparison to those in other areas, con

sumer concerns loom large. Consumers should be concerned about at
least two things: the security of the Web transaction and, more impor
tant, where the transaction information winds up. Does it reside on a
server, and if so, is the server secure? What else will the information be
used for? A number of products and services have been developed to

address those concerns.

Coopers & Lybrand has a New Media group, which focuses on tax and
consulting for electronic commerce endeavors, and a Web assurance ser
vices group, which focuses on user privacy and audience measurement.
Price Waterhouse, in partnership with NetCount, offers Web measure
ment products. Deloitte & Touche has a staff of about 400 computer
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security specialists who make up its Computer Assurance Services
Group. Arthur Andersen focuses on assuring clients about the integrity

of their Web sites.24
Verisign and eTRUST market a product that identifies parties in a Web
transaction. It helps consumers to determine how their information is
being used on the Internet. Three levels of privacy, called Trustmarks,
are available for a Web merchant. Peat Marwick’s Electronic Commerce
practice helped eTRUST to establish the privacy guidelines.25

The AICPA and the Canadian Institute of Chartered Accountants
(CICA) announced WebTrust, a seal of assurance for electronic com

merce. WebTrust will assess commerce sites for predefined criteria that
are designed to measure transaction integrity, information protection,
and business practices disclosures. Verisign, a provider of digital certifi
cates, designed the WebTrust seal.26

Ev Johnson, international director of Deloitte & Touche’s Computer
Assurances Group and the AICPA’s Electronic Commerce Assurance

Services Task Force chairman, says, “The new CPA WebTrust service
presents an opportunity for CPAs to help their clients compete effec
tively and grow with electronic commerce. It will also lead to other

electronic commerce service opportunities.”

A training program prepares CPAs who wish to offer this service. “The
New York session was sold out and most held so far have been at capaci
ty,” says Chris Leach, owner of Leach Consulting & Accounting in San

Diego, California. “The training is going extremely well,” he adds.
Leach has completed two WebTrust engagements already, and a number
of CPAs who have been certified from the training have started engage
ment planning and initial work on upcoming engagements. Unlike audit
engagements, which are declining and don’t really add value to the

client, “WebTrust is an opportunity to provide a service that enhances a
client’s revenues and will directly add to the bottom line,” says Leach.

CPAs who complete the training will add a new service for their clients
and add valuable technology skills at the same time. More information
about WebTrust can be found at www.aicpa.org/webtrust/.

Web Advertising
One way to make money from your corporate Web site is to sell adver
tising space. You’ve probably seen advertising banners on search engines,
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online publications, entertainment sites, and software sites, where they
are most common. Just as TV shows with the highest ratings get the best
advertising, the Web sites with the most traffic are raking in advertising

revenues on the Internet. Those ad banners are expected to pull in
almost $1 billion in 1997. The ads are measured by their click-through

rate, the percentage of times that users will click on the ad. The industry
average is not so good, at 2.2 percent.27 Many ads are targeted to the
user’s use of keywords in a search engine. For example, if I enter “CPA”
in the Alta Vista search engine, I will see an ad banner about CPAs.
E-ads are the next step past banners; these ads will allow the consumer

to buy something in a seamless connection with the ad. AT&T, with
Open Market, will distribute ad banners that will let users purchase call
ing cards from the ads. When the user clicks, he or she will be directed

to a half-completed form that already has the product, price, and special
deal filled in.28

Figure 5-3: Targeted Web Banners.

Top 10 Technology Opportunities: Tips and Tools

What’s the future for Web ads? How about an ad that sends frequent
flyer miles to your account if you buy a ticket? Or getting a discount
when you key in your customer number to a shipping company’s ad?29

EDI
EDI is technology that allows companies to send business transactions to
each other in a standard electronic format. Companies that participate in
EDI are called trading partners. Trading partners send purchase orders,

invoices, and many other types of documents back and forth to each

other. EDI allows companies to become partially paperless and to
reduce data entry costs as transactions move all the way from the origi
nating company’s internal processing systems to the receiving company’s
internal systems.

EDI is an important component of the broader technology of electronic
commerce. What distinguishes EDI from other forms of electronic
commerce is the fact that EDI transactions are formatted according

to strict standards that have been agreed to worldwide. Two primary
standards exist: XI2 and EDIFACT (EDI for Administration,
Commerce, and Transport). An emerging Internet-based standard for
EDI is EDIINT.

Companies that wish to implement EDI over the Internet can look to
vendors such as Premenos and General Electric Information Sendees,

Inc. for EDI products.

Consumer Electronic Commerce
About 7.5 million consumers made purchases over the Internet from
mid-1996 to mid-1997. The most popular product to buy over the
Internet is software. Books, hardware, and gifts and flowers made the

top of the list.3"

Table 5.2: Top Net Purchases31
Software
Books
Hardware
Gifts/flowers
CDs/music
Travel tickets/reservations
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41%
29%
18%
16%
10%
10%
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One site that many consultants have touted as the model for all online
commerce is a virtual bookstore. Self-described as “Earth’s Biggest
Bookstore,” Amazon.com, at www.amazon.com, allows its customers to
order from its virtual inventory of 2.5 million titles. Most of the com

pany’s inventory resides in suppliers’ warehouses, so its carrying costs
are very low. When I type “Jon Krakauer” into the site’s search
engine, a list of matches is displayed, including Into Thin Air, his
recent bestseller about his Mount Everest climb. I click on the title and
see a picture of the cover, a description of the book, and the price.

Anyone who has already read the book can enter a book review for all
to see. There is even a feature for each author to comment on his or
her own book. If I decide I want to buy a book, I click to put it in my
virtual shopping basket.

Figure 5-4: Amazon.com’s Shopping Cart.
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To purchase the book, I enter a secure server in which I enter my name
and address. If I am a regular customer, I can enter an ID and a password,

and my address information will not have to be rekeyed. If I do not wish
to enter my credit card online, I can enter the last four digits and then call
an 800 number to complete the transaction. An email confirms my order
and provides shipping details.

The most significant feature of this site is that it gives the consumer a
choice about how to complete the order. A consumer who is frightened
by press reports about credit card safety online might go all the way
through the order until asked for a credit card number, then stop. At

Amazon.com, there is no pressure to put in the credit card number, so
the company doesn’t lose sales for this reason. If your firm plans to offer
products and services over the Internet, consider giving customers an
option to call and complete the sale the old-fashioned way. Until the
mainstream accepts the Internet as a safe way to purchase items, giving
consumers a choice will be the best option for ensuring maximum
online sales for your firm.

The top ten consumer shopping Web sites, according to Media Metrix,
The PC Meter Company, are the following:

1. doumload.com (CNET’s software library)

2.
3.
4.
5.

www.arnazon.com (books)

www.colnmbiahonse.com (movies/music)
shareware.com (CNET’s shareware collection)
www.hotfiles.com (Ziff-Davis’s software library)

6. www.snrplnsdirect.com (PC hardware discounts)
7. www.onsale.com (PC and consumer electronics auction)

8. www.quc.com (general merchandise)
9. bluemonntainarts.com (electronic greeting cards via email)
10. jumbo.com (software demos and hardware)
At www.dell.com, you can design your own PC and order it online. Dell
saves labor when the consumer can tweak the configuration online
rather than tie up a customer service representative’s time figuring

prices. The consumer saves time that would otherwise be spent holding
on a phone line. The consumer can also endlessly experiment with dif
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ferent configurations without feeling guilty about changing his or her
mind and consuming a customer service representative’s time.

Online stock trading is a huge success story. E-Trade Group, Inc. han
dles about 20,000 trades a day, and its revenue is soaring from online
trading. Charles Schwab & Co. has the largest market share of online
traders. As of late 1997, it had 960,000 accounts representing $68 billion
in assets. Schwab handles about 40,000 trades per day online, which is
more than 36 percent of its volume. Traditional brokerage houses such
as Merrill Lynch and PaineWebber are moving more slowly at the risk
of alienating their brokers.32

Several online tax-filing services have sprung up on the Internet. A
company called TaxFiler offers $35 returns signed by a CPA.
TaxAttack, a firm out of New York, says that it has been online since
1993 and lists all of the names of its staff members on its Web page.

Figure 5-5: TaxFiler’s Web Site.
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Large retailers do not want to be left out of the online odyssey. WalMart is adding 200 products per week to its Wal-Mart Online site.
Electronics sell best, says a Wal-Mart customer service agent. Each order
is shipped by UPS Ground service. Like Amazon.com, Wal-Mart gives
the consumer a choice of entering a credit card number online or com
pleting the transaction over the telephone.

Customers like the shopping experience at 1-800-FLOWERS’ Web site
(wivw.1800flowers.com). “You get the same feeling logging on to their
online store as you would get calling them on the phone or walking into
a retail florist,” says one of the repeat customers of the world’s largest
florist. At 1-800-FLOWERS, the programming staff are trained in cus

tomer service, marketing, and horticulture and are expected to understand
the entire business cycle, not just the technical aspects. You can see that
cross-training in the company’s Web pages; there is a personal touch, and

the pages are designed with the consumer in mind. 1-800-FLOWERS
has won a number of online awards and expects to do $30 million in
1997 revenues, about 10 percent of the company’s total revenue.33
Not all electronic commerce applications are accessed via the Internet.
Tom Thumb Stores, Inc., a grocery chain, offers Peapod, an online gro
cery-shopping network. Customers can order just about everything that

is in the store, use a credit card, and either pick up the groceries or have
the groceries delivered at an appointed time. The service is relatively
expensive, but if you hate grocery lines or the whole grocery-shopping

experience, it may be worth a try.
Some consumers are extremely concerned about the privacy of their
online information. To help consumers get over these fears, four steps
should be considered:

1. Forewarn them about how you are going to use their data.

2. Give them a choice about whether their data will be resold to
third parties.

3. Describe to them the security measures you have for the data.
4. Give them access to the data so that they may change their data.34

Online Banking
Dozens of institutions are offering online banking, and some of them

are offering it free of charge. Online banking consists of two primary
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components: online banking and online bill payment. Online banking
allows the customer to see account balances and to download transac
tions from the bank’s computer to the consumer’s computer. Online bill
payment allows a consumer or business to pay bills electronically.
Exact details vary from bank to bank, but here are the general steps
involved in online banking:

1. You sign up with a bank that offers online banking. Depending
on the bank, you receive a card (like an ATM card), a personal
identification number (PIN), and possibly a password. If you
don’t already have an account at this bank, you set it up at this
time.

2. Different banks offer different access methods. Wells Fargo
offers four choices for online banking: Intuit’s Quicken,

Microsoft’s Money, Prodigy services, or its Internet site.
Citibank has its own proprietary software called Direct Access,
but you can also use Quicken. If you don’t already have the

software for the method you choose, you install it at this time.

3. When you’re ready to bank, you dial in to the bank from your
PC. You can see checking, savings, or credit card accounts. To
receive a list of transactions that have cleared your account,
you click on the download function, and the transactions are
copied to your PC. Most banks still send your monthly state
ment in the mail.

Online Bill Payment
An optional feature of online banking that also happens to be its most
time-saving feature is online bill payment. After you have entered bills

to be paid, you can “send” them to the bank. When the bank receives
the bills, it pays them for you. You can pay anyone this way, from
American Express to your local plumber. All you have to do is give the

bank the person or company’s name and address. The bank is responsi
ble for tracking them down and sending your payment. There is gener
ally no fee for bill payment if you maintain a minimum balance with
the bank.
Behind this online bill payment service is a complicated network of

agreements among thousands of participants in the online community.
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Figure 5-6: Online Banking.

When you pay your American Express bill from a Wells Fargo Bank,
the payment is easily transferred from your account to American
Express, which has an agreement with Wells Fargo. When you pay your
plumber from your Citibank account, chances are Citibank does not yet
have an agreement with your plumber. Citibank actually mails a

cashier’s check to your plumber and any others with whom it does not
yet have an agreement. Many banks require a five-day processing win
dow for transactions such as these. Citibank and other banks are aggres
sively signing up businesses for this network so that more and more
businesses can easily receive online payments.

Consumers and businesses that already have a PC and already keep track
of their finances in Intuit’s Quicken or Microsoft’s Money are poised to
gain from online banking. It takes about half the usual time to pay the

bill online because there is nothing to print out, handle, stamp, and take
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to the mailroom. The cost of office supplies, such as check forms and
stamps, is eliminated.
To address consumers’ concerns about security, most banks devote a
portion of their Web sites to explaining the technology features that
provide security for its customers. Any online break-in is subject to the
same laws as a paper forgery. The consumer is responsible only for noti

fying the bank as soon as he or she discovers any strange activity in his
or her account. At Citibank, a new-accounts representative has advised

me that if you take normal precautions, online banking is as safe as, or
more safe than, an ATM transaction. At least you have less chance of a
stranger walking into the bedroom where your PC is and saying, “Give
me all of your online cash!”
At one conference at which I spoke, I asked the audience how many
had tried online banking. Three CPAs out of about 250 raised their
hands. I hope that’s not average because if so, CPAs are missing out on
the wonderful time-saving features of this technology. Some 16 million

households are expected to bank online by 2000. Online bill payment
will become more convenient when bills are also delivered online.
CheckFree is working with several utility companies on an electronic
bill-presenting system.35
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Technology 1 discussed the importance of being internetworked. Data,
voice, and video travel among the internetworked computers over
transmission lines. That’s where communications technologies come in-

at least some of them. Much of this chapter covers communications
technologies of varying bandwidth. Bandwidth refers to the capacity of
data transmissions, or the size of the “pipe” through which the data
travels. Size also determines speed and can mean the difference between
an exciting Internet experience and a boring one, in which you fall

asleep before the page downloads.
The part of the chapter introduces connectivity options, from one
end of the bandwidth ladder to the other end. The chapter begins
with plain old telephone service, then discusses some newly available

services: digital subscriber lines, cable, and satellite services. The
chapter concludes with two miscellaneous topics in communications
technologies:

1. Voice, or speech, recognition

2. Language translation
Remote connectivity, videoconferencing, and Internet phones will be

discussed in Technology 10, Remote Connectivity. Wireless technolo
gies (cell phones and pagers) will be presented in Technology 9,

Portable Technology.

Table 6.1: Connectivity Options
Option

What It Is

Uses

POTS

Connection via phone lines

56-kbps modem
ISDN
DSL
Cable
Satellite

Hardware
Connection via phone lines
Connection via phone lines
Connection via cable lines
Connection via phone lines
and satellite technology
Data transmission protocol
Connection via phone lines
Data transmission protocol
Data transmission protocol
Data transmission protocol
Data transmission protocol
Data transmission protocol

Voice, Internet,
remote computing
Internet, remote computing
Internet, remote computing
Internet, remote computing
Internet, remote computing
Internet

Frame relay
Dedicated line
ATM
Ethernet
Fast Ethernet
FDDI
Gigabit Ethernet

Networking
Internet, networking
Networking
Networking
Networking
Networking
Networking
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Bandwidth or Bust
Is ISDN (integrated services digital network) dead? Should we buy 56kbps (kilobits per second) modems? These are a few of the many con

nectivity questions being asked today. Most of the connectivity options
can be used for Internet connections and remote network connections.
However, some are strictly network-related.

POTS (Plain Old Telephone Service)
Small businesses on tight budgets and home PC users rely on regular
voice telephone lines when connecting to the outside world. The fastest
analog modems for sale as of late 1997 were 56-kbps modems.

However, the actual speed of the connection varies according to several
factors:

1. Other traffic on the network

2. Noise and line interference
3. Amount of traffic congestion at the server
4. Server response
Because of these factors, an individual will rarely experience the rated
bandwidth speeds that are commonly discussed. Actual speeds experi
enced in connecting via a 56-kbps modem can be as low as 5 to 8 kbps.
However, because this relationship holds true for every connection
option discussed in this section, we will continue to list the rated band

widths of each option presented.

If you still have a 14.4-kbps modem, tell your boss I said it is time to
upgrade. Because your modem is so slow, you are not experiencing the

Internet as it should be experienced. As files get larger and as graphics
explode on the Web, CPAs can expect response times from a few sec
onds to a few minutes to download pages and small files. How long
does it take to download a file? The formula for computing the transfer
time is

Time in seconds to transmit the file = Size in bytes of the file to be down
loaded X 8 + modem speed in bits per second
Using a 28.8-kbps modem to download a 1 MB file yields about four

and a half minutes ([1,000,000 X 8]/28,800). Changing the modem
speed from the rated speed to the actual connection speed as discussed
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above will give a more realistic estimate of download times. Traffic tieups and server response are not factored into this equation.

56-kbps Modems
Several companies have created 56-kbps analog modems that will work
over regular (POTS) phone lines. Unfortunately, two different standards
have emerged:

1. U.S. Robotics has developed a technology called X2. Hitachi
Ltd. and Dell Computer Corporation are supporting the X2
protocol.

2. Rockwell Semiconductor Systems and Lucent Technologies,
Inc. are proposing a standard called K56Flex. Companies sup
porting this protocol include Xircom, Inc., AST Computer,
Inc., Compaq Computer Corporation, Hewlett-Packard
Company, and Toshiba Corporation.1

A uniform standard from the International Telephone Union was
expected to be completed in January 1998. However, vendors did not
wait for the issuance of a uniform standard but began shipping products

in the first quarter of 1997, using one standard or the other. Before buy
ing, you can protect yourself from these “double standards” in two ways:
Find out what standard your Internet service provider supports.
Some offer both, but others only offer one.

Make sure that the modem is upgradable to whatever standard is
adopted. The manufacturer should make available a software
download that will convert the modem to the adopted standard.
What will the speed of the connection be at the higher modem speed?
Most people who are using a 56-kbps modem are seeing a 50 percent
boost in speed over their 28.8-kbps modems and a 34 percent improve
ment over their 33.6-kbps modems. The upload speed of a 56-kbps
modem is limited to 33.6 kbps, and the download speed averages
around 45 kbps.2

ISDN (Integrated Services Digital Network)
If POTS is plain old not fast enough, a CPA can move up the band
width ladder to ISDN (integrated services digital network). ISDN offers
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a fully digital connection, without the analog conversion that is required
in using POTS. Businesses that have branch offices or home-based
workers and small businesses with Internet access are driving the current

demand for ISDN.
ISDN, which has been around for a few years, does not have a lilywhite reputation. Problems with installation, ordering, and pricing are

common. Users who inquired about ISDN in 1996 often got the
runaround from phone companies, and when a supposedly knowledge
able person was reached, he or she didn’t seem to know much about
the technology. Sometimes there is a several-week wait for ISDN instal

lation; other times ISDN isn’t available at all. Installation itself is diffi
cult, and out-of-the-box solutions have not been developed. Pricing for
similar services varies from cheap to expensive, depending on the city.

Still, ISDN is a good next step for a small business when 56-kbps
modems are too slow. It is also widely available, unlike several other
newer technologies that we will discuss in this chapter.

Two kinds of ISDN services are offered:

1. BRI (basic rate ISDN) provides both voice and data transmission
at speeds up to 128 kbps. You can split the lines and use one

for voice and one for data traveling at 64 kbps. The best pack
ages offer unlimited hours from $50 to $75 per month. Some
packages charge by the hour. Setup will cost $100 to $400.
Instead of a modem, you’ll need a terminal adapter, which will

cost about $100 to $300.3

2. PRI (primary rate ISDN) provides speeds up to 1.54 Mbps
(megabits per second), the same speed as a T1 line (discussed
later in this section).

Figure 6-1: POTS

versus

ISDN.
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You’ll need to decide whether to buy an internal or an external ISDN
adapter. Internal adapters are much easier to install but have two draw
backs. They have fewer analog phone ports to which to attach your
voice and fax lines, and they do not work when your PC is off (since

they are connected to the PC power source). External adapters are diffi
cult to install and often require the installation of a high-speed serial

interface board, which costs about $50, to make up for a slow serial port
connection on the PC. The top three ISDN internal adapters recom
mended by PC World in August 1997 were:
w Diamond Supra NetCommander

si U.S. Robotics Sportster ISDN 128K
« Tiger Jet PCI ISDN

The top three ISDN external adapters, again recommended by PC
World, were:
ss Zyxel omni.net
« Hayes Accura ISDN

w U.S. Robotics Courier I-Modem4

All of these products support the multilink point-to-point protocol,
which means that they support the two 64-kbps B (for “bearer”) chan
nels independently or together in a 128-kbps connection. Each B chan
nel has its own phone number.5 If you are on the Internet at 128 kbps
and a call or fax comes through, the adapter can drop one of the B
channels and answer the call or fax.

Besides automatic B-channel allocation and incoming call-bumping,

look for other options such as phone support, number of analog ports,
number of analog devices capable of ringing, caller ID support, warran
ty, and price when purchasing an adapter.6
Be warned about billing differences between ISDN and analog calls.

With ISDN:

1. Charges start from call initiation, not connection.
2. If you surf at the top speed of 128 kbps, you are actually using
the two 64-kbps ISDN lines together. Staying on for 50 hours

will be billed as 100 hours if your plan is based on single-chan
nel hours.7
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ISDN is available in most urban and suburban areas except New Mexico.
Many Internet service providers are capable of handling ISDN.8

DSL (Digital Subscriber Lines)
DSL (digital subscriber lines) is a new technology that uses existing cop

per phone wires and enables users to connect to the Internet at speeds
that are even faster than ISDN speeds. It was invented to provide video
capabilities over phone networks, a concept that never caught on.
Luckily, it is ideal for data-related services.9 DSL will handle voice, data,

video, text, and image transmissions. Carriers like it because it is easier

to install than ISDN. DSL technology can be used for remote access to
the Internet and to corporate networks.
There are several kinds of DSL:

« IDSL (integrated digital subscriber lines), a hybrid of ISDN and

DSL, offers speeds from 28.8 to 128 kbps.
s Symmetric DSL or DSL/384 runs at speeds up to 384 kbps.10
s HDSL (high bit rate DSL) provides a transmission speed up to

768 kbps.
is ADSL (asymmetrical DSL) is available now in some areas. The
term “asymmetrical” refers to the fact that data can move faster
downstream (receiving) upstream (sending). Initially, ADSL
provides a downstream speed of 1.5 Mbps and an upstream

speed of 64 kbps. Ameritech, GTE, US West, and Bell Atlantic

were a few of the companies that were testing ADSL in 1997.11
Of the DSL types, ADSL is receiving the most publicity. The asymmet

ric nature of ADSL currently limits its suitability for heavy two-way
applications, such as videoconferencing, but in the future, ADSL will be
useful for consumer applications, Internet access, or one-way video.

DSL technology is available in the 14 cities that are served by US West
and costs $175 per month.12

Cable
Faster than either ISDN or DSL, cable, at transmission speeds up to 30
Mbps, seems a promising technology for the future. Cable lines are an

alternative to regular telephone lines as a way for a home or business to
gain Internet and company network access. More than 90 percent of
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residences are wired to receive cable (technically CATV, or community
antenna television) over a coaxial (coax) cable network. A cable modem
is required at both the receiving and broadcast locations.13

One problem with cable is that the wide pipe of data goes only one
way: downstream. To correct this, the cable infrastructure needs to be
upgraded to allow two-way data transfer. Another problem is the indus
try’s lack of standards. Still another problem with cable is that the line is
shared with others in the neighborhood. If everyone is surfing at once, a
degradation in speed will occur.14

Continental Cable offers Internet cable service in Boston and Detroit.
Subscribers get unlimited 1.5 Mbps download and 300 kbps upload
speeds plus regular Internet services for $50 to $60 per month. @Home

offers a modem, Ethernet card, and email service; is available in cities
such as Seattle, Baltimore, and Phoenix; and costs $35 to $50 per month.
Time Warner’s service is offered in San Diego, Albany, and Columbus.15

Figure 6-2: Hughes’s DirecPC Web Page.
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Satellite
Access to the Internet via satellite is now available throughout the
United States. Hughes Network Systems offers DirecPC, a product
that accesses the Internet through regular phone lines as well as
through a satellite connection.16 DirecPC offers transmission speeds
up to 400 kbps. It works in conjunction with a PC and consists of
an adapter card that is installed in the computer, a satellite dish, and

a cable to connect the two. The 24-inch satellite dish must be

assembled and is installed outside. It must be carefully aimed along a
clear path to a specific satellite in the sky. The adapter card fits in
any open slot in the PC, and the cable is connected from the PC to

the dish.
To access the Internet with DirecPC, you connect via phone lines

(either POTS or ISDN) to the Internet service provider (ISP) of your

choice. The Internet data that you request is sent to the satellite’s IP
(Internet protocol) address-by the telephone line-and the satellite for
wards the data to your PC.

The satellite dish costs about $500, setup fees cost $50, and there are a
variety of usage packages to choose from. The monthly fees are charged
by the number of bytes downloaded instead of by the number of hours
accessed. One package includes a $10 fee plus 60 to 80 cents per
megabyte downloaded. Some plans limit the time of day you can access
the Internet. These costs do not include the ISP’s monthly fee or the
telephone line charges.17

Frame Relay
Frame relay is a packet-switching technology that enables data trans
mission over networks. Speeds generally range from 56 kbps to
1.544 Mbps. Frame relay handles “bursty” (sporadic) traffic best and
will handle text and graphics data. It was not designed to handle
voice traffic, but vendors have compensated for this limitation by
developing products that provide this capability. Frame relay is a

cost-effective alternative to dedicated lines (discussed in the next sec

tion).
By 1996, 15,400 companies were using frame relay.18 The 1998 revenue

earned from frame-relay services is expected to be $9.1 billion.19
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Frame relay is most effective in connecting local area networks (LANs)
that are separated geographically and networks that do not have a great
deal of traffic. Its strongest benefit is its cost, which can be as much as
30 to 40 percent lower than that of dedicated lines. On the negative
side, frame relay does not handle voice well and has a higher risk of los

ing data.2'1 High-speed frame relay, at speeds of 3 to 12 Mbps, has just
recently become available.21

Dedicated Lines
Dedicated lines are telephone lines that companies lease for their exclusive
use. The only traffic that is allowed on a dedicated line is the traffic of the
company that leases the line. Companies use dedicated lines for access
between two locations, such as a regional office and headquarters. The
price for dedicated lines is significantly higher than that for regular phone

lines. Dedicated lines are categorized by their bandwidth capabilities.

T1
A T1 line offers transmission speeds of 1.544 Mbps. It can be divided
into 24 lines. The cost of a T1 line varies by distance but averages from

$1,000 to $3,000 per month.

Fractional T1
If a company does not want to commit to a full T1 line, fractional T1

lines are available at half, one-third, or one-quarter of the throughput
and cost of a regular Tl.

T3
A T3 line supports a transmission speed of 44.736 Mbps and is one of
the fastest connectivity options. Also one of the most expensive, a T3
line costs around $47,000 per month.

OC3, OC12, OC48
An OC3 line supports a transmission speed of 155 Mbps, OC12 sup
ports 622 Mbps speeds, and OC48 offers performance at 2.4 Gbps (giga

bits per second).
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High-Speed Protocols
ATM (Asynchronous Transfer Mode)
Initially, you might think of automated teller machines when presented
with the abbreviation ATM, but to communications specialists, ATM
stands for “asynchronous transfer mode.” It’s a packet-switching tech
nology that enables high data transmission speeds over LANs and

WANs. It performs at speeds of 45 Mbps and higher. ATM supports
voice, data, and graphics; is good for multimedia applications; and is
very expensive. About 500 to 1,000 large companies use ATM.22

Ethernet
Ethernet runs at 10 Mbps and is the predominant switching technology

for corporations.

Fast Ethernet
Fast Ethernet runs at 100 Mbps and is an alternative to FDDI, described

below.

FDDI
FDDI (Fiber Distributed Data Interface) is an optical fiber technology
that runs at 100 Mbps and is very expensive.

Gigabit Ethernet
Gigabit Ethernet is an emerging standard. It runs at 1 Gbps. Its simplici

ty is a benefit; however, its lack of quality of service is a disadvantage
compared to ATM’s quality. Only a handful of companies are even
familiar with this technology, and products are not expected to be avail

able until late 1998.23

Bandwidth’s Role in Our Future
Bandwidth will play a critical role in shaping the future of the Internet
and how we are able to digitally communicate with each other. Many
experts say that we are only a few years into a multidecade phenome

non called the Internet. Some experts are calling the Internet that we

know today “Internet 1.” How fast it will morph will depend in large
part on how quickly more bandwidth becomes available and how

affordable it is at the higher speeds.
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Internet2, also called the University Corporation for Advanced Internet
Development, is a consortium of 116 universities, vendors, and govern
ment agencies that is studying advanced networking. The consortium’s
members access a physical network called vBNS (very high performance

backbone network service), designed primarily by MCI. The vBNS is a

five-year cooperative agreement with the National Science Foundation
(NSF) and contains 14,000 miles of Synchronous Optical Network
(Sonet), ATM switches, and routers on an IP (Internet Protocol) net
work. The consortium members and selected other NSF members
access the network through gigabit capacity points of presence
(gigaPOPs), which route packets through the network at high speeds.
Other technologies not widely available on the commercial Internet that

are available on vBNS include protocol-independent multicasting, IP
6.0, and bandwidth reservation. Cisco, Sun, and IBM contribute hard
ware to this federal program, which is expected to run for another two
and a half years.24
Another high-speed network, called Next Generation Internet, was ini
tiated in 1996 by President Clinton and will be overseen by five gov
ernment agencies.25

Voice Recognition
If you suffer from carpal tunnel syndrome, hang on. Hope is on the way
in the form of voice recognition software. Don’t throw out your key
board yet, however. Although voice recognition products look promis
ing, I found none of them quite “ready for prime time.”
Desperate to transcribe some diaries, I broke my own rule (don’t buy
release 1.0 of anything) and bought two of these packages this year. My

recommendation: Save your money until the next release. IBM’s
VoiceType, at less than $100, includes a headset with a microphone and

the software. It was easy to install and included a wizard that adjusted
the sound to your voice. Maybe it was my Southern accent, or my sen
tence fragments, but I never experienced the 90 percent accuracy rate
promised—I never made it past about 50 percent accuracy. I tossed that
package in the trash and threw more money at the problem, in the form

of about $250 for Dragon Systems’ Naturally Speaking. It came with the
exact same microphone that IBM provided. During setup, I recited for

30 minutes so that the software could adjust to my voice and phrasing.
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When I started reading my diaries into the microphone, the text that
appeared on the screen was closer than IBM’s package but still not accu

rate enough to be useful to me.
If you are truly suffering from carpal tunnel syndrome or have a disabili
ty, this package could be a godsend. If you need to create basic corre
spondence and are very poor at the keyboard, this package may provide

some time savings for you. If you do a lot of dictation, you might wish

to try this tool. For the rest of us, I recommend waiting for the next
release.

At the high end, some physicians are finding success with packages that

are specially designed with a medical vocabulary. Likewise, attorneys
find speech recognition systems with legal vocabularies invaluable to
their practices. These packages start at about $10,000.

Figure 6-3: Globalink’s Comprende Offers Push-Button
Language Translation.
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Language Translators
As individuals from many countries speaking multiple languages con
verge in business, language translation software is in high demand. Email
packages are beginning to offer desktop language translation for mes
sages. Several products are available that will convert a document or a

Web site from one language to another.
One leader in translation software is Globalink, Inc. The Web site at

comprende.globalink.com offers a demonstration of its Comprende soft
ware that can translate several Web pages into one of six languages at
the push of a button. Monthly translation services range from $20 to
$50, and corporate pricing is also available.

Communications Technologies: General
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Traffic was really rough this morning. I stumbled from my bedroom,
stopped in the kitchen for some coffee, and tripped over a cat toy on
the way to the office, which is in a converted bedroom, just through

the living room. At least a few days a week, 11 million telecommuters

in the United States look forward to similar types of traffic snarls while
going to work.
Telecommuting and the virtual office are two different things, but there
is overlap. For individuals who are employed by a company that has a
building somewhere, the process of telecommuting is working for that
company, but not in its main building. Telecommuting can mean

working from home, or it can mean working from another company
location. A telecommuter may work at home for a few days a week,
then work at the office during the rest of the week.
The virtual office involves employees who can work anywhere,
whether at home, on the road, at clients’ sites, or at various employers’
sites. These employees tend to need more portability than traditional

Figure 7-1: Some Virtual Office Workers Work from their Cars.
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telecommuters do. A good example of a virtual office worker is a field
sales representative.1

A telecommuter or virtual office worker might not have a permanent
desk. When visiting the office, he or she may be assigned a temporary

desk for the day. This is called hotelling. Some companies have a pool
of empty desks, available for telecommuters on a rotating basis or on

a particular day. Some do not even have desks for telecommuters
because if they are in the office, they should be in meetings instead of

at a desk.

An entire business can be a virtual office. All you need to be in business
today is a Web site and a phone number. You do not really need a
physical location. Think of the overhead savings when all of your
employees work at home and are linked via a network. Think about
how a virtual office can price its services competitively in comparison to
those of an office that is burdened with square footage, paper files, and

furniture. Several CPAs have already “gone virtual.”
Michael Harnish, CIO of Dickinson, Wright, Moon, Van Dusen &

Freeman, says that tomorrow’s professional will be a “professional
resource to business without regard to geographic location but with
increased accessibility to his clientele. We will be known for the exper
tise we possess and our ability to deliver.”
Numerous technologies are available to assist the telecommuter and
the virtual office worker. Both types of workers must be connected
to a network to send and receive their work. Remote connectivity,

videoconferencing, and Internet phones are covered in Technology
10; the Internet and networks were covered in Technology 1; and
the communications piece of a network, including ISDN, was cov
ered in Technology 6. Portables, such as laptops and personal digital
assistants, are covered in Technology 9. Mail technologies are cov
ered in Technology 8. That leaves a number of business issues and

trends to cover in this chapter. The outline for this chapter is as
follows:
■ Telecommuting, including the business benefits of telecommut

ing, implementing telecommuting, and telecommuting equip
ment and payment policies

The virtual office, including a discussion of other virtual places

■ A word about further resources
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Telecommuting

The Business Benefits of Telecommuting
Both employee and employer benefit from telecommuting. When

offices can be shared, employers enjoy a reduction in overhead. This
includes expenses such as rent, utilities, janitorial, and parking.2
The teleworker is more productive; some studies cite 15 to 20 percent

improvements. Distractions are decreased for the worker, reducing
errors in work. Absenteeism is reduced by about two sick days per

employee per year.3
Companies can attract and retain the best talent with telecommuting as
an incentive. One CPA says that his firm offers telecommuting because
it attracts a “high-caliber employee—entrepreneurial, self-motivated,

creative, thirsty for knowledge.” Often, he continues, the individual
who has been downsized or taken early retirement is interested in this
arrangement and “whew! What a gem we get on our team!”
Another CPA says that offering telecommuting means his company does

not have to lose talent if someone has to move or for some reason can
not work in the traditional way. He says that it’s an opportunity for
negotiation and a chance to keep the talented person.
Recruiting good people is one of the great challenges of our profession.
Telecommuting expands the geographical boundaries of a talent search.
Telecommuting can also be sold as an employee benefit during recruit
ment. Furthermore, it makes it easier for firms to hire talented individu

als who are mobility-impaired.4

The employee benefits in a number of ways. He or she saves commute
time, reduces wear and tear on the car (or transportation expenses), and
can work in a quiet, uninterrupted environment. Quality of life is
improved by offering a better balance between work and personal life.

Customers benefit too. Because of staff flexibility, telecommuting often
allows a company to offer expanded customer service hours.
Telecommuting is good for the environment as well. It keeps cars off
the roads, saves wear and tear on highways, and reduces pollution.5

A number of employees have flexible work arrangements at Middleton,
Burns & Davis, PC. Its telecommuters connect over ISDN lines via
Cisco 700 series routers in a remote node connection to its
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IntranetWare 4.11 network. (ISDN was explained in Technology 6;
remote node will be explained in Technology 10.) The employees have
access to the same information on the network that the workers in the

office do. The telecommuter’s office phone extension is forwarded to
the second B channel of the ISDN line while he or she is at home.

When customers call in, they never know that the employee is not at
the office.

Jim Lancaster, manager of information technology for Middleton, Burns
& Davis, lists the benefits of a flexible work force:

1. “We can continue to use good employees who have chosen to
stay home and raise a family. They can work as much as they

want, whenever they want. This also applies to employees who
have chosen semi-retirement.”

2. “The part-time employment helps us smooth out the cyclical
labor demands of our industry. This allows us to maintain a
lower permanent staff, which lowers our fixed costs.”

3. “Our implementation of this has driven sales of our Network
Services group. When clients see what we are able to do inter
nally, they want it for themselves.”
Telecommuting is especially suitable for small- and medium-sized busi
nesses, but large companies can also benefit. At NCR, branch offices

have been closed, 8,000 sales and service employees are telecommuting,
and operating expenses have been cut by 10 to 45 percent in the last 18
months. Merrill Lynch has 400 telecommuters; it has a lab setup where
telecommuters can try working away from management before commit
ting to the project. Both NCR and Merrill Lynch conduct their

telecommuting projects with internal staff.6

J.P. Morgan & Co. has 600 telecommuters, and Morgan Stanley & Co.
has 500 telecommuters. These companies decided to use an outside
consultant to run the project. Other companies that are getting started
with telecommuting include Hughes Aircraft Company and Chevron.7

Implementing Telecommuting
Several companies have implemented successful telecommuting projects
and are reaping the benefits. The most important step is the first one:

obtaining executive management support of the project. Once that is
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done, a comprehensive policy should be drafted that covers all employ
ees. The IT department’s involvement is critical: These people must
help with remote connectivity and the technology tools that go with
telecommuting. Any legal issues should be researched, including work
er’s compensation issues.8
Some of the steps involved in telecommuting include the following:
Obtain an executive sponsor for the project.

Develop a telecommuting project team.

Develop a telecommuting policy.
Develop a telecommuting training program for employees and
managers.

Develop a telecommuting agreement for employees to sign.
Select the initial participants.

Train employees and managers.
Purchase and install equipment and prepare the workplace.

Continue to monitor and refine the program on the basis of
feedback from the initial participants.

Continue to recruit, select, train, and implement additional
telecommuters.9

A number of items must be covered in a telecommuting policy. A few
ideas are listed below:

1. Define telecommuting and flexible work arrangements at your
company.

2. Develop criteria to select telecommuters. Some jobs will be
selectable; others will not. Employees who have excellent per
formance ratings should be allowed in the program; employees
with certain performance deficiencies should not be allowed in

the program.

3. Cover the principles of telecommuting. List what is required of
employees in terms of hours, scheduling, workspace, commu
nications, business needs, and dependent care.

4. Present a lot of guidelines and advice. Give managers some
ideas about how to manage telecommuters, how to keep com

munication channels open, and how to make them feel part of
the group while they are gone. Give telecommuters some ideas
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about how to stay motivated, how to organize their workdays,
and how to handle interruptions.

5. Cover equipment policies. Determine standard equipment, and
state whether the company or the employee pays for furniture,
equipment, and insurance. Outline responsibilities for setup,
training, and help desk functions.

6. List the requirements for data security, physical security, and
disaster recovery for the remote location.

7. Document how the program will be monitored. Will company
representatives visit the telecommuter’s home workspace? How
often will reports be required of the manager and telecom
muter to document progress? How long will the telecommuter
be given to adapt to the new environment? (The process can

take up to 90 days.)10
Two critical pieces of telecommuting programs include marketing the
idea and training the employees. The program should be constantly

marketed to continue to attract new telecommuters. Employees must be
trained in the use of their new equipment. Both managers and employ
ees must be trained in a number of soft issues.

The manager of the telecommuting worker is sometimes the hardest
person to convince. No one wants to lose control of his or her employ
ees. That’s where top management support can be critical. The man
agers should be trained to evaluate the productivity of their workers, as
well as how to assist them with home office setups. The managers must
also know how to handle policy questions that come up and how to
deal with reimbursements for travel expense and monthly phone
charges.11
Sometimes workers are nervous about telecommuting. Will they lose
valuable face time with upper management if they are not in the office
five days a week? Will telecommuting affect their promotability? How
will they stay connected with their peers? Managers must understand
how to keep the telecommuter connected to the workgroup. This can

details such as making sure the employee receives all of the communica

tions that others in the group do and handling how the employee picks
up mail.
Michael Harnish says, “Companies need to understand the social

dynamics of individuals and the collaborative processes by which they
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work. The challenge of the virtual office will be for people to remain
part of the group consciousness while working-that will begin to shape
the true virtual office of the future.”

Telecommuting Equipment and Payment Policies
A telecommuter needs, at a minimum, a desk and a chair, a PC or ter

minal, and a communications link. Whether the company or the
telecommuter pays for this equipment varies widely. Gil Gordon, presi
dent of Gil Gordon Associates, a telecommuting consultancy, says that
employees often pick up the tab.12 However, the tide is turning. As
telecommuting programs evolve, more employers are covering the
expenses. Employees who wish to begin telecommuting should find out

what their financial responsibilities are expected to be before commit
ting to the program. This should be covered in the company’s telecom
muting policy.

Even though they can expect to save $1,500 to $5,000 per desk in real
estate costs, many companies won’t spring for a desk and a chair at the
telecommuter’s home. Merrill Lynch, for example, will not. American
Express will, but the telecommuter gives up rights to a desk at the

office. Other issues such as home decorating (color requirements) often
get in the way as well.13
Both Merrill Lynch and Amex will pay for a PC or a laptop and dock

ing station and phone lines,14 as do most companies. Should the work
station be a desktop PC or a laptop? In most cases, a laptop and a dock
ing station are most effective, but the choice will depend on the mobili
ty of the worker. (Laptops and docking stations are discussed in

Technology 9.) If the worker telecommutes full time, always works at
home, and does not travel, a desktop PC may be best. If the worker
commutes two days a week and goes to the office three days a week, a
laptop is portable and can be used in both locations.
Besides a workstation, the teleworker may need a printer, a copy
machine, and fax capabilities. Most companies do not offer a copy

machine, and few offer printers. Fax capabilities are easily offered with
software. These items should be negotiated at the beginning of the
telecommuting program.
A communications link is necessary for telecommuters, and a number

of technical solutions are available. The deciding factors include the
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distance between the teleworker and the office, how much data will

be transferred between locations, and how often the network system
will be accessed. Response time must be acceptable with any solu

tion; otherwise, the worker will not be as productive as he or she
could be. Many companies have settled on ISDN as a solution for a

teleworker in a fixed location. Merrill Lynch springs for an ISDN
line, a frame-relay connection, or a regular phone line for each tele
worker.15 In the case of a virtual worker, the link will be whatever is

available on the road, usually a POTS line but sometimes an ISDN

line.
Phone bills can be difficult to control. Employers will want to monitor
these expenses carefully and ensure that employees are on the best plan.16

Employees who live in one location and work in another commonly
travel to the office at least once a month. The company should pick up
their travel expenses.

The Virtual Office
The term “virtual office” is often used to refer to a company’s Web site.
That’s not really what we’re talking about in this chapter. To be a true
virtual company, you may have a Web site, but you do not have a

physical location, other than perhaps a post office box.

The virtual company takes full advantage of technology. Employees can
live in different locations and are connected remotely by a network.
Files and email can be shared via the network. Phone calls and faxes
will need to be routed seamlessly to the correct worker. Collaboration
software can be used to bring the workgroup together virtually.
Software that enables file sharing and whiteboarding allows two or
more workers to discuss and revise documents online. Communication
among workers is important: daily status reports, frequent group emails,
telephone conversations, and occasional face-to-face meetings can
improve productivity.

The virtual company may take advantage of contract workers, tempo
rary workers, and outsourcing arrangements so that it can expand and

contract with the projects it is working on at the time. Most CPAs have
developed an extensive social network of associates who can be pulled

in as necessary for projects.
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A company that wishes to become virtual can do it in steps. Some jobs
or departments lend themselves more easily to the virtual office concept
than others. Those departments are the ones to start with to begin real
izing the benefits of being virtual.

Virtual Places
A number of virtual places besides the virtual office have been created.

Cybercafes or Internet Cafes
You can access the Internet while sipping a cup of coffee at one of the
world’s 1,200 cybercafes. Such cafes exist in Europe, Asia, Africa,
Australia, South America, Canada, and the United States. Check out
one in your area by visiting the guides at Yahoo (Society & Culture;
Cyberculture; Internet Cafes), www.netcafeguide.com, and www.curiouscat.com/travel/cybercafe.htm.17

Wired Places to Stay
At DoubleTree Hotel, the Business Club offers a place to go for travel
ers who have work to do. It’s equipped with copy machines, fax
machines, and a computer printer. The services are free to Club Hotel
guests. Mini-offices furnished by Steelcase, Inc. are available, and food
and beverage service by Au Bon Pain Bakery Cafes can be ordered.

Wired Places to Live
The Grand Millennium in New York, a 205-unit condominium and
residential hotel, was built with telecommuting in mind. It offers a T1
line and an email account to every apartment, unlimited access to the
Internet, and someone called a Cyber-Cierge to help with technical
issues. In addition, the residences are networked together, forming their
own virtual community.18

A Word About Further Resources
There are a number of great resources on telecommuting and the virtual
office. Check out Gil Gordon’s Web site for a comprehensive FAQ,
tips, and more sources on telecommuting.
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Figure 7-2: Gil Gordon Associates’ Web Site.

Pacific Bell’s Web site contains a 47-page guide to telecommuting.
Many soft issues are presented in this write-up, including a detailed
checklist on how to get a telecommuting program started. You can find

the guide in Adobe Acrobat format at www.pacbell.com/products/business/general/telecommuting/tcguide/tcguide.pdf.
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'“Technology FAQ,” at www.gilgordon.com.

"PacBell Telecommuting Guide, at www.pacbell.com/products/business/general/telecommuting/ tcguide/tcguide.pdf.
PacBell Telecommuting Guide, at www.pacbell.com/products/business/general/telecommuting/ tcguide/tcguide.pdf
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A quote from Computerworld describes how important email has become
to us:
At this point, there is no technology that is more strategic for us
than electronic mail. When the electricity goes off, people first
notice that they can’t send email, not that the lights are off, said
Leslie Maltz, director of computing communications and resources
at the Stevens Institute of Technology in Hoboken, NJ.1

Many companies have discovered the power of email. The worldwide
market for email software is projected to grow from $1.4 billion in 1997

to $2.1 billion in 2001.2 However, email is not all a bed of roses. Users
have wrestled with corrupted attachments, junk email, and the com
plexity of managing enterprise-wide email applications, to name a few
thorns. In this chapter, I’ll cover the following:
Email etiquette
Email features

Email packages
Email management challenges

Retrieving Internet email while away from the office
CTI (computer telephony integration)

Tomorrow’s email

Email Etiquette
There’s a whole subculture around email. How do you learn about email

etiquette? Few CPAs would stop to take a class on email, even if they
could find one. Most CPAs, like anyone else, learn about email by trial
and error. I can tell by the messages I get that some know the “rules”
and others do not. Since email is such a strategic tool, it’s a good idea to
take the time to learn about the tool and the etiquette required to use it.

We’ll cover a number of brief points in this section:
Choice of email over fax or phone

Timing

Content
Signature
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Abbreviations
Emoticons
Privacy
Formatting replies

Choice of Email Over Fax or Phone
We have a number of tools to choose from when communicating with
others. Choosing the right tool can be an art. Some people prefer email
over phone calls (I do) and tend to get annoyed at people who call
when they could have simply sent email (I do), saving an interruption
(or worse, phone tag) as well as long-distance charges. However, my

rule is to be sensitive to my customers’ preferences (in most cases).
Some conversations need to be two-way right away; for these, a phone
call is still best. At other times, a fax is the ideal communication tool-for
example, if a signature must be viewed, the message is short, or email is
not available. Sometimes, even snail mail is best, as when an original
document or an item that cannot be digitized, such as a gift, needs to be

delivered.
Individuals who become stuck in a habit and are resistant to change,

including the adoption of email, can be a problem. Most of the time it’s
best to confront these individuals directly and give them some guide

lines as to when to use which communication tool.

Timing
Since email is almost instantaneous, an instantaneous reply might be
expected. Of all the CPAs with whom I have traded emails, Janet
Caswell wins the prize for prompt replies. Her email service pages her
when the email is sent; even on Sundays, I receive a reply within an
hour. (Nancy Cohen, you are a close second, and I appreciate it!) The
point here is: What do your customers expect? Have you ever asked
them? Setting guidelines for reply time with individuals that you email
frequently is a good idea. One CPA firm makes it clear that it will

respond to emails faster than to phone calls. The word has gotten out
among its customers, and the culture has spread. Now the firm enjoys

the lower costs of email and can pass the lower costs on to the clients
who participate in email exchanges.
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Figure 8-1: Are Your Customers Anxiously Awaiting Email Replies?

Content
Effective writing skills are still as important in email messages as they are

in letters and other paper correspondence. Do not ignore spelling and
grammar. Before you hit the SEND button, proofread your email;
you’ll probably be surprised at what you find.

Signature
Most email packages allow you to create a short text file that will be
appended to each email message that you send. You can include your
basic company information so that you do not have to type it from

scratch each time you send an email. Name, title, phone number, email
address, physical address, and Web site are among the items to be con
sidered in a signature file. Look in your email software’s options or pref
erences to find this feature.

Abbreviations
As if the alphabet soup were not already quite thick, acronyms and

abbreviations (or TLAs-which stands for “three-letter acronyms,” even
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though they are not all three letters in length) are frequently used in
email. If you know that your recipient is new to email, you might wish
to go light on the shortcuts, at least at first. Here are a few examples:
Cg> grin

BTW: by the way

IMHO: in my humble opinion (or IMO: in my opinion)
LOL: laughing out loud
ROTFL: rolling on the floor laughing

Emoticons
Emoticons, or smileys, are those little pictures that can be made with

keystrokes. An example of an emoticon is the smiley face, shown
below:
:) or :-)

or

(: or (-:

(left-handed, or Australian)

Emoticons are often found in email, since it is not easy to express emo
tion just in words. If you are making a joke in an email and the recipi
ent takes you seriously, it could lead to confusion or worse. An emoti

con can display the tone of the message. A few emoticons are listed
below:

:-( sad
;-) winking

#-) what a night
:-o shocked or yelling
:-1 frowning

:A) smiley with profile

Be careful not to overuse emoticons, or you’ll be marked as a beginner.
No more than one per paragraph is a good rule.

Privacy
An email is never private. A number of people beside the intended

recipient could read your email: the network administrator, an incorrect
recipient, the Webmaster, anyone to whom the recipient forwards the

message, and anyone who has access to the recipient’s files. These are

some of the items that should never be handled via email:
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Comments about employee performance, unless they are about
an award or are for corporate-wide consumption
Personal identification numbers, such as Social Security, credit
card, and bank account numbers

Passwords
Confidential information, such as salaries, unapproved promo
tions, or unannounced acquisitions
v Anything illegal or anything that could be incriminating in a
court of law

Formatting Replies
When you reply to an email, most software will provide the previous
message in the body of the reply as a starting point. In most packages,
you can tell where the previous message is because each line is preceded
by a
(Some packages set the previous message in italics instead.) If
the original email contains many questions, it’s helpful to insert your
response just below each question. If it is not clear which part of the
text is your message, precede your lines with a “**” or your name or
initials. An example is shown below.

Original message:

Sandi,
What is your last name? Do you like salt on your french fries? Did

your favorite team win Sunday?
Jim

Reply:
Jim,

See ** below for answers.
> Sandi,
>What is your last name?

★★ Smith
>Do you like salt on your french fries?

**Yes.
>Did your favorite team win Sunday?
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**I’m afraid not. How about yours?

>Jim
When Jim replies to me, the software will attach a second layer of “>”
so that the original message will be marked with “>>” and the reply to
it will be marked with “>”. A series of messages and replies is called a
thread.

Email Features
An email package should be selected carefully, as it will significantly
affect the productivity of all your employees.

An email system automates three functional areas:

1. The function of the user agent (UA), which submits and
receives messages.

2. The function of the message transfer agent (MTA), which
stores and forwards the messages.

3. The function of the message store (MS), which holds the mes
sage and allows it to be selectively retrieved.3
All three functions are found in products such as Lotus cc:Mail,
Microsoft Mail, and IBM PROFS.

I remember working on a version of PROFS, a proprietary corporate
email system, over a decade ago. As Internet email explodes, a company

must integrate its corporate email system with Internet email. Luckily,
vendors of these old systems are moving toward Internet standards to
make the transition easier. Also, enterprise-wide systems are just now
appearing, such as Sun’s Internet Mail Server, which can support thou
sands of users instead of hundreds, as most products do today.4 If your
company is working with a proprietary mail system, it might face con
straints in the type of mail client it can select.
Additional features to be discussed in this section include the
following:

Standards
Email attachments

Newsgroups
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Organizational aids: folders and search features
HTML formatting

Filters, agents, and rules features
Innovative features
Security features

Standards
The standard protocol of Internet email is SMTP (Simple Mail Transfer
Protocol), which defines the message format and the message transfer
agent. An SMTP server will route SMTP messages through the Internet
to a mail server, where they can be stored.
Since SMTP handles text only, MIME (Multipurpose Internet Mail
Extensions) was developed to deal with binary file attachments. MIME
encodes the files using one of two encoding methods and decodes it
back to its original format at the receiving end. A MIME header is

added to the file, which includes the type of data contained and the
encoding method used. MIME will be discussed further in the next sec
tion, on email attachments. S/MIME, a secure version of MIME, will
be discussed briefly with security features of email.
One common type of mail server is POP3 (Post Office Protocol 3).
When a user logs on to retrieve email, the messages are sent to the
user’s computer, transferred to the hard disk, and removed from the

mail server. The user then views the email.
Another type of mail server that is emerging and that is expected to gain

wide compliance is IMAP (Internet Messaging Access Protocol), which

is more sophisticated than POP3. A user can be selective about what he
or she downloads and can store messages on either a server or a local
hard disk. Mailboxes can be shared, and a user can access multiple mail

servers. IMAP4 is the latest version.5 Both the client and server must
support IMAP4 to benefit from its features.6
To better manage the address book feature of email packages, you might
want a package that supports LDAP (Lightweight Directory Access
Protocol). LDAP is a protocol that is used to access a directory listing. It
enables corporate users to share a single directory.7 LDAP will make

searching for an email address on the Internet speedier and is expected

to make possible a global white pages on the Internet.8
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Email Attachments
Have you ever received an email with a lot of extra characters of gob
bledygook (sorry-another technical term) at the end? It happens because

the SMTP standard was designed to send text, not binary (word pro
cessing, spreadsheets, etc.) files. When you attach a file, the email pack
age must make it look like text before it can be sent. The software
encodes the file for sending. Then the recipient’s software decodes it.
Problems occurs when the software packages at the two ends support
different encoding methods. There just happen to be three of them:
UUencode

Base64, a subset of MIME, becoming the most popular
BinHex, primarily for Mac users
You’ll want to know which standards your package supports. A chart of

the most common packages and online services is shown below.9

Table 8.1: Common Packages and Online Services
Email Programs/Services

Eudora Pro
Microsoft Exchange/
Windows Messaging
Microsoft Internet Mail
Microsoft Outlook Express
Netscape Mail
Netscape Messenger
Pegasus Mail
America Online
CompuServe
Microsoft Network
Prodigy Internet

UUencode
Receive
Send

Send

Base64
Receive

BinHex
Receive
Send

Y

Y

Y

Y

Y

Y

Y
Y
Y
N
N
Y
N
N
Y
Y

Y
Y
Y
Y
Y
Y
Y
N
Y
Y

Y
Y
Y
Y
Y
Y
Y
N
Y
Y

Y
Y
Y
Y
Y
Y
Y
N
Y
Y

N
N
N
N
N
Y
N
N
N
Y

N
Y
Y
Y
Y
Y
Y
N
N
Y

If you are using a Netscape browser, your attachments are sent in the

most common format: base64. In Microsoft’s Internet Explorer, you can
change the setting to base64 as follows:

1. Start Internet Explorer, then Outlook Express by selecting the
Mail toolbar button.

2. From the menu bar, select Tools, then Options. Select the Send tab.
3. Choose the plain text radio button, and then click the Settings
button to the right of it.

4. Where it says Encode Text Using, find the drop-down window
to the right and select base64.
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Figure 8-2: Change File Attachment Settings
Outlook Express.
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Here are two more tips (challenges), passed on by Donald Dale of
Goodman & Company, that will help you save time in handling file
attachments:
k

Check incoming attachments for viruses. (Refer to Technology
3 for a discussion of viruses.)

g Use and encourage the use of standard file extension naming.

If you allow your software package to name the file extension (the three
letters after the period in the file name) for you, it will be named on the
basis of software standards. Some standard file extensions are listed
below as examples:
.doc: Microsoft Word

.xls: Microsoft Excel
.mdb: Microsoft Access
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s .ppt: Microsoft PowerPoint

■ .wpd: Corel WordPerfect
■ .wk5: Lotus 123

■ .txt: text (can be read by Notepad or any ASCII editor)
■ .rtf: rich text format (can be opened by any word processor)
s .pdf: Adobe Acrobat Reader

■ .htm, .html: Web page (can be opened by any browser)

■ .gif, .jpg, .bmp: graphics formats (can be opened by a number

of graphics packages)
■ .wav, .ra, .au: sound files (can be opened by a number of sound
packages)
Every software package has its own unique three-letter extension. If you

are still locked in DOS/WordPerfect habits and you use the file exten
sion as part of the file name, stop it! It causes an extra hassle for the

people to whom you send the file. If you haven’t told them what type
of file you are sending, they’ll have to guess or send an extra email back
to you asking that question. If you do use standard file extensions, the
receiver can simply double-click on the file while in Windoves Explorer
(or File Manager), and the file should open, assuming that you and the

receiver have the same software. This brings us to the next point.

When you send files, remember that some recipients might not have the
same software version that you do to open them. Never fear, there are sev
eral tricks to get around this. Before you begin sending files back and forth,
find out what software your recipient has. If it is different from yours, you
can often create a copy of the file in the converted format. Bring up the file
in your software, and then choose Save As from the File menu. Look at the
drop-down choices at the bottom of the Save As window, where it says
Files of Type. You can often find a file type that your recipient can read. For
word processing files, when all else fails, use rich text format (.rtf). Almost
any word processing software package can read this format.
An added help is that the software is getting much smarter these days.
Word 97 reads WordPerfect files without blinking, for example.

Newsgroups
A few email packages allow you to read newsgroup messages using the
same format as email. These packages include Netscape Messenger and

Microsoft Outlook Express.10
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Organization Aids: Folders and Search Features
The ability to organize your email into folders is an important feature of
any package, and most packages allow you to create your own folder
structure. Search capabilities vary widely (Eudora Pro and Outlook

Express are the most cumbersome), so if you need this feature, you’ll
want to test it thoroughly before choosing a package.11

HTML Formatting
The newer email packages, Netscape’s Messenger and Microsoft’s
Outlook Express, allow you to format messages in HTML format.
Using HTML, you can choose special fonts and colors for your mes

sages. You can also embed graphics and hyperlinks in your messages.
However, unless your recipient has one of these two packages to read

the HTML-formatted message, he or she will still see the black and
white message, possibly with puzzling formatting codes mixed in.12

Filters, Agents, and Rules Features
Most packages allow you to set up filters to process certain email in special
ways. For example, if you get an email from the president of the company,
you might want it to go to a high-priority inbox. When you are traveling,

you might want your email to be forwarded to a co-worker. Filters will do
this processing for you. The filtering features of email packages vary wide
ly. Pegasus Mail and Eudora Pro have the most robust filtering features.
Some packages, such as Juno, do not have any filtering capabilities.13

Innovative Features
Email packages are becoming more creative—at least the one from E
Corporation called eMail 97 1.4 is. It offers language translation in six
European languages and two-way paging.14

Security Features
You’ll want to determine how you can secure your email messages. A
standard known as S/MIME (secure MIME) has been adopted by most
packages. You can digitally sign messages so that your recipient knows that
they are from you. You can also exchange encrypted messages with other
individuals who use S/MIME. To use it, you must first obtain a public
key certificate, which verifies your identity. Certificates can be obtained

from an authorized vendor such as Verisign. Netscape Messenger, Outlook
Express, and E-Mail Connection all support this security feature.15
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Another way to encrypt email is to use PGP encryption, available from

Pretty Good Privacy, Inc.

Email Packages
A few of the latest email client packages that are available include the following(some of these have more enterprise-wide features than others):

■ Netscape’s Messenger (part of Netscape Communicator 4.0)
■ Microsoft’s Outlook Express (part of Internet Explorer 4.0)
■ ConnectSoft’s E-Mail Connection 3.1a
■ Qualcomm’s Eudora Pro 4.0

■ David Harris’s Pegasus Mail 2.5316
■ Banyan’s Beyond Mail Professional Internet Edition 3.0
s NetManage’s Z-Mail Pro 6.217

Figure 8-3: Netscape’s Messenger.
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Which packages are CPAs using? When attendees at the July Tech ‘97
AICPA computer conference were polled, the email packages, in order
of votes, were as follows. (The survey did not distinguish between serv
er and client systems, so the answers are mixed.)

Microsoft Exchange, by a landslide
Corel GroupWise

■ Lotus cc:Mail
* Netscape

■ Lotus Notes
■ Eudora

Note works
■ Office Logic
■ Pegasus18

Figure 8-4: Microsoft’s Outlook Express.
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One CPA shared a testimonial for Microsoft products: “We enjoy the
use of MS mail products—Exchange, Outlook, and Windows
Messaging. Each staff member uses Outlook in our firm to send email

internally on our LAN or WAN and to transmit email out to the
Internet at large. It is nice to have an integrated product.”
John Gill, of John J. Gill, CPA, uses WinGate, an inexpensive mail
proxy server that allows him to use one dial-out to his ISP for Internet

access. He says, “WinGate will route email in and out of our LAN,
thus allowing for only one dial-up connection to our ISP. Our
WinGate license is less than $200, and allows multiple people (up to
about six) to be on the Internet at one time, without an expensive
router or firewall.”

K■■
Email Management Challenges
While email is a great boon to communication, it also presents unbe
lievable headaches. We’ll cover some in this section:

■ Misuse
■ Volume
s Spam

■ Space
■ Clogged mailboxes

■ No one’s home

Misuse
There are some things for which email should not be used: bad news,

criticism, and any personnel issues.19 Some people who would rather not
confront someone in person might send an email instead. This is dan
gerous for at least two reasons: When you put something in writing, it
always sounds harsher because there is no body language. Pasting a smi
ley at the end of a criticism doesn’t make it any softer either.
Furthermore, email is a one-way medium; the recipient has no chance

to present a defense. So if you have this kind of news to deliver, pick
up the phone or walk down the hall instead.

Another misuse of email is using it to deliver news to someone in the
next cubicle. It got so bad at Computer Associates International that
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chairman Charles Wang pulled the plug on email and limited its use
during working hours. Managers were getting 200 to 300 emails a day.
A majority of the mail consisted of copies, or CCs. People were using
this kind of email to cover themselves. Now companies are recom
mending limiting the use of CCs. At Ernst & Young, system-wide
emails are forbidden.20
Some people think that email is like a phone conversation, but it is actu
ally more like a formal, written document. Ask any lawyer. If you do not
want what you say to be part of the permanent record, use the phone.21
A lot of email winds up being personal. “VCR for sale” and “2 tickets

to the opera” are typical subject lines. Company policy should be clear
on whether this kind of email is permitted.
I have received a lot of jokes via email lately. This is fine with me; as a
speaker, I am constantly looking for new material that I can work into
my presentations. Is it getting a little out of hand at corporations? A

recent audit at one Mobil site showed that jokes were present in 43 per
cent of emails. At Software Spectrum, the percentage was 42 percent.

And at Texas Instruments, 22 percent of emails contained jokes.22 What
is your company’s policy on jokes in email?

Volume
The number of email messages some people get is a problem. In 1994,
776 billion email messages were sent over U.S. corporate networks. In

1997, the number was expected to hit 2.6 trillion. It is predicted to
reach 6.6 trillion by 2000.23
The volume problem can be attributed to other problems, namely mis
use, described above, and spam, unsolicited email, described below. The
use of filters, a feature of most email packages, can help to manage large
volumes of email.

Guy Kawasaki, an Apple fellow and author of How to Drive Your
Competition Crazy, shares how he reduced his pile of email significantly:

s Cut down on the number of email accounts that you have. (He
had eight.)
b

Hire someone to answer email for you.

■ Set up a filter to delete anything with

“sex”, “adults only”,

or “make money at home” in the subject field. Kawasaki deletes
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messages with subjects written in all caps because, he says, only
idiots and spammers would write in all caps, and he doesn’t wish
to hear from either of those types of individuals. He deletes mes
sages with strange email addresses such as opportunity@anything.com, sex@anything.com, and adults@anything.com. He
also deletes email with addresses made up entirely of numbers,

except for CompuServe addresses.
a Watch what you say in discussion groups.
■ Get good software.

a Occasionally delete your entire inbox and see who misses your

response.24

Spam
Spam is the email equivalent of snail mail’s junk mail. When you see
subject lines such as “make money fast” and “retire in paradise,” the

best way to handle these messages is to delete them outright without
reading them. Better yet, set up a filter to block them. But filters are
not very effective against spammers, who hardly use the same account

twice.
An administrator can block messages from mail programs that spammers
use. Floodgate, Mass Email, and Extractor are spam generators. You

might be able to set your software to block messages from these programs.
The Computer Incident Advisory Capability team of the Department of
Energy issued an advisory on how to get rid of spam. You can find it at

spam.abuse.net/spam/tools.26

Space
Stored email messages can take up a lot of room, so one IS department
decided to start charging for it. After the memo was distributed, 40 GB
of email was deleted. A number of IS departments in larger companies

charge for email, either by volume or by storage space used. Here are a

few tips to cut down on storage requirements:
« Avoid excessive use of CCs. (Where have we heard that before?)
■ Minimize replying to long threads of messages.
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Figure 8-5: How

to

Get Rid

of

Spam.

■ Point people to a file on an intranet or Web site instead of
attaching large files.

■ Don’t be a packrat, keeping every email you receive.
■ Move email messages to shared storage devices.27

Clogged Mailboxes
Receiving large file attachments at best clogs up a mailbox and at worst
brings down an entire network. There are a few alternatives. First,
newer systems with the IMAP4 standard will allow users to selectively
download the messages they choose, bypassing large attachments if they

are out of town, for example. Second, FTP (File Transfer Protocol) can
be used instead of email technologies to transfer large files. FTP allows
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users to send files from one computer to another. A CPA can send files
from the company’s server to a customer’s server, for example, instead
of to the customer’s mailbox. A program such as the freeware called
WS-FTP is commonly used to transfer the files. This method is very
easy and efficient.
If the customer’s security arrangements do not allow such a transfer, an

intermediate site such as a Web site can be used to transfer the files. I
use this method with a few of my clients. For each client, I create password-protected subdirectories or subfolders on my Web site. I transfer
the files from my computer to the Web site using FTP. I notify the cus
tomer of the password and that the files are out there. The customer can
use his or her browser at any time to retrieve the files. It is just like
downloading Internet files; the customer does not need to know what
FTP is.

Figure 8-6: Using FTP Files Instead of Email.
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No One’s Home
Have you ever sent an email via a Web site and not received an answer?
Ed Zollars points out that some people “get an email address, put up a
Web page, and then never check their mail.” He says that “if you tell
people email is a way to reach you, be sure to take the steps to make it
useful.”
Igg ~
Illi? IIS wli

Retrieving Internet Email While Away From the Office
If you travel frequently and need to check your Internet email while
you are away, you’ll want to select an ISP that has local dial-in numbers
wherever you expect to go so that you can avoid costly long-distance
bills. There are a number of national and international ISPs to choose
from. A few that offer services outside the United States include
America Online, AT&T WorldNet Service, Concentric Network
Corporation, IBM Global Network, Netcom On-line Communications
Services, and PSINet, Inc.28 Do your homework before each trip by
obtaining the telephone numbers in places you’ll travel to.

Won’t it be a great day when Internet access will be available like
cash machines are now, all over the globe? Until then, consider iPass, a company that provides international roaming access by part
nering with hundreds of local ISPs all around the world.29 With iPass, I finally found an economical way to check my email from
Kathmandu.
Internet kiosks are popping up at airports and shopping malls so that
you can check your email without lugging your laptop on trips. GTE
has installed several kiosks around the country. If all you want to do is
send email, you don’t even need an account with an ISP. The cost is 33
cents a minute, payable with a credit or debit card, for a Pentium PC
with ISDN access. US West is installing kiosks at hotels and convention
centers. Its screens have averaged 100 logons per day.3"
If your corporate mail sits behind a firewall, the choices for retrieving it
without a personal laptop are limited. If your IS department allows you
to forward mail to an ISP, you can get it by using a service called
Hotmail. All you need is a browser to retrieve your email. Hotmail is a

free service, supported by advertising.31
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CTI
CTI (computer telephony integration) systems have had a bumpy road;

telephone technology and computer technology have not always married
well, because of a lack of standards and the complexity involved. In the
last year or two, companies have begun to gain confidence in the solu
tions and the plummeting prices that vendors are providing. Common
features and examples of CTI will be presented in this section.
The primary advantages of CTI applications are improved customer service
and productivity gains.32 Two call-control APIs (application program inter
face) have been developed to forward CTI applications. The telephony

services API (TSAPI), developed by Novell and AT&T, is designed for
enterprise-level applications and the workgroup. Telephony API (TAPI)
was developed by Microsoft, is Windows-specific, and was designed for
the home or small office user.33 You can find an overview of TAPI at
www.microsoft.com/syspro/technet/tnnews /features/tapidepl.htm.

Most CPA firms have voice mail systems. Brent Goodfellow, of Brent
F. Goodfellow, CPA, has a system called PAL, by DuVoice
Corporation in Kirkland, Washington. He says that employees now
spend more time talking to clients instead of answering the phone, rout
ing calls, and taking messages on “those ugly pink ‘While you were out’
messages.” With the voice mail system, his company saves time,
improves efficiency, and lowers costs for clients. One client even
changed his phone system (from rotary to touch-tone) so that he could

use Goodfellow’s system.

Some CPAs take advantage of the integration in their contact manage
ment systems. Symantec’s ACT! and Goldmine will dial a customer’s
number while displaying a screen of information about the customer.34
You can take notes about what you said in a conversation. I use the sys

tem for follow-up reminders as well as to jog my memory on personal
items, from kid’s names to ailing grandmothers.
My local pizza shop’s computer system contains a feature called screen pop,
which displays customer information while on a call. When I order a pizza

from Pizza Hut, I give the shop my phone number, and its computer

screen displays my address and last order. Sales personnel save tons of time
by not having to take down basic address information with each call.35

Medium and large firms use intelligent routing. A call is transferred to

the correct agent, since the system knows the incoming phone number
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and to whom to route the call. In addition, a company can allow its top
20 customers to leapfrog ahead of other customers in the queue.36
It you have ever called your bank or credit card company for your bal

ance, you probably used an interactive voice response application.

Despite the name, most of these applications work from a touch-tone
phone instead of by voice activation.37
It you are an employee of a virtual office, call following is essential.

Wildfire Communications offers software that integrates calls, messages,
and limited contact management in one service. To set it up, you train
Wildfire to recognize your voice, and you load your business contacts

into its database. You can set up an itinerary to tell Wildfire where you
are going, and your calls will follow, whether you are just in traffic or
out of the country. The service averages about $150 to $200 per

month.38 Janet Caswell uses this service and says, “I couldn’t be as
mobile as I am without it. Wildfire is the key to my freedom to move
about.”

Figure 8-7: Wildfire Messaging.
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Another type of CTI system is the universal mail box. Email, voice, and
fax messages are integrated into one box.39 General Magic offers a prod
uct that combines call processing, email, and fax. Com2001
Technologies takes the Wildfire product idea and adds unified messag

ing in a product called TransCOM “PC as phone.” It is designed for

mobile, small office, and home office users.40
Products that integrate email and voice mail are on the rise. Concierge,

Inc. of Los Angeles has a software product called Personal
Communications Attendant that sells for $199.95. It reads email, fax,
and voice messages that are stored on a PC. Big Sky Technologies, Inc.

of San Diego offers Remark Messaging Assistant for Lotus Notes. It
allows users to listen to email from a touch-tone phone. For 300 to 400

users, the price is $11,995.41

Tomorrow’s Email
The next small step in email, when bandwidth improves, will be video
mail. Don Tapscott describes the future possibilities of email in his book

The Digital Economy:
The benefits of email are not just that messages move faster
(approaching the speed of light compared to mail trucks). Nor that
there is additional convenience in being able to send messages with

the flick of a keyboard to a distribution list. Nor that there is a per

manent searchable record of communications. Nor that “shadow
functions,” like walking to the mailbox or playing telephone tag,
are reduced. Although all those benefits are real enough, the point
is that email is just the beginning of a whole new way of human
collaboration.42
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Move over, Dick Tracy. Step aside, Maxwell Smart.1 At the Microsoft
Partners Conference in June 1997, there were more PalmPilots per
square foot than I had ever seen. James Bond and company would have
been proud of the CPAs who were tapping on and talking into a variety

of hand-held devices. Gadgets are hot and getting hotter; they are the
tools we need to get the work done and stay connected to our offices
while we’re on the road.
In this chapter, I’ll cover the following:
Laptops and notebooks

Portable peripherals

Hand-held PCs and PDAs (personal digital assistants)
Phones: cellular and PCS (personal communications system)

Pagers

Travel accessories for the road warrior
I’ll complete the chapter with a section on laptop security and a few
words on further resources.

Laptops and Notebooks
I’ll discuss basic features of laptops and their variations, such as budget
notebooks, large-screen notebooks, and mini-notebooks. I will also dis
cuss leasing notebooks and give some money-saving tips.
Let’s get terminology out of the way first. What’s the difference

between a laptop and a notebook? The primarily difference is weight:
Laptops range from 4 to 18 pounds (and usually are not more than 12

pounds); notebooks weigh from 4 to 7 pounds. There is a relatively
new category called mini-notebooks or subnotebooks. These devices
weigh 2 to 3 pounds.

Other features of laptops besides weight include the following:
: A keyboard layout that is squished together in comparison to

desktop keyboards

A mouse with an eraserlike tip, a panel, or a trackball
A screen that is active matrix (uses more power) or passive

matrix (not as bright)
? Dual display (ability to use an external monitor at the same time)
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A modem (one that is built-in is best)
Multifunction bays (you can swap between a CD-ROM drive

and a floppy drive)
Multimedia (built-in speakers and microphone)

Expansion capabilities (very important)

Battery (lithium lasts longer; check for length of life)

Power savers (suspend or sleep modes)
Hard drive (a removable one is best)

You’ll encounter the term “docking station” in discussions of laptops.
This hardware is useful to provide extensions to the laptop, such as

attaching it to a network, monitor, mouse, or full-sized keyboard. The
laptop is placed in the docking station to connect to these other items.
Laptops lag behind desktops in speed and power, but they are constantly
catching up. As of November 1997, the faster desktop machines were

300 MHz, and the fastest laptops just hitting the stores were 233 MHz.
You can expect to pay more for portability. A top-of-the-line laptop
often has double or more the price of a comparable desktop unit. Seven
high-end notebooks that were released in late 1997 ranged from $4,500

to $8,000 in price.2 A comparable desktop unit could be purchased for
around $2,000 to $3,000.
Most people believe that laptops will replace desktops in the next few
years. A number of companies have chosen to issue laptops as workers’

primary machines. It’s certainly not practical to have two workstations
for each user: the desktop PC and the laptop. A laptop used in conjunc
tion with a docking station is becoming the workstation of choice for
individuals who need some mobility.
Alternatively, some companies have bought a small pool of laptops that
can be checked out by employees who need to take work home or
travel. For companies that have a heavy investment in desktop machines

or a less mobile work force, this may be an effective solution.

Budget Notebooks
A budget line of notebooks offers a lower price, averaging around
$2,000. For that, you can get a 150 MHz machine from Texas

Instruments, IBM, and others.3 Cnet, a technology news Web site
(www.cnet.com), recommended the Toshiba Satellite 220CDS for
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$1,599 in a roundup of nine notebooks, including NEC Versa 2730M,
Gateway 2000 Solo 2300SE, Compaq Presario 1610, and the HP
OmniBook 2000CS.4

Large-Screen Notebooks
The market for 13.3-inch notebook screens has improved from a mere
1 percent initially to a forecasted 7.5 percent in 1997. If 13.3-inch dis
plays are not big enough for you, you can check out the new 14.2inchers. A few of these products are:
b

Commax Technologies’ Smart M-1000 (14.2-inch display)

b

ChemUSA Corporation’s ChemBook 2700 (14.2-inch display)

s Gateway 2000’s Solo 9100
w IBM’s ThinkPad 765D

if Micron Electronics’s TransPort XKE
b

Mitac USA’s Mitac 5027 (14.2-inch display)

b

NEC Technologies’ Versa 6200MX

b

Toshiba’s 740CDT

> Vertegri Research’s ImediaEngine V7 (14-inch display)

These products average 8 pounds and $4,500.5

Mini-Notebooks
Toshiba Corporation’s Libretto 50CT notebook PC has made the mini
notebook popular. With a speed of 75 MHz and 16 MB of memory,
the 2.7-pound notebook costs $2,000. An upgraded Libretto was
announced at the November 1997 Comdex. The 70CT features a 120
MHz Pentium processor, a 1.57 GB hard drive, and a 6.1-inch active
matrix display for $1,999.6

Mitsubishi Corporation is selling a 2.4-pound notebook called Amity
CN. It has a speed of 133 MHz, 16 MB of memory, and a 1.6 GB hard
drive. Hitachi’s offering in this market was expected to be available by
year end 1997.7

Leasing Options
Compaq, IBM, and Toshiba offer laptop leasing. This option is best
suited to the more expensive laptop models. Prices range from $70 to
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$139 per month, depending on the length of lease and the model.
Leases of 24 months and 36 months are offered. Some of the attractions

of leasing include no down payment and tax-deductibility of the
monthly payment.8

Money-Saving Tips
If you don’t need the latest and greatest model, you may be able to find
a bargain when a manufacturer discontinues a model. January is a time
when stores dump excess stock that didn’t sell at Christmas. Check out
online auction houses, J&R Computer World (a mail-order retailer,
800-221-8180), Price Club, Costco, Best Buy, and Sam’s warehouse
stores.9 I have found some real deals at Office Depot. Some experts say
to find out when the hardware vendor’s fiscal year ends and start dealing
two to three weeks before year-end. (This goes for all hardware pur

chases, not just laptops.)

Figure 9-1: Stretch Dollars with Budget Notebooks, Overstock,
Discount Stores.
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Do not forget about warranty and maintenance factors when price
shopping. Make sure a discontinued has an adequate warranty. If you
have 10 or more laptops to purchase, it’s a better idea to purchase iden
tical models, for maintenance and compatibility reasons, than to buy ten
different models and save a few bucks up front.

Portable Peripherals
In addition to the basic notebook, a number of accessories come in
handy for the traveling CPA. I’ll briefly mention a few storage options,
then modems.
Iomega, which makes the popular Zip and Jaz drives, now has a mobile
drive called clik! A clik! drive holds a 40 MB reusable disk that is the
size of a credit card and costs $10. The drives sell for about $200. They

are designed primarily to work with digital cameras and other portable
devices; they also work with PCs.

Imation has a portable drive that works with 120 MB disks. It is back
ward compatible with 1.44 MB and 720 KB diskettes. The LS-120
SuperDisk Drive works through a parallel port and may be included in
several new notebook models next year, including NEC’s.10
Some CPAs find that it’s a good idea to travel with more than one PC
modem card for backup purposes. Wireless modems are also an
option.

Hand-held PCs and PDAs
This category includes a number of models that are variously called
HPCs (hand-held PCs), PDAs (personal digital assistants), palmtops,
pocket PCs, and hand-held organizers. According to International Data

Corporation, 5.5 million hand-held devices were shipped in 1997, a 77
percent increase over 1996. Worldwide, the numbers are expected to
grow to 16.2 million by 2001.11

Donald Dale of Goodman & Co. has been using a palmtop since 1992.
He finds it “convenient in those meetings or settings where hauling out
a laptop just would not be appropriate to the mood and dynamics of the
situation.”
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Most hand-held PCs come with a keyboard and a stylus that you can
use as a mouse to touch the screen and make selections. The keyboards
are so small that you cannot really type with any speed. The screens are
monochrome LCD displays. The units run on battery power. You can
synchronize them with your PC to upload and download data. The
applications, which vary with each device, include contact management,

scheduling, note taking, and limited word processing and spreadsheet
functions. You can also send and receive email. A few of the products

in this category are the following:
Apple MessagePad 2000 (no keyboard)

Hewlett-Packard OmniGo 100 and, more recently, HP200LX

Psion Series 3c and, more recently, Series 5

3Com PalmPilot
Sharp Zaurus ZR-3500X12

You can expect to pay between $300 and $1,000 for a HPC, which

includes the unit price and accessories such as modem, adapter, email,
and browser software.

The PalmPilot
A division of 3Com Corporation called Palm Computing, Inc. makes
the PalmPilot. This electronic datebook and scheduler fits in your hand.
It sells for $249 and has sold over one million units. That’s two-thirds of

the hand-held market, according to Dataquest, Inc.13 PC World gives

this product a Best Buy rating.14

There are two versions of the PalmPilot: a personal version, at $249,
and a professional version, at $369. The professional version allows entry
of appointments and contacts, note taking, and expense tracking, and
synchronizes with a PC to upload and download data. It can retrieve
email and is compatible with Eudora, cc:Mail, Exchange, and Outlook
97. It can link with contact management software such as ACT!, Lotus
Organizer, Schedule+, Outlook 97, and Ascend, but these links are sold
for an additional price. The PalmPilot weighs 6 ounces.

IBM will join this market in an agreement with 3Com to sell a version

of the PalmPilot under another name, WorkPad. WorkPad weighs 6

ounces, has 1 MB of storage, is expected to work with Lotus Notes, and
will sell for $399.15
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Figure 9-2: 3Com’s PalmPilot Web Page.

Psion Series 5
Both PC World and Wired magazines give the Psion Series high marks.16
The Psion Series 5 was the latest model as of November 1997. The
keyboard is better than other PDAs’ keyboards, there is a built-in dicta
phone, the screen is the largest around, and the chip is the powerful
StrongARM chip, developed by ARM of Cambridge, England, and
Digital Semiconductor.17

Devices That Run Windows CE
Microsoft’s Windows CE, a stripped-down version of Windows, runs as
an operating system on some HPCs. These devices weigh about a
pound and are about 6 inches long, 3 inches wide, and 1 meh thick.

They open like a clam, with a tiny keyboard and LCD panel inside.
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Figure 9-3: Clamlike HPCs Run Windows CE.

The hand-helds that run Windows CE version 1.0 include the following:
■ Casio Cassiopeia All Plus
■ Compaq Mobile Companion Cl40

■ Hewlett-Packard’s HP320LX
Hitachi’s Hand-held PC (HPW-10E4)

■ LG’s Phenom PTRM5F

■ NEC MobilePro 450
■ Philips’ Velo I18

Windows Internet Magazine suggests that roughly 200,000 to 300,000 of
these devices had been sold by November 1997.19 Mobile Computing &
Communications magazine offered First Class Awards to two of these
products: the Hewlett-Packard HP320LX, primarily because of the

superior screen, and the Philips Velo 1, because of its innovative fea
tures.20

There are now 31 applications that support Windows CE. Many of
these are built in, such as Microsoft Pocket Word and Information

Manager. Some of the more popular programs are pcAnywhere CE,
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InScribe for handwriting recognition, TakeNote!, and Desktop To Go
tor data synchronization.21

In late 1997, version 2.0 of Windows CE became available. This version
was intended to support the following:
~ Ethernet
s A C + + , Java, and Visual Basic tool kit

■ 32—bit color display22

at Screen fonts that are easier to read

« Direct printing without third-party software
b

The ability to send and receive email and attachments

■ A personal information manager that supports Outlook
■ A mini-version of PowerPoint (If you will be using this feature,
buy the most memory you can in the HPC: 8MB RAM.23)
■ Limited handwriting recognition24

The Windows CE version 2.0 second-generation HPCs include the fol
lowing:
a Philips Velo 500

s HP 360LX and 620LX

NEC MobilePro 700
™ Casio Cassiopeia A-20
b

Sharp Mobilon HC 450025

In the future, you might see HPCs tor the car, smaller units without the
keyboard (like the PalmPilot), and larger units that are close in size to
Toshiba’s Libretto mini-notebook.26

As these hand-held devices connect to the network, expect more work
for the network administrator and the help desk people. Road warriors
trying new gadgets will be calling in to find out what to do when they
have run out of memory, have trouble synchronizing data, or are unable
to read their email. To ease the burden of support, companies should
standardize the type of equipment that will be supported, and set poli
cies for training and support.27

Next: Wallet PCs?
A new offering will not allow data entry but will be smaller than
Windows CE HPCs. Franklin Electronic Publishers, Inc. will sell a Rex
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PC Companion, which is the size of two stacked credit cards and will
cost $130 to $150 plus $40 for a docking station. Appointments, contact

information, and to-do lists will be downloadable from a PC.28 The
Rex weighs 1.4 ounces and sports an LCD screen.29

There is no shortage of options. Timex Corporation sells a watch that
stores names and addresses. It costs $70.30

gSf » ISi

Phones: Cellular

and

PCS

Part of a road warrior’s tool kit is a mobile phone. There are a few fla
vors to choose from. First, there is the choice of analog versus digital and
in some cases both. Just about everyone I know has a Motorola StarTac.
There are a number of models of this analog cellular phone, some of
which cost under $150 and offer a flip feature for compact storage.31

Cellular carriers that wish to offer both analog and digital have adopted
one of two standards: CDMA (code division multiple access) and
TDMA (time division multiple access). CDMA has been in commercial
operation for less time than TDMA. Digital services tend to have less

static interference than analog lines and are more expensive.32
Qualcomm’s QCP-800 phone is a leader in CDMA digital cellular
phones and offers several features. For a TDMA offering, Nokia’s 2160

is popular.33

There is also PCS (personal communications system), which is a fully
digital service. PCS carriers can offer CDMA, TDMA, and GSM
(Global System for Mobile Communication). GSM is popular in
Europe. Of the PCS phones, Qualcomm’s QCP-1900, which is CDMA
PCS, is one of the top models.34

When choosing a phone, consider the following:

1. Battery type: Lithium lasts longer.

2. Ergonomics: How does it feel against your hand and face, and
can you dial the numbers accurately?

3. Storage: Is the antenna retractable, and how light or heavy is it,
including the battery?

4. Warranty

5. Ease of use: Menu-driven features, separate up and down vol
ume control buttons, and vivid, large display are best.
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6. Special features: Dial an emergency number even when locked,
vibrates with incoming call, data-capable if you need to use it
with a computer, choice of ring tones.35
The line is blurring between PDAs, phones, and pagers with some new
offerings, listed below.
Nokia offers the Nokia 9000i Communicator. It has phone, fax,
Internet, email, pager, and organizer functions. A GSM version of this
phone is popular in Europe.

AT&T offers a service built around its PocketNet phone, which has
cellular capabilities plus a personal organizer, email, and limited
Internet access to news, financial information, and weather. The ser
vice costs $29 per month. AT&T Wireless service can also send email

to a PalmPilot. The $299 phones are available from Samsung,
Mitsubishi, or AT&T. The phones have a battery life of about 4
hours. The software interface allows you to type email messages, but
the interface is difficult to use. The Web interaction is limited because
it doesn’t use HTML, the standard Web language; instead it uses
HDML (hand-held device markup language), which most Web sites
have not installed.36

Pagers
Several companies offer nationwide paging services. SkyTel, PageNet,
MobileComm, and PageMart Wireless are a few of the choices. The
coverage area is limited to the 48 contiguous states, which includes
about 90 percent of the U.S. population. Many levels of services are
available, such as local, regional, national, and international coverage.
The term “international coverage” is misleading; most services cover
only a handful of the world’s 300+ countries.37
Numeric paging is what most people have. (Alphanumeric, or text, pag
ing is the other choice.) Numerous features are available with the ser
vice: voice mail, fax service, your own toll-free number, email, and
news service. You’ll want to review coverage area, response time, fea
tures, and price before deciding on a service.38

The majority of pagers are from Motorola. NEC and Uniden also offer
choices. Panasonic and Sony have a limited presence.39
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Figure 9-4: SkyTel’s Web Page.

A number of CPAs have the SkyTel pager service.

Pagers are used effectively in conjunction with phones, not instead of
them. Calls can be screened with the pagers. Urgent calls can be

returned by using the more expensive cellular options; other calls can be

returned by using less expensive methods.

Travel Accessories for the Road Warrior
I asked a few “road warrior” CPAs to tell me what equipment they

carried. Roman Kepczyk of Boomer Consulting carries a Micron

Transport Kpe notebook. It’s a 166 MHz MMX Pentium with 32
MB of memory, a 2.1 GB hard drive, a CD-ROM drive, and a flop

py drive. He protects it with an APC portable UPS (uninterruptible
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power supply). He carries a PalmPilot and a SkyTel two-way pager,
which are soon to be linked together with new service offerings. He
also carries a phone filter and occasionally carries a remote mouse for

presentations, a Hewlett-Packard 340 Color DeskJet for printing, and
a Visioneer PaperPort Vx for imaging presentations and filing expense
reports.
Janet Caswell, who has a virtual office, carries a Toshiba Satellite Pro
405CS with 40 MB of RAM (which she says is being replaced early in
1998) and a Sharp Zaurus PDA (which she says she will also replace,
with a PalmPilot). She carries a Motorola cellular phone and relies on
SkyTel paging service. She uses SkyTel’s fax system, too, which allows
her to download faxes at any time and anywhere she wants. Janet travels
with an Iomega Jaz drive with the Traveler connection that holds 7-GB
cartridges. She has a backup phone modem and two phone cords but
relies on Ricochet for wireless Internet service while in Seattle, San

Francisco, and Washington, DC. (If you live in these areas, this is a cool
service; see www.ricochet.net.) To print, she has several printer drivers
installed on her laptop and plugs into someone’s printer or faxes the
document to the hotel.
I’ll add a few things out of my bag of tricks, all of which were learned

the hard way. If you will not be at a phone that has touch-tone dialing,

a pocket tone-dialer comes in handy. You won’t be able to retrieve
your voice mail messages without it if you are stuck at a pay phone or
hotel room phone that has the old-fashioned pulse dial.40 This happened

to me in Mustique, an island in St. Vincent and the Grenadines in the
Caribbean. Although Mick Jagger and Queen Elizabeth have property
on this island, the pay phone near the landing strip was still stuck in the
Stone Age, and I was stranded without my messages until we could sail
to the next island and try a different phone. You can get a pocket tone
dialer at Radio Shack.
You might need adapters if the phone is hard-wired into the wall.
Two packages from Teleadapt can fill the bill. Teleadapt’s World Pak
includes telephone adapters, and its Executive Telekit contains a
pocket phone, RJ-11 doubler and coupler, phone cord, line tester, a
few tools, and a book that tells you what to do with all of that stuff.41

Taking a boot disk and Norton Utilities disk recovery software is not a

bad idea. Think of these as juniper cables for your PC, says Wired (an
adult magazine).42
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Laptop Security
Every day, about 726 laptops are stolen in the United States, and that
number is rising.43 Here are a few tips to help keep you from becoming

a victim.
First, find out whether your laptops are covered by insurance. Until a
few months ago, I did not realize that I was not covered. In my case, an

additional policy was required. Many companies that provide laptops for

employees ask that employees take care of the insurance and be respon
sible for any deductible if damage or theft occurs.

When traveling with a laptop, consider putting it in a nonstandard case.
I use a large navy blue backpack with multiple compartments to store a
power strip, a removable CD-ROM drive, CDs, diskettes, and the lap
top. Most people wouldn’t dream that there is a laptop in there. In any
case, keeping an eye on the laptop at all times is essential. When on the

phone or waiting in a line, keep it on the floor between your legs, and
always have it in your line of sight. The airport, hotel, and office are all
high crime areas for laptops. Don’t let your guard down while catching
or departing from a taxi or relaxing in the frequent flyer clubs.

Encourage your employees to keep a low profile when traveling with
equipment. That means using the equipment in public only when nec
essary and refraining from bragging about how many megahertz and
gadgets the laptop has.

There are a few options if you need to leave your laptop in an office or
hotel room. You can use a cable lock, which allows you to chain the laptop
to a large, immovable object, such as a desk. You can use a motion detector
alarm system. One such motion detector system is Defcon 1 from Port, Inc.
You can also use a tracking system. If the laptop is reported stolen, it can be
tracked by a monitoring service. NEC plans to include a service called
CompuTrace, which costs about $50 per year, in its laptops.44
A laptop theft always includes two items: the hardware and the data.
The data can often be more valuable and more costly to replace than

the hardware. You can minimize your data losses in a number of ways.
Before traveling, empty the laptop of unnecessary files, then back it up

fully. Keep the backup in a safe place at the office. While traveling,
users should store existing work on a removable storage drive and carry
that in a separate bag.45
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Figure 9-5: Symantec’s Norton Your Eyes Only Web Page.

For sensitive corporate data, a company policy must be in place.
Password protection is a good start. Encrypting sensitive data is the best

protection. A package such as McAfee’s PC Crypto, Symantec’s Norton
Your Eyes Only, or AT&T’s Secret Agent can help here. For top-secret
projects, two-factor authentication may be warranted. This is where a
password or personal identification number is required, plus a hardware
token such as a smart card, smart key, or token ring. Companies that

offer these solutions include Dallas Semiconductor, Security Dynamics,
Enigma Logic, SCM Microsystems, and Datakey.46

Roman Kepczyk of Boomer Consulting offers some more laptop securi
ty tips:
■ Keep a list of your computer’s make, model, and serial number

in your wallet so that if the computer gets stolen, you can
promptly report the details to an official.
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■ Engrave your company’s name, logo, and phone number on the

PC. Install an identification device that, if removed, will mark
the property as stolen. STOP (Security Tracking of Office

Property) is one example.47

A Word About Further Resources
If you are a frequent flyer, a great magazine to keep up with portable

options is Mobile Computing & Communications. It is online at
www.mobilecomputing.com; however, until a searchable archive of
back issues is added to the site, a subscription is probably the best idea.
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Remote Connectivity

Remote technologies can be used to connect people in far-flung loca
tions or even on two different floors of a building. As the work force
becomes more mobile, traveling employees and telecommuters need to
send work to and receive work from their main offices. As businesses
expand and develop branch offices, remote access technologies can con
nect offices in various physical locations. A virtual company will rely on

remote technologies for communications and connections among its
workers. The market for remote access software and hardware solutions
was expected to increase by 75 percent in 1997, to $4.5 billion.1

The traditional remote access technologies, including remote control

and remote node will be discussed in this chapter. I’ll also present a few
ideas about remote security.

Videoconferencing will be included in this chapter. Although it may not
be considered a traditional remote access technology, it is certainly used

to connect people in different places. For the same reason, I’ll also cover
Internet phones. From a business standpoint, videoconferencing and
Internet phones are two technologies that should be part of the remote
user’s toolbox.

Remote Access Technologies
“Remote access” means being at one computer in one location and
connecting to another computer or network in a different physical loca

tion. Generally, a combination of hardware and software tools enables
this connection. The amount and type of work that can be done
remotely vary with each solution. There are two primary ways to con
nect remotely: remote control and remote node.

Remote Control
With remote control, a person who is physically sitting at one PC can
be operating another PC, whether that PC is across the room or across
the country. Say you are at your office PC but would like to update a

spreadsheet on your client’s PC about five miles away. Remote control
software will allow you to see the client’s PC screen on your PC screen.
The keystrokes and mouse commands that you make at your PC will be
pulled through to the client’s machine and will enable you to control

the applications on the client’s machine.

205

Top 10 Technology Opportunities: Tips and Tools

Remote control is most popularly used for file transfers between two

PCs and for accessing files remotely. The remote user has access to all
files and applications on the remote PC and can save work remotely as
well. It is as if the remote user were right there at the remote PC.
Remote control is also commonly used as an aid between help desk
personnel and users who have a problem or a question.

The remote control software must be loaded onto both PCs. To be
accessed, the remote PC must be turned on and loaded with the remote
control software. While the session is running, the remote PC cannot be
used for anything else. Additional software is available to turn a PC on

and off remotely. This software is handy if the remote computer crashes.
Numerous connectivity options are available in using remote control: a
cable between two computers, LAN or WAN access, Internet access, or

dial-up via phone lines. Some of the remote control products available

are listed below:
LapLink for Windows 95, version 7.5, by Traveling Software
pcAnywhere 32, version 7.5, by Symantec
Carbon Copy 32, by Microcom Systems

ReachOut 7.0, by Stac Electronics
Timbuktu Pro Windows 1.4, by Farallon Communications2
Remote Office Gold by Stampede3

In four separate articles, LapLink was rated highest for PCs running in a
Windows 95 environment.4-7 The product pcAnywhere enjoys wide use

by CPAs.
John Reed of John Reed & Company, CPA, has been using remote
technology for seven or eight years. He uses pcAnywhere32 for
Windows 95 and Carbon Copy for Windows 3.1 and DOS platforms.
He regularly connects to clients’ machines to post journal entries and to

retrieve trial balance files for input into write-up software. This use of
technology saves his clients money in two ways. First, he saves travel
time. Second, he uses lower-level staff members whom he can supervise
while he is at his own office. If a trip to the client’s location were
required, John would send a higher-level staff person to complete the

work, since there would be no way to effectively supervise a lowerlevel person. Despite the technology, he still visits higher-fee clients
about once a month for consulting opportunities.
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Figure 10-1: Traveling Software Inc.’s LapLink Product.

Remote Node
Remote node is the option of connecting to a network as if the PC being
connected were another PC on the network, taking up a network node.
The network must be set up for remote access, either with a dedicated
remote access server or with a remote access module on the primary serv
er. The PC dials in to this server and connects as a node to the network.
Most companies are using ISDN or faster technologies to connect fre

quent users because regular phone line speeds of 28.8 kbps are painfully
slow. The primary advantage to this method over remote control is that

an additional PC does not have to be tied up. Communications software
that is commonly customized must be loaded onto the remote comput
er. To reduce setup costs, training sessions for the remote user are advis
able. Some larger companies even produce their own CD-ROMs for

software distribution to a large number of remote users.
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A combination of hardware and software solutions is available for

remote access solutions. Some include Shiva LANrover, 3Com
AccessBuilder, Xircom Netaccess, and Citrix WinFrame.8 Other ven
dors include Ascend Communications, Microconi, Inc.,9 and Cisco
Systems, Inc. A number of solutions exist, including dial-up, Internet,
and WAN solutions.

Server-based remote access software solutions include Microsoft Windows
NT RAS (Remote Access Server) and Novell’s IntranetWare. Microsoft
is working on security issues with NT RAS and plans to integrate routing
and remote access software in a project code-named Steelhead."’

John Gill of John J. Gill & Associates, offers a couple of remote access
solutions. He likes a new product from Traveling Software (which makes
LapLink) called Point B Net Accelerator. A remote user on Windows 95
who wants to dial into an NT server can telephone in to the Remote
Access Server or via the Internet and work with files on the server.

Figure 10-2: Citrix WinFrame Web Page.
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John also likes WinFrame by Citrix. A remote user can “work directly

from the server at the home office with a 28.8-kbps modem or
Internet connection,” he says. “The remote user gets a screen refresh
of only data which has changed, greatly reducing the amount of data
sent over the phone line.” John says that WinFrame is the “power
solution, head and shoulders above solutions like pcAnywhere,
ReachOut, etc.” He says the cost is about $3,000 to $6,000 and
includes the NT licenses.
Roman Kepczyk, a principal of Boomer Consulting, uses the Citrix
solution when on the road and at home, since he lives in a different
state from Boomer Consulting’s headquarters office. He uses an ISDN
line with WinFrame. Roman says, “The Citrix box is a great solution
for CPA firms. And by making the connection over the Internet, we
save long distance.”

VPN
A new technology, virtual private networks (VPN), will make remote
access significantly more affordable for small and large businesses. A
remote user will dial an ISP (Internet service provider) to get to his or
her corporate network. A company that uses VPN can save on remote
costs, WAN costs, and extranet costs. The costs that are reduced include
frame-relay connections and other dedicated line solutions and the cost
of modem banks.11

Microsoft had developed its tunneling protocol PPTP (Point-to-Point
Tunneling Protocol), and Cisco had developed its Layer 2 Forwarding
technology. The best of both were combined in the new standard for
VPN, which is L2TP (Layer 2 Tunneling Protocol). Vendors are scram
bling to develop products using the new protocol. Customers should
begin to see new products around mid-1998.12

ISPs will be able to create “private, secure traffic tunnels” through the
Internet to a user’s corporate network in a virtual interface. Many users
will be able to dial a local access number provided by the ISP, saving
long-distance charges in addition to the other cost savings. VPN will be
transparent to remote users.13
Team America Inc., a provider of payroll services, will allow 500 cus

tomers to enter timesheet data via a VPN instead of faxing timesheets or

sending them via courier. The company purchased the VPN access
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routers and gateway software that it needed for the network from

Ascend Communications.14

If your Christmas 1997 shopping lines moved a little faster than earlier
years, it was probably because of VPN. MasterCard International
installed a VPN just before the holiday season, and it was expected to
cut transaction times in half. MasterCard was expected to save millions
because of the scalability of the virtual network compared to a tradition

al capital-intensive physical solution. With VPN, the company can scale
up during the holiday season and scale back down during the rest of the

year.15

Remote Access Security
An easy way to break into a corporate network is to find a PC that is
running pcAnywhere, usually in the accounting department, and dial in.
Security consultants did just that in a Fortune 500 company in late

1996.16 Remote access presents new security risks to a company.

Passwords should always be used for remote control sessions. (See

Technology 3 for a discussion of creating secure passwords.) The ID
and password for the remote session should be different from the ID and
password for LAN access. In that way, a hacker who breaks in using a
remote session is confined to one PC’s files, at least for a little while.
Consider encrypting files on any PCs that can be remotely controlled.17
A large number of companies use the callback feature of remote ses
sions. A user logs in remotely, using an ID and a password. The server
disconnects and calls the user back at a predetermined phone number.

An added bonus of this feature is that the company absorbs the long-dis
tance phone costs on the call, usually at a cheaper rate than that of the
user’s phone system.18

All remote access attempts should be logged and reviewed by the net
work administrator.19

HI

Videoconferencing
If you can get used to a little jerkiness, videoconferencing is desktop-

affordable and has quick payback in terms savings on the rising cost of

airline tickets. Sales of videoconferencing systems are growing steadily.
The expected growth is shown in Table 10.1 as units shipped.20
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Table 10.1: Expected Growth on Videoconferencing Units Shipped,
1997-1998
1994
1995
1996
1997
1998

Business

Home

30,000
71,000
200,000
750,000
1.75 million

0
20,000
100,000
1.75 million
3 million

Videoconferencing has been used to speed products to market, bring
team members together more frequently, and even diagnose illnesses
more effectively.21 BankAmerica implemented videoconferencing in its

call centers, where agents handle loans by phone. The system can con
nect off-site managers with call center employees so that weekly meet
ings can be held without travel expense. The videos shown include
training videos, customer success stories, and TV programs. The $2 mil
lion cost is expected to be recovered in two years in the form of
reduced travel expenses and improved employee productivity.22

The market leader for videoconferencing on the high end is PictureTel,
Inc. Prices for room-size videoconferencing systems can range from
$50,000 to $100,000 and are dropping. A videoconferencing system at
the AICPA makes employees more productive. While in New York,
Nancy Cohen, AICPA Technical Manager, and Louis Matherne,

AICPA Director of Information Technology, participated as guests in
the August 1997 Management Consulting Services committee meeting
held in Toronto.

Several desktop videoconferencing packages are available. To get started,
these packages include both hardware and software. The hardware
includes one to three ISA or PCI boards, a small color camera that sits
on top of your monitor, and a microphone.

When the system runs over a LAN, the response is television-quality.
When the system uses a remote connection, it is jerky. ISDN is used for
all of the desktop systems, and an additional network terminator is
required, at a cost of about $100, to convert the ISDN signals. Packages
vary significantly in their limitations and features. Some offer whiteboard
ing and document sharing, and all cost between $1,500 and $2,000 plus
options. Products include PictureTel’s Live200, CorelVideo Remote, and

Intel ProShare Conferencing Video System 200. A system that does not
require a computer is RSI Business Traveler, which costs $7,495.23
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For the small business, there are a few low-cost solutions, such as
Microsoft’s NetMeeting and WhitePine Software’s CU-SeeMe.
These solutions are great for application sharing, but the quality of
the video and audio is generally very poor because of the low band
width.24

I tried Microsoft’s NetMeeting recently. It comes bundled with
Microsoft’s Internet Explorer browser, which is free. I started my

Internet connection, and as soon as I opened the NetMeeting program,
a list of people popped up and my “phone” started ringing. Jeff from
Virginia was calling. I accepted his call. I typed a few lines in the chat
window, but Jeffs voice was already coming through my speakers. I

talked back, using my microphone headset. We brought up the white
board and started doodling. Then I brought up an Excel spreadsheet,
and we pointed to numbers on it.

Figure 10-3: A Virtual Meeting in Microsoft’s NetMeeting.
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Although the sound quality was not excellent (Jeff s voice broke up
while I started Excel), learning the tool is a snap, and the price is a nobrainer. The ability for employees in remote branches to collaborate on
documents that they can both see is outstanding. Enthusiastic clients will
enjoy reviewing their tax return numbers with CPAs who know how to
use this technology. If you have a camera (about $99), you can also see
each other in the small video window in NetMeeting. All in all, video
conferencing is now here for anyone who is willing to start the program.
A product called Netopia Virtual Office from Farallon Communications
enhances Microsoft NetMeeting’s capabilities. You create a Web page
that remote co-workers can visit. If a co-worker visits you and you are
not at your desk, the co-worker can ask to be notified of your return.

You can chat through an intercom system and enjoy all of the other
collaborative features of Microsoft NetMeeting.25

Internet Phones
Software packages are available that allow a user to avoid long-distance
charges by placing calls over the Internet. You might want to try this
technology on your relatives or co-workers before calling customers.
The sound quality is still not up to the standard of a regular phone call.
If you do not mind some degradation in quality, Internet phone tech
nology can save a company money.

If you already have a videoconferencing package, you might not need
Internet phone, since videoconferencing packages have voice capabili

ties. But the sound quality of the video system might not be as good as
that of some of the Internet phone software packages. You company’s
needs should determine which package is the best solution.
Some Internet phone packages offer quite a few features. VocalTec’s
Internet Phone offers voicemail, call-waiting, muting, and call screen
ing. To compete with videoconferencing software, it offers users the
ability to create, view, and edit documents online.26 VoxWare’s
TeleVox Internet phone has a teleconference feature that can handle up
to five people on one call.27

A number of Internet phone solutions are available for well under $100

in software stores. Two that got recommendations from computer news
magazines include VocalTec’s Internet Phone and Voxware’s
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TeleVox.28 29 Basic features to look for in selecting an Internet phone
include sound quality, ease of installation and use, and whether it is
compliant with the existing standard, H.323.

A slight variation on Internet phones is Internet phone service. A ser
vice called Net2Phone, offered by IDT Corporation, has been making
headlines recently. For companies with heavy international long-dis
tance bills, Net2Phone can save about 90 percent of the bill. Again, the

sound quality is not as high as that of regular phone service, but if the
savings are more important, this service might be worth testing. The
PC-to-phone service does not require the person being called to have a
PC. Both regular and cellular phone numbers can be called. IDT has

about 100,000 customers, mostly home and small-business users.30
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The Ranking Process
Now that the top ten technologies have been presented, you might be asking,
“Who decided on these technologies?” or “How were the technologies
ranked?” I’ll answer these questions in this appendix.

The Internet Process
The process of ranking the 1998 technologies started early in 1997. In the
summer of 1997, the 1997 technology list was put on the AICPA Web site to
generate member participation. Members were asked what they knew about
the technologies and how important they felt the technologies were; they
were also asked to add any new ones to the list. Nearly 100 AICPA members
participated in this portion of the project.
AICPA staff further compiled the list of technologies. A list of 73 technologies
was prepared for the next step in the process.

The Lab Process
In October 1997, a group of CPAs who are recognized in the profession as
technology leaders met, under the sponsorship of the AICPA Information
Technology Research and Practices Subcommittees, for one day to produce
the top ten list: the technologies that would most affect the CPA profession in
1998. The group members used a bit of advanced technology in the form of a
group decision support system (GDSS), which allows participants to interact
through networked computers. They met at the University of Arizona campus
in the GDSS lab to discuss, list, and rank the technologies and to answer ques
tions about the profession and about technology in general. Each CPA had a
workstation where comments and ballots were entered into the GDSS.

A strict agenda was followed for the day. After a familiarization exercise, a
brainstorming session was conducted. Questions such as the following were
posed to the group:
■ What do you think is the most significant technology-related chal
lenge facing the CPA profession today and what should be done
about it?
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■ What are the one or two most important key technology challenges
facing our members in auditing, consulting, tax, academia, and man
agement?
The answers to these questions were entered into the GDSS system.

Assigning Stages
The CPAs assigned stages measuring the use and maturity of the technology.
Each technology on the list was assigned a value from 1 to 4, as follows:
1. Stage One: New technologies in, or emerging from, research and
development but not yet in significant use commercially

2. Stage Two: New technologies that are in the early stages of commer
cial use

3. Stage Three: Technologies that are gaining in commercial use and
that are expected to be in widespread use within a few years

4. Stage Four: Technologies that are now used extensively
The resulting stage rankings for the top ten technologies are shown in
Figure A-l.

Figure A-l: Stages
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Ranking the Technologies
To rank the technologies, the group of CPAs considered four functional “fil
ters” plus an overall rank:

1. Auditing, accounting, and assurance. The technology has or will have an
effect on CPAs in public practice and academia who focus on account
ing and auditing and internal auditors in industry and government.

2. Tax. The technology has or will have an effect on CPAs in public
practice, industry, government, and academia who focus on taxation.

3. Consulting. The technology has or will have an effect on CPAs in
public practice and in industry and government who focus on pro
viding consulting services to clients or to internal groups.

4. Financial and Operational Management. The technology has or will
have an effect on CPAs in industry or federal, state, or local govern
ment who focus on financial or operational management (for exam
ple, controllers, treasurers, business managers, and information sys
tems managers).

5. Overall Effect. The technology has or will have an effect on CPAs
regardless of their functional focus.
A simple one-to-ten, integer-only weighting scheme was used. Table A-l
describes the weights.

Table A-l: Weighting Scheme Used to Rank Technologies
Weighting Factor Effect on Filter

1. Lowest effect: Technology has little or no effect on the filter.
2-4. Some effect: Technology probably has or will have some effect, and information
about it might be helpful.
5-6. Moderate effect: Technology has or will have a moderate effect, and information
about it will be helpful to those affected.
7-9. Significant effect: Technology has or will have a significant effect and should be
given some/medium/high priority for AICPA members.
10. Highest effect (to be used sparingly, not more than three to five times for each cate
gory offilters): Technology has or will have a major effect on the filter and should
receive the highest priority for AICPA members.

The CPAs considered the following factors when ranking by filters:

1. Impact on revenue

2. Impact on organizational productivity and effectiveness

3. Impact on personal productivity and effectiveness
4. Impact on risks and exposure
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The Results
From the functional filter ranking, the technologies with the highest means
were placed in order. These technologies became the top ten technologies, as
shown in Table A-2.

Table A-2: Ranking Results

Technology

Accounting,
Auditing,
and
Assurance

Tax

8.10
8.66
9.03

Internet, Intranets,
Networks, and
Extranets
Year 2000 Issues
Security and Controls
Training and
Technology
Competency
Electronic Commerce
Communications
Technologies:
General
T elecommuting/
Virtual Office
Mail Technology
Portable Technology
Remote Connectivity

Consulting

Financial
and
Operational
Management

Overall

Mean

8.36
6.85
7.48

8.83
8.97
8.00

8.71
9.03
8.93

8.96
8.66
8.63

8.50
8.38
8.36

8.34
8.62

8.27
6.61

8.83
8.31

8.66
8.55

8.52
8.31

8.53
8.02

7.76

7.58

8.31

8.54

8.25

8.05

7.03
7.48
8.07
7.69

7.11
7.54
6.93
7.36

7.93
8.25
8.14
8.03

7.72
8.36
7.07
7.48

7.79
7.78
7.62
7.62

7.45
7.91
7.55
7.64

Emerging Technologies
The group was also asked to select five emerging technologies-that is, the five
technologies most likely to move quickly and have a big impact on CPAs and
their clients and employers in the next year. The technologies that received
the most votes included the following:

Agents
Push technology
Smart cards

Auditing electronic evidence
Voice systems

The group continued with two more brainstorming sessions, primarily about
what projects the AICPA should focus on in 1998. A debriefing session con
cluded the day.
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Technologies 11 Through 73
The remainder of the technology list is presented in Table A-3.

Table A-3: Technologies 11 Through 73
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

Disaster Recovery
Image Processing and Document Management
Technology Management
Strategic Technology Planning
Collaborative Computing and Groupware
Business Process Reengineering
Electronic Document Authentication
Integrated Applications
Workflow Technology
Electronic Data Interchange (EDI)
Total Cost of Ownership
Electronic Document Storage
Systems Planning and Development Techniques
Auditing Electronic Evidence
Cooperative and Client/Server Computing
Continuous Auditing (embedded audit modules, continuous testing)
Data Base Connectivity (e.g., ODBC)
Mass Storage
Outsourcing
Thin Client Applications
Agents (e.g., intelligent agents, filtering agents, focusing agents, workflow agents)
Data Warehouse
Global Implications of Technology
Electronic Document Submission (e.g., tax return filing, EDGAR)
Computer/Telephony Integration (CTI) (e.g., Caller ID)
Automatic Identification Technology (e.g., bar codes, magnetic stripes)
Electronic Audit Workpapers
Needs Assessment
Personal Digital Assistants (PDAs) and Personal Information Managers (PIMs)
Push Technology
Distributed Database Technology
Recordable CSDs
Office Equipment Integration
Report Writing
Voice Systems (voice/speech recognition, text to speech, speech to text)
Management and Decision Support Systems (DSS)
Self-Service Applications
Public Online Services
Multimedia (compound documents, voice and image integration)
Societal Impacts of Computing
PC Operating Systems
Distributed Systems Management
Smart Card
Data Compression
Artificial Intelligence
PC Cards (flash memory, modems, network cards)
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58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

and

Tools

Quick Response (QR)
Integrated Systems (plug and play)
Information on Demand (fax on demand, inbound fax-routing software)
Pen-Based Computing and Handwriting Recognition
High-Definition Videoconferencing (videoconferencing, electronic whiteboards)
Open Hardware Architecture
Electronic Cookies
Digital Video Disc (DVD) (e.g., Digital Versitile Disk)
Ergonomics
Network Computers
Global Positioning System (GPS) (smart cars)
Cross Parallel Transmission (billion bits/second fiber)
Photonics
Digital Television (DTV)
Near-Field Recording
Flashpix Technology by Hewlett Packard
CyberDisplay by Motorola

The Technology
At the University of Arizona, the meeting room was equipped with a net
worked PC at each workstation. The software used was Ventana’s
GroupSystemsV electronic meeting software. It captures anonymous text
based messages from a group such as the CPAs and displays the messages as
they are entered into the system. In a way, it is like being in an online
chat room, only it’s a little more organized, and the conversation is a little
more meaningful. (If you’ve been in a chat room, you’ll know what I
mean.)

The software is great for brainstorming and ranking, as was done here. It
allows for collaboration among individuals. The anonymity factor allows shy
people to speak up and prevents talkative individuals from dominating a meet
ing. Individuals who use this type of technology must be pretty comfortable
with technology in general. The tool is a bit overwhelming for the average
meeting-goer who is not particularly computer-literate.

The CPAs
The 29 CPAs who ranked this year’s list of top ten technologies have an aver
age of more than 20 years of professional experience. Public practice, private
industry, education, government, and consulting were represented in the
group. Participants work in consulting, auditing, information technology
auditing, education, financial management, and information technology man
agement, to name a few.
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Each of the CPAs is an AICPA members and serves on one of the following
AICPA committees or is from Canada and represented the Canadian Institute
of Chartered Accountants:

1. Information Technology Executive Committee
2. Information Technology Research Committee
3. Information Technology Practices Committee

4. Computer Auditing Subcommittee
5. Tax Computer Applications Committee

6. Auditing Standards Board

7. Business and Industry Executive Committee
Everett C. Johnson, Jr., International Director of Enterprise Risk Services for
Deloitte & Touche, led the meeting. Andrew Gioseffi, Technical Manager,
AICPA, coordinated the logistics for everyone. A new staff member, Michele
Lombardo, Project Manager, AICPA, was there to assist. The names of the
voting participants were as follows:

Ken Askelson, JC Penney Company

Janet G. Caswell, Janet Caswell CPA, PC
Nancy Cohen, Technical Manager, IT, AICPA

Bob Cuthberson, CICA

Donald Dale, Goodman & Co. LLP
Mark Eckman, AT&T

John J. Gill, John J. Gill, CPA

James Gonet, Price Waterhouse, LLP
Mike Groomer, Indiana University

Wayne Harding, Great Plains Software
Michael Harnish, Dickinson, Wright, Moon, Van Dusen & Freeman
Roman Kepczyk, Boomer Consulting

Carol A. Langelier, U.S. General Accounting Office
Christopher J. Leach, Leach Consulting & Accounting

Jane Mancino, Technical Manager, Auditing and Attest Standards, AICPA
Louis Matherne, Director of Information Technology, AICPA
Robert McCullar, Coates, McCullar & Biggers, P.C.

Barry Melancon, President, AICPA
Janis R. Monroe, MicroMash

Mark Payne, Ernst & Young, LLP
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Gene Prescott, C. Eugene Prescott, CPA
Dana R. (Rick) Richardson, DreamStreet Productions
Carolyn Sechler, Sechler CPA, PC

Ron Seigneur, Seigneur & Co., P.C.

Don Sheehy, CICA

Sandi Smith, Sandra L. Smith, CPA.
George H. Tucker, Ernst & Young, LLP

George W. Wilson, Jr., Turner, Wilson & Co.
Ed Zollars, Hendricks, Martin, Thomas & Zollars, LTD

A camera crew from the AICPA Communications Team, led by Carmela
Chinnici, documented some of the members’ comments about the importance
of technology.

All of these individuals volunteered their time for this process because they are
interested in and dedicated to forwarding and disseminating technological
knowledge and awareness in the CPA profession.
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A brand name for various Microsoft technologies based on its Component
Object Model (COM), many of which are targeted for the Internet.

ActiveX.

ADSL (asymmetrical digital subscriber line). A telephone line that handles high-speed data
such as Internet access, videoconferencing, interactive TV, and video on demand. The
line is split asymmetrically so that more bandwidth can be used from the telephone
company to the customer (downstream) than from the customer to the telephone
company (upstream).

24.ES (advanced encryption standard).

A new encryption standard, the successor to DES.
The government is calling for AES proposals through mid-1998.

agent.

See intelligent agent.

anti-virus software.

A program that detects and removes a virus.

API (application program interface). A language and message format used by an application
program to communicate with the operating system or other system program such as a
database management system (DBMS). APIs are implemented by writing function calls
in the program, which provide the linkage to a specific subroutine for execution.
Thus, an API implies that some program module or routine either is already in place
or must be linked in to perform the tasks requested by the function call.
ATM (asynchronous transfer mode). A network technology for both LANs and WANs
that supports real-time voice and video as well as data. The topology uses switches that
establish a circuit from input to output port and maintain that connection for the dura
tion of the transmission. This connection-oriented technique is similar to the analog
telephone system (POTS).

Verifying the identity of a user who is logging onto a computer system or
verifying the integrity of a transmitted message.

authentication.

In communications, the part of a network that handles the major traffic. It uses
the highest-speed transmission paths in the network and may also run the longest dis
tance. Smaller networks are attached to the backbone.

backbone.

The transmission capacity of an electronic line, such as a communications net
work, computer bus, or computer channel. In this book, bandwidth is expressed in
bits per second (bps).

bandwidth.

This Glossary is based on information contained in Computer Desktop
Encyclopedia, published in CD-ROM format by The Computer Language
Company, Inc., 5521 State Park Road, P.O. Box 265, Point Pleasant, PA,
18950-0265, email: sales@computerlanguage.com. The Author and
Publisher thank The Computer Language Company for its generosity in
permitting the use of its materials.

225

Top 10 Technology Opportunities: Tips and Tools

biometrics. The study of identification using voice, eye, fingerprint, and other human fac
tors for information security purposes.

An area on disk (usually the first sectors in the first disk partition) that is
reserved for the operating system. On start-up, the computer looks in the boot sectors
for the operating system, which must be loaded first.

boot sector.

A virus written into the boot sectors of a floppy disk. If the infected flop
py is booted, it infects the system. For example, the Michelangelo virus, which
destroys data on March 6, Michelangelo’s birthday, infects a computer if the virus
diskette is inadvertently left in the drive and therefore is booted when the computer is
turned back on.

boot sector virus.

bps (bits per second).
system.

The measurement of the speed of data transfer in a communications

A device that connects two LAN segments, which may be of similar or dissimilar
types, such as Ethernet and Token Ring. Bridges are inserted into a network to
improve performance by keeping traffic contained within smaller segments.

bridge.

A program that lets the user look through a set of data. Examples of Web
browsers are Microsoft’s Internet Explorer and Netscape’s Navigator.

browser.

A term that refers to data that is transferred or transmitted in short, uneven spurts.
LAN traffic is typically bursty.

bursty.

cable.

A communications option for accessing the Internet that uses a coaxial cable net
work. Cable can also be the physical material that connects networked PCs.

CATV (community antenna TV). The original name for cable TV, which used a single
antenna at the highest location in the community. Now refers to cable TV.

Using the computer for training and instruction. CBT
programs are called courseware and provide interactive training sessions for all disci
plines. CBT uses graphics extensively.

CBT (computer-based training) .

CDMA (code division multiple access). A spread spectrum technique that converts analog
signals into digital for transmission over the cellular network. It provides up to 35
times the capacity of the analog network.

CD-ROM (compact disc read-only memory).
graphics, and hi-fi stereo sound.

A compact disc format used to hold text,

CGI (common gateway interface). A programming interface used to link Web pages to
databases and other programs. CGI programs are very small and are written in Perl or
some other script or high-level language. They reside on the Web server and function
as the glue between the HTML pages and the databases. For example, a CGI script
would allow search data entered on a Web page to be sent to the database manage
ment system (DBMS). It would also format the results of that search onto an HTML
page that is sent back to the user.
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channel. Information on a particular subject that is transmitted into the user’s computer
from a Webcast site via the user’s browser or push client. It is the Internet’s counter
part of the TV or radio channel.

An interactive discussion (by keyboard) about a specific topic that is hosted on
an online service or the Internet.

chat room.

client.

A workstation or personal computer in a client/server environment.

An architecture in which the client (personal computer or workstation) is the
requesting machine and the server is the supplying machine, both of which are con
nected via a LAN (local-area network) or WAN (wide-area network). Since the early
1990s, client/server has been the buzzword for building applications on LANs in con
trast to centralized minicomputers and mainframes with dedicated terminals.

client/server.

CMOS (complementary metal-oxide semiconductor). A small, battery-backed memory bank
in a personal computer that is used to hold time, date, and system information, such as

drive types.

A high-capacity cable used in communications and video, commonly called
coax. It contains an insulated solid or stranded wire surrounded by a solid or braided
metallic shield and wrapped in a plastic cover.

coaxial cable.

cookie. A file that contains information created by Web sites that is stored on the user’s
hard disk. It provides a way for the Web server to keep track of a user’s patterns and
preferences and, with the cooperation of the Web browser, to store them on the user’s
own hard disk in a cookie file. The cookie files contain a range of URLs (addresses)
for which they are valid. When the user’s browser encounters those URLs again, it
sends those specific cookies to the Web server.

CORBA (common object request broker architecture). A standard from the Object
Management Group (OMG) for communicating between distributed objects. CORBA
provides a way to execute programs written in any language no matter where they
reside in the network or what platform they run on. It enables complex systems to be

built across an entire enterprise.
cryptography. The conversion of data into a secret code for transmission over a public net
work. The original text, or plaintext, is converted into a coded equivalent called
ciphertext via an encryption algorithm. The ciphertext is decoded (decrypted) at the
receiving end and turned back into plaintext.
CSS (cascading style sheets).

See style sheet.

Combining data with voice systems to enhance tele
phone services. For example, automatic number identification (ANI) allows a caller’s
records to be retrieved from the database while the call is routed to the appropriate
party. Automatic telephone dialing from an address list is an outbound example.

CTI (computer telephone integration).

cybercafe. The high-tech equivalent of the coffeehouse. Instead of playing chess or having
heated political discussions, customers browse the Internet and other online services
and discuss the latest technology. CD-ROMs, games, and other “cyber” stuff are avail
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able. The first cybercafe opened in New York; cybercafes are now found around the
world.

Coined by William Gibson in his novel Neuromancer, the term originally
referred to a futuristic computer network that people use by plugging their minds into
it. It is now commonly used to refer to the Internet or to the online or digital world
in general. See Internet.

cyberspace.

DARPA (Defense Advanced Research Projects Agency). The name given to the U.S. Advanced
Research Projects Agency during the 1980s. The agency was later renamed ARPA.

dedicated line.

A communications line that is not shared by other users or organizations.

DES (data encryption standard). A secret key cryptography method that uses a 56-bit key.
DES is based on an IBM algorithm that was further developed by the U.S. National
Security Agency.
digital certificate. The digital equivalent of an ID card in the RSA public key encryption sys
tem. Digital certificates are issued by certification organizations such as VeriSign, Inc., of
Mountain View, CA, after verification that a public key belongs to a certain owner.

An electronic signature that cannot be forged. It is a coded message that
accompanies the text message transmitted over a network. Digital signatures typically
are implemented to use the de facto standard RSA public key cryptography method.

digital signature.

A component of SET that will contain a user’s credit cards and payment
information as well as a way to confirm his or her identity.

digital wallet.

disaster recovery. A plan for duplicating computer operations after a catastrophe occurs,
such as a fire or earthquake. It includes routine off-site backup as well as a procedure
for activating necessary information systems in a new location.

An executable program module that performs some function.
DLLs are not launched directly by users. When needed, they are called for by a run
ning application and loaded to perform a specific function. DLLs are generally written
so that their routines are shared by more than one application at the same time.

DLL (dynamic link library).

domain name.

The address of an Internet site, such as www.aicpa.org.

DSL (digital subscriber line).

DTD.

A high-speed telephone line that provides access to the Internet.

See SGML.

A display terminal that has no processing capability. It is entirely depen
dent on the main computer for processing.

dumb terminal.

DVD (digital versatile disc).

The next-generation video CD and high-capacity CD-ROM.

Specific enhancements to HTML tags that allow Web pages to function
more like regular software. For example, fonts can be changed or images can be select
ed without having to jump to another page. Dynamic HTML (DHTML) is based on
the Document Object Model (DOM) interface that allows HTML tags to be dynami
cally changed via JavaScript or some other scripting language. Netscape Communicator
and Internet Explorer 4.0 use different methods to implement DHTML.

dynamic HTML.
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EDI (electronic data interchange). The electronic communication of business transactions,
such as orders, confirmations, and invoices, between organizations.
EDIFACT (Electronic Data Interchange for Administration, Commerce, and Transport).

An International Standards Organization (ISO) standard for EDI that is proposed to
supersede XI2 standards to become the worldwide standard.
Doing business online. It includes purchasing products via online ser
vices and the Internet as well as EDI, in which one company’s computer queries and
transmits purchase orders to another company’s computer.

electronic commerce.

email. The transmission of memos and messages over a network. Users can send mail to a
single recipient or broadcast it to multiple recipients.

email address. The format for addressing a message to an Internet user is USER_NAME
@ DOMAIN_NAME. For example, the address of the AICPA Information
Technology Team is “infotech@aicpa.org.”

A specialized computer that is used to control a device such as an automo
bile, home or office appliance, or hand-held unit or a machine as sophisticated as a space
vehicle. Operating system and application functions are often combined in the same pro
gram. An embedded system implies a fixed set of functions programmed into nonvolatile
memory (e.g., ROM, flash memory) in contrast to a general-purpose computing machine.

embedded system.

Also called a smiley, it is an expression of emotion typed
into a message by using standard keyboard characters.

emoticon (EMOTional ICON).
encrypt.

To encode data for security purposes. See cryptography.

A LAN developed by Xerox, Digital, and Intel. It is the most widely used LAN
access method. Ethernet connects up to 1,024 nodes at 10 Mbps over twisted-pair, coax,
and optical fiber. Ethernet is a shared media LAN. All stations on the segment share the
10 Mbps of bandwidth. With switched Ethernet, sender and receiver have a full 10
Mbps of bandwidth. Fast Ethernet (lOOBaseT) increases transmission speed to 100 Mbps.

Ethernet.

A Web site that is made available to external customers or organizations for elec
tronic commerce. Although on the Internet, it generally provides more customer-spe
cific information than a public site does. It may require passwords to gain access to the
more sensitive information.

extranet.

FAQ (frequently asked questions).
often posted on a Web site.

A list of questions and answers about a particular topic,

Also called lOOBaseT, it is a high-speed version of Ethernet. lOOBaseT
transmits at 100 Mbps rather than 10 Mbps. Like regular Ethernet, fast Ethernet is a
shared media LAN. All nodes share the 100 Mbps of bandwidth.

fast Ethernet.

An ANSI standard token-passing network that uses
optical fiber cabling and transmits at 100 Mbps at distances up to 2 kilometers.

FDDI (fiber distributed data interface).

fiber optic. Communications systems that use optical fibers for transmission. Fiber-optic
transmission became widely used in the 1980s when the long-distance carriers created
nationwide systems for carrying voice conversations digitally over optical fibers.
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A network node set up as a boundary to prevent traffic from one segment to
cross over to another. Firewalls are used to improve network traffic as well as for secu
rity purposes. A firewall may be implemented in a router, or it may be a device spe
cialized for such purposes.

firewall.

A category of memory chips that hold their content without electrical power
and include ROM, PROM, EPROM, and EEPROM technologies. Firmware
becomes “hard software” when it holds program code.

firmware.

fractional Tl.

A service that provides less than full T1 capacity. Increments of 64 kbps are

provided.
A high-speed packet-switching protocol used in WANs. It has become popu
lar for LAN-to-LAN connections across remote distances, and are all the major carriers
provide frame-relay services.

frame relay.

FTP file transfer protocol/file transfer program). In a TCP/IP (transmission control protocol/Internet protocol) network, a set of commands used to log onto the network, list
directories, and copy files. FTP programs are designed to handle all types of files.
gateway. A computer that performs protocol conversion between different types of net
works or applications. For example, a gateway can convert a TCP/IP packet to a
NetWare IPX packet and vice versa.
Gbps (gigabits per second).

One billion bits per second.

An emerging Ethernet technology that raises transmission speed to 1
Gbps. Its ability to integrate into existing Ethernets is a distinct advantage.

Gigabit Ethernet.

groupware. Software designed for use in a network that serves a group of users working on a
related project. Groupware is an evolving concept that is more than multiuser soft
ware, which allows access to the same data. Groupware provides a mechanism that
helps several users coordinate and keep track of an ongoing project.

GSM (Global System for Mobile Communications). A digital cellular phone system based
on TDMA that is widely deployed in Europe and throughout the world and, increas
ingly, in the United States. There is considerable controversy over GSM. It produces a
sound that is deafening to hearing-aid wearers, and it is known to interfere with elec
tronic devices, including pacemakers. GSM phones have been banned in Swedish hos
pitals. In a perhaps far-fetched story, an Australian newspaper claimed that a motorist
set off his airbag with his GSM cellphone. Most interestingly, GSM phones are sup
posedly able to reset taxi meters to zero in Paris. Vive la cellphone!

GUI (graphical user interface). A graphics-based user interface that incorporates icons,
pull-down menus, and a mouse. The GUI has become the standard way in which
users interact with a computer.
hacker.

A person who can break into computer systems.

HDSL (high-bit-rate digital subscriber line).
to access the Internet.
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A method of problem solving using exploration and trial-and-error methods.
Heuristic program design provides a framework for solving the problem, in contrast
with a fixed set of rules (algorithmic) that cannot vary.

heuristics.

hoax virus.

A rumored virus that does not really exist.

The use of shared office facilities among telecommuters and virtual workers in
which no one has a permanent desk. Companies save real estate costs by using this
arrangement.

hotelling.

HPC (hand-held PC). A palmtop computer that weighs less than one pound and runs spe
cialized versions of popular applications. Microsoft coined the term for its Windows
CE operating system, which is a streamlined version of Windows 95.
HTML (HyperText Markup Language). The standard document format used on the
World Wide Web. HTML defines the page layout, which includes fonts and graphic

elements as well as hypertext links to other documents on the Web. Each hypertext
link contains the URL, or address, of a Web page that can reside on the very same
server or on any server worldwide, hence the “worldwide” Web.
HTTP (HyperText Transport Protocol). The communications protocol that is used to
connect to servers on the Web. Its primary function is to establish a connection with a
server and transmit HTML pages to the client browser. Addresses of Web sites begin
with an “http://” prefix.
hypertext. A linkage between related text. For example, by selecting a word in a sentence,
information about that word is retrieved if it exists, or the next occurrence of the
word is found.

IDSL (integrated digital subscriber line). A hybrid of DSL and ISDN, IDSL refers to a
high-speed telephone line that can provide access to the Internet.
IMAP (Internet messaging access protocol). A standard mail server that is expected to be
widely used on the Internet. It provides a message store that holds incoming email
until users log on and download it. IMAP4 is the latest version. IMAP is more sophis
ticated than the Post Office Protocol (POP3) mail server. Messages can be archived in
folders, mailboxes can be shared, and a user can access multiple mail servers. There is
also better integration with MIME, which is used to attach files. For example, users
can read only the headers in the message without having to automatically accept and
wait for downloading of attached files that they don’t want.
intelligent agent. A software routine that waits in the background and performs an action
when a specified event occurs. For example, an agent could transmit a summary file on
the first day of the month or monitor incoming data and alert the user when a certain
transaction has arrived.

The Internet is made up of more than 100,000 interconnected commercial, acad
emic, and government networks in over 100 countries. Originally developed for the
military, the Internet became widely used for academic and commercial research.
Today, the Internet is being commercialized into a worldwide information highway.

Internet.
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Internet2. The next-generation Internet that is under development by the U.S. govern
ment and more than 100 universities. It is designed exclusively for education and sci
entific research-in other words, what the Internet used to be. Internet2 uses IPv6, the
next-generation IP protocol, the vBNS high-speed backbone, and “gigaPOPs,” which
are interconnect points into the backbone that support gigabit-per-second speeds.
Internet cafe.

See cybercafe.

Technology that allows an individual to make a telephone call over the
Internet. The sound quality is primitive, at best.

Internet phone.

An in-house Web site that serves the employees of the enterprise. Although
intranet pages may link to the Internet, an intranet is not accessible to the general pub
lic.

intranet.

The “IP” part of the TCP/IP communications protocol. IP imple
ments the network layer (layer 3) of the protocol, which contains a network address
and is used to route a message to a different network or subnetwork. TCP provides the
transport layer (layer 4), which ensures complete delivery of the entire message or file.

IP (Internet protocol).

The physical address of a computer attached to a
TCP/IP network. Every client and server station must have a unique IP address.
Client workstations have either a permanent address or one that is dynamically
assigned for each dial-up session. IP addresses are written as four sets of numbers sepa
rated by periods, for example, 204.171.64.2.

IP address (Internet protocol address).

IPsec (Internet protocol layer security protocol) . The Internet Engineering Task Force’s IP
security protocol that encrypts the tunnels used in a VPN application.

A NetWare communications protocol that is used to
route messages from one node to another. IPX packets include network addresses and
can be routed from one network to another.

IPX (internetwork packet exchange).

ISDN (integrated services digital network). An international telecommunications standard
for transmitting voice, video, and data over digital lines running at 64 kbps. The tele
phone companies commonly use a 64-kbps channel for digitized, two-way voice con
versations.
ISDN terminal adapter. A device that adapts a computer to a digital ISDN line. Like a
modem, it plugs into the serial port of the computer or into an expansion slot. Some
terminal adapters use the parallel port for higher speed. The adapter may also include a
regular data modem or fax/modem and switch automatically between analog and digi
tal depending on the type of call.

An organization that provides access to the Internet. The
smaller ISPs provide service via modem; the larger ones also offer ISDN and private
line hookups (Tl, fractional Tl, and so forth). Customers generally are billed a fixed
rate per month, but other charges may apply. For a fee, a Web site can be created and
maintained on the ISP servers, which enables the small organization or individual user
to have a presence on the Web. In addition, unique domain names can be used.

ISP (Internet service provider).
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kbps (kilobits per second).

One thousand bits per second.

An application that is exceptionally useful or exciting. When new operating sys
tems are on the horizon, people wish for one or two killer apps that will run under the
new system to justify the migration effort and expense. Otherwise known as rationale.

killer app.

L2TP (layer 2 tunneling protocol). A new tunneling protocol that will be the standard for
VPN applications in remote, WAN, and extranet networking.

A communications network that serves users within a confined
geographical area. It is made up of servers, workstations, a network operating system,
and a communications link.

LAN (local-area network).

laptop. A portable computer that has a flat screen and usually weighs less than a dozen
pounds. It uses AC power and/or batteries. Most laptops have connectors for an exter
nal monitor and keyboard, which transform them into desktop computers.

LDAP (lightweight directory access protocol). A protocol that is used to access a directory
listing. LDAP support is being implemented in Web browsers and email programs,
which can query an LDAP-compliant directory. LDAP is expected to provide a com
mon method for searching email addresses on the Internet, eventually leading to a
global white pages.

A mainframe or minicomputer information system that has been in exis
tence for a long time.

legacy system.

A virus that is written in a macro language and placed within a document.
To do something, a virus has to be run. When the document is opened and the macro
is executed, commands in the macro language perform the destruction or the prank.

macro virus.

Mbps (megabits per second).

One million bits per second.

MIME (multipurpose Internet mail extensions). A common method for transmitting non
text files via Internet email that was originally designed for ASCII text. MIME encodes

the files using one of two encoding methods and decodes it back to its original format
at the receiving end. A MIME header is added to the file that includes the type of data
contained and the encoding method used.

An arrangement of computers that are interconnected. In communications, a
network consists of transmission channels interconnecting all client and server stations
as well as all supporting hardware and software.

network.

newsgroup.
news reader.

A collection of messages about a particular subject on the Internet.

An Internet utility program that is used to read the messages in a newsgroup.

NOS (network operating system). An operating system that manages network resources. It
manages multiple requests (inputs) concurrently and provides the security that is neces
sary in a multiuser environment.
notebook computer.

OC3.

A laptop computer that weighs approximately five to seven pounds.

A dedicated communications line that supports speeds up to 155 Mbps.
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OC12.

A dedicated communications line that supports speeds up to 622 Mbps.

OC48.

A dedicated communications line that supports speeds up to 2.4 Gbps.

online banking.

The process of receiving bank transactions and paying bills online.

Services provided by a company, such as CompuServe, America Online,
Microsoft Network, or Prodigy, that allow a computer user to participate in an online
community. The service provides news, weather, and shopping as well as information
on a host of topics. Most services provide email and access to the Internet.

online services.

A block of data (a frame) used for transmission in LANs and packet-switching sys
tems. In Ethernet LANs, the terms “packets” and “frames” are used synonymously.

packet.

A networking technology used in WANs that breaks a message into
smaller packets for transmission and switches them to their required destination.
Unlike circuit switching, which requires a constant point-to-point circuit to be estab
lished, each packet in a packet-switched network contains a destination address. Thus
not all packets in a single message have to travel the same path. They can be dynami
cally routed over the network as circuits become available or unavailable. The destina
tion computer reassembles the packets back into their proper sequence.

packet switching.

palmtop. A computer that is small enough to hold in one hand and operate with the
other. Palmtops may have specialized keyboards or keypads for data entry applications
or have small “qwerty” (regular) keyboards.

An in-house telephone switching system that connects
telephone extensions to each other as well as to the outside telephone network. It may
include functions such as least-cost routing for outside calls, call forwarding, confer
ence calling, and call accounting. Modern PBXs use all-digital methods for switching
and can often handle digital terminals and telephones along with analog telephones.

PBX (private branch exchange).

A variety of wireless services that began to
emerge after the U.S. government auctioned commercial licenses for part of the radio
spectrum in late 1994 and early 1995. This radio spectrum in the 2-GHz range is used
for digital transmission that competes with cellular and other wireless services.

PCS (personal communications services).

A hand-held computer that serves as an organizer for per
sonal information. It generally includes at least a name and address database, a to-do list,
and a note taker. PDAs are pen based and use a stylus to tap selections on menus and to
enter printed characters. The unit may also include a small on-screen keyboard that is
tapped with the pen. Data is synchronized between the PDA and desktop computer via
cable or wireless transmission. Apple’s MessagePad, more commonly known as the
Newton, was the first to popularize the concept. The difference between a PDA and a
palmtop computer is that the PDA uses a pen, whereas the palmtop uses a small keyboard.

PDA (personal digital assistant).

peer-to-peer network. A communications network that allows all workstations and com
puters in the network to act as servers to all other users on the network.
Perl (Practical Extraction Report Language). A programming language written by Larry
Wall that combines syntax from several UNIX utilities and languages. Perl is designed
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to handle a variety of system administrator functions. Because of its comprehensive
string-handling capabilities, it is widely used on Web servers. Though it originated in
the UNIX world, Perl has been adapted to other platforms.

Public key cryptography software from Pretty Good Privacy,
Inc., in San Mateo, GA (www.pgp.com). It was developed by Phil Zimmermann,
founder of the company, and is based on the RSA cryptographic method. A version
for personal, nonbusiness use is available on various BBSs and Internet sites.

PGP (Pretty Good Privacy).

phreaker.

A person who makes free long-distance phone calls using illegal methods.

Software that organizes names and addresses and
random notes for fast retrieval. It provides a combination of features such as a tele
phone list with automatic dialing, calendar, scheduler, and tickler. A PIM lets you jot
down text for any purpose and retrieve it on the basis of any of the words you typed
in. PIMs vary widely, but all of them attempt to provide methods for managing infor
mation the way you use it on a daily basis.

PIM (personal information manager).

A software program that works as an add-on to another software program. For
example, Adobe Acrobat Reader is a plug-in to browser software to enable it to han
dle pdf (portable document format) files.

plug-in.

pocket computer. A hand-held, calculator-sized computer that runs on batteries. It can be
plugged into a personal computer for data transfer.
POP3 (Post Office Protocol 3). A standard mail server that is commonly used on the Internet.
It provides a message store that holds incoming email until users log on and download it.
POP3 is a simple system with little selectivity. All pending messages and attachments are
downloaded at the same time. POP3 uses the SMTP messaging protocol.

POTS (plain old telephone service). A regular phone line.
PPTP (point-to-point tunneling protocol). A protocol that encapsulates other protocols for
transmission over an IP network. For example, it can be used to send NetWare IPX
packets over the Internet. Because of its RSA encryption, PPTP is also used to create a
private network (VPN) within the public Internet. Remote users can access their cor
porate networks via any ISP that supports PPTP on its servers.

Encryption using a two-part code made up of private and public
components. To encrypt a message, the sender uses the recipient’s published public
key. To decrypt the message, the recipient uses the unpublished private key.

public key cryptography.

A data distribution model in which the software automatically delivers data to the
user on the basis of some criterion, such as news categories or time of day. A push model
operates in contrast with a pull model, in which the user specifically asks for something by
performing a search or requesting an existing report, video, or other data type.

push model.

remote control. Used to take control of an unattended desktop personal computer from a
remote location as well as to provide instruction and technical support to remote users.
Keystrokes are transmitted from, and screen updates are transmitted to, the remote
machine; all processing takes place in the local computer.
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remote node. In a remote node setup, the user is logged onto the network using the phone
line as an extension to the network.

A device that routes data packets from one LAN or WAN to another. Routers see the
network as network addresses and all the possible paths between them. They read the net
work address in each transmitted frame and make a decision about how to send it on the
basis of the most expedient route (traffic load, line costs, speed, bad lines, and the like).

router.

satellite communications. A radio relay station in orbit 22,300 miles above the earth’s
equator. It travels at the same rate of speed as the earth (geosynchronous), so it appears
stationary. It contains many communications channels that receive analog and digital
signals from earth stations. All signals are transmitted within a carrier frequency.

An addition of a new application, routine, or device that works
smoothly with the existing system. It implies that the new feature can be activated and
used without problems.

seamless integration.

search engine. There are various Web sites that maintain directory databases of other Web
sites, such as Yahoo, Alta Vista, Lycos, InfoSeek, and Excite.

security. The protection of data against unauthorized access. Programs and data can be secured
by issuing identification numbers and passwords to authorized users of a computer.

Computer systems that allow people to help themselves, such as the
Federal Express Web site, where you can track your own packages, or a CTI system that
allows you to call in and get your bank or credit card balance without human intervention.

self-service applications.

server.

A computer in a network shared by multiple users.

SET (secure electronic transaction). A standard protocol from MasterCard and Visa for
securing online credit card payments via the Internet.

An ISO standard for defining the for
mat in a text document. An SGML document uses a separate Document Type
Definition (DTD) file that defines the format codes, or tags, embedded within it. Since
SGML describes its own formatting, it is known as a meta-language. SGML is a very
comprehensive language that includes hypertext links. The HTML format used on the
Web is an SGML document that uses a fixed set of tags.

SGML (Standard Generalized Markup Language).

SHTTP (Secure HyperText Transfer Protocol).
tions over the Web.

A protocol that provides secure transac

A credit card with a built-in microprocessor and memory that is used for iden
tification or financial transactions. When inserted into a reader, it transfers data to and
from a central computer. It is more secure than a magnetic stripe card and can be pro
grammed to self-destruct if the wrong password is entered too many times. As a finan
cial transaction card, it can store transactions and maintain a bank balance.

smart card.

S/MIME (Secure MIME).

A version of MIME that adds RSA encryption for secure trans

mission.
SMTP (simple mail transfer protocol). The standard email protocol on the Internet. It is a
TCP/IP protocol that defines the message format and the message transfer agent
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(MTA), which stores and forwards the mail. SMTP was originally designed for only
ASCII text, but MIME and other encoding methods enable program and multimedia
files to be attached to email messages.
software license. Grants the right to use software, usually only on one machine. The terms
of individual software licenses vary. Software licenses are legal contracts. Network
licenses and concurrent licenses are special types of software licenses.

software piracy.

The illegal copying of software for personal or commercial use.

speech recognition.

See voice recognition.

Also known as a crawler, ant, robot (“bot”), and intelligent agent, a spider is a pro
gram that searches for information on the Web. It is used to locate new documents
and new sites by following hypertext links from server to server and indexing informa
tion on the basis of search criteria.

spider.

SQL (Structured Query Language). Pronounced “see qwill,” a language that is used to
interrogate and process data in a relational database.

A protocol from Netscape that provides secure transactions over
the Web. SSL provides authentication as well as encryption and is expected to be
widely used for Internet transmission.

SSL (secure sockets layer).

Audio transmission over a data network. The term implies a one-way
transmission to the listener in which both the client and server cooperate for uninter
rupted sound. The client side buffers a few seconds of audio data before it starts sending
it to the speakers; the buffering compensates for momentary delays in packet delivery.

streaming audio.

Video transmission over a data network. The term implies a one-way
transmission to the viewer in which both the client and server software cooperate for
uninterrupted motion. The client side buffers a few seconds of video data before it
starts sending it to the screen; the buffering compensates for momentary delays in
packet delivery.

streaming video.

A master page layout that is used in document creation systems such as word
processing and desktop publishing. The style sheet is a file that is used to store margins,
tabs, fonts, headers, footers, and other layout settings for a particular category of docu
ment. When a style sheet is selected, its format settings are applied to all the docu
ments created under it, saving the user from having to redefine the same settings over
again for each page.

style sheet.

stylus.

A pen-shaped instrument that is used to “draw” images or point to menus.

Tl.

A 1.544-Mbps T-carrier channel that can handle 24 voice or data channels at 64 kbps.
The standard Tl frame is 193 bits long, holding 24 eight-bit voice samples and one
synchronization bit. Eight thousand frames are transmitted per second.

T3.

A 44.736-Mbps T-carrier channel that can handle 672 voice or data channels at 64
kbps. T3 requires fiber optic cable.

TAPI (telephony API). A programming interface from Microsoft and Intel that allows
Windows client applications to access voice services on a server. TAPI is designed to
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provide interoperability between PCs and telephone equipment, including phone sys
tems and PBXs.

The cost of using a computer. It includes the cost of the
hardware, software, and upgrades as well as the cost of the in-house staff and/or con
sultants who provide training and technical support.

TCO (total cost of ownership).

TCP/IP (transmission control protocol/Internet protocol). A communications protocol
developed under contract from the U.S. Department of Defense to network dissimilar
systems. It is a de facto UNIX standard but is now supported on almost all platforms.
TCP/IP is the protocol of the Internet.

A satellite and cellular phone technology that inter
leaves multiple digital signals onto a single high-speed channel. For cellular, TDMA
triples the capacity of the original analog method (FDMA). It divides each channel
into three subchannels, providing service to three users instead of one.

TDMA (time division multiple access).

telecommuting.

teleworker.

Working at home and communicating with the office by electronic means.

Same as telecommuter.

trading partner.

A company that exchanges business transactions with other companies

using EDI.
translation software. A software program that is used to convert data from one format to
another, as in converting data from EDI format to an internal company format.

A program that appears to be legitimate but performs some illicit activity when
it is run. It may be used to locate password information, make the system more vulnera
ble to future entry, or simply destroy programs or data on the hard disk. A Trojan horse
is similar to a virus, except that it does its damage all at once rather than replicating itself

Trojan horse.

TSAPI (telephony services API). A telephony programming interface from Novell and
AT&T. Based on the international CSTA standard, TSAPI is designed to interface a
telephone PBX with a NetWare server to provide interoperability between PCs and
telephone equipment.

The Internet addressing scheme that defines the route to a
file or program. For example, a home page on the Web is accessed via its URL. URLs
are used as the initial address to a resource, and they are embedded within Web
(HTML) documents to provide a hypertext link to another document, local or remote.

URL (uniform resource locator).

Usenet (USEr NETwork). A public access network on the Internet that provides user
news and email. It is a giant, dispersed bulletin board that is maintained by volunteers
who provide news and mail feeds to other nodes. All the news that travels over the
Internet is called NetNews, and a newsgroup is a running collection of messages about
a particular subject. Usenet began in 1979 as a bulletin board shared by two universi
ties in North Carolina. Today, there are about 30,000 newsgroups. Newsgroup posts
can be read by using a news reader or most Web browsers.

A communications network that provides services beyond
normal transmission, such as automatic error detection and correction, protocol con
version, and message storing and forwarding.

VAN (value-added network).
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An organization that adds value to a system and resells it. For
example, it could purchase a CPU (central processing unit) and peripherals from differ
ent vendors, graphics software from another, and package it all together as a specialized
workflow system. Although VARs typically repackage products, they might also
include programs they have developed themselves.

VAR (value added reseller).

vBNS (very high-speed backbone network service).

A high-speed network backbone that

connects several supercomputer centers.
A video communications session among several people who are geo
graphically separated. This form of conferencing started with room systems where
groups of people meet in a room with a wide-angle camera and large monitors and
conference with other groups at remote locations.

videoconferencing.

virtual company. An organization that uses computer and telecommunications technolo
gies to extend its capabilities by working routinely with employees or contractors

located throughout the country or the world. Using faxes, modems, data, and video
conferencing, it implies a high degree of telecommuting as well as remote workgroups
and facilities. The extreme virtual company is one that hires only temporary help and
whose office facilities are little more than a post office box and answering machine.
virtual office.

virus.

See virtual company.

Software that is used to infect a computer. After the virus code is written, it is
buried within an existing program. When that program is executed, the virus code is
activated and attaches copies of itself to other programs in the system. Infected pro
grams copy the virus to other programs.

Visual Basic. A version of the BASIC programming language from Microsoft that is spe
cialized for developing Windows applications. User interfaces are developed by drag
ging objects from the Visual Basic Toolbox onto the application form.

The conversion of spoken words into computer text. Speech is first digi
tized and then matched against a dictionary of coded waveforms. The matches are
converted into text as if the words were typed on the keyboard. Speaker-dependent
systems require that users enunciate samples into the system to tune it to their individ
ual voices. Speaker-independent systems do not require tuning and can recognize lim
ited vocabularies such as numeric digits and a handful of words. Such systems have
replaced human operators for telephone services such as collect calls and credit card
calls. There are three types of voice recognition applications. Command systems recog
nized a few hundred words and eliminate the use of mouse or keyboard for repetitive
commands. This is least taxing for the computer. Discrete voice recognition systems
are used for dictation but require a pause between each word. Continuous voice
recognition understands natural speech without pauses and is the most process inten
sive. Speaker-independent continuous systems that can handle large vocabularies are
expected to become mainstream after the turn of the century.

voice recognition.

VPN (virtual private network). A wide-area communications network supported by a
common carrier that provides what seems like dedicated lines when used, but back
bone trunks are shared among all customers as in a public network. It allows a private
network to be configured within a public network.
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The specification for a three-dimensional
graphics language for the Web. After a VRML page is downloaded, its contents can be
viewed, rotated, and manipulated, and simulated rooms can be “walked into.” The
VRML viewer is launched from within the Web browser.

VRML (Virtual Reality Modeling Language).

WAN (wide-area network). A communications network that covers a wide geographic
area, such as a state or country. A LAN is contained within a building or complex, and
a MAN (metropolitan-area network) generally covers a city or suburb.
Web page.

A page in a World Wide Web document.

A server that contains Web pages and other files and that is online on the
Internet 24 hours a day.

Weh site.

The electronic equivalent of chalk and blackboard but shared by remote users.
Whiteboard systems allow network participants to simultaneously view one or more
users drawing on an on-screen board or running an application. This is not the same as
application sharing, in which two or more users can interactively work in the applica
tion. In whiteboarding, only one user is actually running the application from his or
her computer. In some systems, the application may not be viewable interactively. A
copy of the application window is pasted into the whiteboard, which then becomes a
static image for interactive annotation.

whiteboard.

Technologies based on radio transmission via the airwaves. Various
communications techniques are used to provide wireless transmission, including
infrared line of sight, cellular, microwave, and satellite.

wireless technologies.

An Internet function that links documents locally and remotely. The
Web document is called a Web page, and links embedded in the page let users jump
from page to page (hypertext) whether the pages are stored on the same server or on
servers around the world. The pages are accessed and read via a Web browser such as
Netscape Navigator or Microsoft Internet Explorer.

World Wide Web.

X12.

An ANSI standard protocol for EDI.

XML (Extensible Markup Language). A subset of the SGML document language designed
for use on the Web and sanctioned by the W3C. It provides more flexibility for
designing Web pages than HTML, which is a document type of SGML. Whereas
HTML uses a fixed set of tags (codes) to describe the pages, XML maintains the flexi
ble meta-language characteristic of SGML by defining the codes that will be used in
each document.

y2k-compliant.

Software or hardware that will work after December 31, 1999.

The year 2000 presents a problem for many legacy systems whose
databases were designed with two-byte year fields. Years ago, saving two bytes in a
record was a lot more important than it is today. A “00” in the year field is assumed to
mean the year 1900, and financial calculations that deal with years will be incorrect.
You may see the abbreviation “Y2k,” which is shorthand for “year 2000.”

year 2000 problem.
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AICPA Information Technology Membership Section
Information Technology for CPAs by CPAs

Keeping up with information technology can be a full-time job. The AICPA Information Technology
Membership Section makes it easy for you to stay current on the latest technology and its uses. We offer
unbiased professional advice written for CPAs by CPAs that can help you make and save money.
Membership in the Section is open to all AICPA members and qualifying non-CPAs at all levels of technol
ogy expertise. Just take a look at what the Information Technology Membership Section has to offer . . .
Publications:

The AICPA Information Technology Membership Section publishes these documents to help accountants
obtain an understanding of the technologies that face them today as well down the road. In addition, a
handsome binder is provided for you to keep your newsletters and alerts neatly and conveniently within
reach.
Bi Monthly newsletter—InfoTech Update. A 12 page newsletter filled with practical articles on
dealing with technology.

Technology Alerts—One page alerts discussing “hot technology topics.” Topics have included:
Updating Microsoft’s Windows 95 and Internet Explorer, What’s Hot, What’s Not: COMDEX 96,
HPCs and Windows CE-Worth the Wait?, The 809 Area Code . . . , The Year 2000 . . . , Electronic
Cookies . . . , and more. Due to rapid changes in the information technology environment, alerts
are issued as newsworthy issues arise.
Discount Offerings:

Past examples include a 35% discount on Franklynn Peterson’s CPA Computer Report. In addition, Section
members received special pricing on the purchase of the book 1992 Top 10 Technologies and Their Impact
on CPAs (1997), as well as a 35% discount ($19.50 for IT Section members) on the purchase of the book
EDI Control, Management and Audit Issues (1995) No. 043004.

Section members automatically receive The CPA Software News as part of their membership benefit
package.
If you’re still not sure what membership in the Information Technology Membership Section can do for
you, call the AICPA and we’ll be glad to discuss the Section with you! Call or fax:

Andrew R. Gioseffi, CPA
Information Technology Membership Section
Phone: (212) 596-6211
FAX: (212) 596-6025 Fax
e-mail: infotech@aicpa.org
If you want to keep up with technology, join the Information Technology Membership Section today!
Don’t miss out on another newsletter, publication or discount program.
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Membership Application Form

AICPA Information Technology Membership Section
Please enroll me as a member in the AICPA Information Technology Membership Section. I understand
that the $100.00 ($165.00**) dues covers all membership benefits.
I am returning this form along with my credit card number or check payable to the AICPA.

Name: _______________________________________________________________________________
Firm: ________________________________________________________________________________

Address: ______________________________________________________________________________
City:_______________________________________________ State:____________ Zip:____________

Member Number:______________________________________________________________________
Business Telephone:_____________________________________________________________________

□ Credit card #__________________________________VISA or M/C

EXP DATE _____________

Signature:_____________________________________________________________________________
Fax Number:__________________________________________________________________________

E-mail address:_________________________________________________________________________

Mail or Fax to AICPA Member Satisfaction Team:
Member Satisfaction Team
American Institute of CPAs
PO Box 2206
Jersey City, NJ 07303-9946
Fax: (800) 362-5066

Please note that the dues will be prorated, based on when you enroll.
** Non-CPA Section Associate membership rate.
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READER’S RESPONSE TO
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and

Tools

Your assessment of this book will help ensure that future publications in this series will be of valuee to
readers. Please complete this questionnaire and mail or fax it to Murray B. Schwartzberg, Specialized
Publications & Subsidiary Rights, AICPA, Harborside Financial Center, 201 Plaza III, Jersey
City, NJ 07311-3881: Fax: (201) 938-3780.

Thank you for your assistance.

1. How knowledgeable were you about these technologies before you read this publication?
0
No knowledge

2
3
Working knowledge

4
5
Very knowledgeable

2. How useful is this publication to your line of work?
1

Not useful

2
3
Somewhat useful

4
5
Extremely useful

What is your current job title?
3a. What did you like most about this publication?

3b. What did you like least about this publication?

4.

Did the technical level of this publication meet your needs?
0
Too basic

Just right

4
Too advanced

5
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5.

Did this publication live up to your expectations? Yes____ No_____

6.

Where did you learn about the availability of this publication?

CPA Letter
AICPA Website
Journal of Accountancy

InfoTech Update Newsletter

AICPA Conferences
Other (please explain)

Additional comments and suggestions _ _____________________________________________________

Name and address __________________ ________________________________________________ _—

EMail Address __________ _ __________ _ ________________________________________________
Thank you for taking the time to complete this reader response survey!
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